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Abstract

Security principles, like least privilege, are among the resources
in the security body of knowledge that survived the test of time.
The implementation of these principles in a software architecture
is difficult, as there are no systematic rules on how to apply them
in practice. As a result, they are often neglected, which lowers the
overall security level of the software system and increases the cost
necessary to fix this later in de development life-cycle.

This report improves the support for least privilege in software
architectures by (i) defining the foundations to identify potential
violations of the principle herein and (ii) elicitating architectural
transformations that positively impact the security properties of the
architecture, while preserving the semantics thereof. These results
have been implemented and validated in a number of case studies.
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Abstract

Security principles, like least privilege, are among the resources in the security body of knowledge
that survived the test of time. The implementation of these principles in a software architecture is difficult,
as there are no systematic rules on how to apply them in practice. As a result, they are often neglected,
which lowers the overall security level of the software system and increases the cost necessary to fix this
later in de development lifecycle.

This report improves the support for least privilege in software architectures by (i) defining the foun-
dations to identify potential violations of the principle herein and (ii) elicitating architectural transfor-
mations that positively impact the security properties of the architecture, while preserving the semantics
thereof. These results have been implemented and validated in a number of case studies.
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1 INTRODUCTION AND MOTIVATION

1 Introduction and motivation
Security principles, like least privilege, are among the resources within the body of knowledge for secure
software engineering that have survived the test of time [54]. These principles are statements of general
security wisdom derived from real-world experience building systems [40]. Practicing them should reduce
the likelihood of threat realization or impact if a threat is realized [56]. The principle of least privilege (LP)
prescribes that a user is not assigned permissions that he does not require and, consequently, he cannot
execute tasks that he is not allowed to execute.

These principles must be considered throughout the entire secure software development lifecyle. In
recent times, several of such secure software development lifecycle processes have emerged from both
academia and industry. Examples are the Touchpoints by McGraw [40], the SDL by Microsoft [27] and
the Comprehensive, Lightweight Application Security Process (CLASP) by OWASP [56]. Those processes
define security specific activities that increment traditional software processes in order to address security
concerns in a sound, controlled, and more repeatable way. These secure software processes refer to the
security principles and acknowledge their importance as they have specific activities that use these princi-
ples. Quite surprisingly, none of the above security processes explicitly provide guidance on how to apply
these principles in practice [10]. Making this implicit knowledge explicit, e.g. in a set of rules that enforce
the principle when applied, could help in developing more secure software [40].

While several techniques exist to reason about, and improve, the adherence to LP in software, no
adequate support in the form of a systematic method is available at the architectural level, where the con-
sequences are significant. Indeed, there is a research gap with respect to the principle of least privilege
at architectural level. Several techniques have been developed to verify or enforce least privilege in soft-
ware such as model checking, sandboxing, program separation and so forth (see Section 9 for a more
in-depth discussion). However, while in theory applicable to the architectural level, most of the enforce-
ment techniques focus on requirements specification or detailed design phases. Apart from that, a variety
of testimonies witness the usefulness and the applicability of the principle at the architectural level (e.g.,
qmail [7], postfix [59] . . . ) but these testimonies fail to provide systematic rules or guidelines on how to
apply the principle on a software architecture. Moreover, the consequences of not introducing the quality
of security properly in the architectural phase are significant for two reasons. Not only do these quality
related decisions determine the quality of the resulting software product [6], but changing or introducing
them later on in the development life cycle is more expensive than introducing them in the architectural
design phase [8].

This report argues that, at the architectural level, LP minimizes the capabilities of a (set of) compo-
nent(s) that is to be executed as a single controllable unit (typically a process). Two important parameters
in this context are (i) the controllable units and (ii) the access policy that is to be enforced: LP will be
best adhered to if both the architectural structure and the policy are adequate (See Figure 1). Indeed, as
shown in the example in the next section, it can be very awkward or even impossible to enforce LP with
an inappropriate architecture. Unfortunately, to the authors’ knowledge, no systematic techniques exist
today to deal with this problem. One of the factors that makes this problem particularly challenging is
the abstraction level of a software architecture and, hence, the limited amount of information available for
reasoning about LP.

The approach presented in this report uses a list of use cases (sequence diagrams) and an architectural
description to identify and predict LP problems in the final software product. The approach approximates
a worst case assignment of permissions given the set of use cases. As represented in Figure 1 we are par-
ticularly interested in the architectural structure (without taking into account the access policy), since this
ensures LP adherence in the final software system. The computed assignment is used to determine (poten-
tial) violations of the principle1, which are then solved by architectural transformations. The contributions
of the report are fourfold: (i) a theoretical underpinning of the meaning of LP in software architectures, (ii)
an algorithm to identify violations of the principle for an architecture, (iii) architectural transformations to
address violations, and (iv) an implementation of the former in a tool.

The rest of this report is structured as follows. Section 2 further motivates the problem by means of an

1LP violations at architectural level are potential in the sense that one can never be certain about violations until the system has
been fully implemented. For some problems, however, it is almost certain that they will persist in the final system.
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2 MOTIVATING EXAMPLE

Requirements

Architecture

Access Policy

Enforce least privilege Enforce least privilege

Controllable unit
Enforce least privilege

Security 
Requirements

Figure 1: LP in software architecture: a combination of architectural structure and access policy.

example. Section 3 presents the formal foundations of the presented approach. Sections 4 and 6 uses these
foundations for identifying LP violations and measuring least privilege respectively. Section 5 presents
transformations to solve a subset of these violations. In Section 7, the approach is applied on a number
of case studies. Section 8 elaborates on the advantages, the drawbacks, and possible extensions of the
approach. Finally, Section 9 discusses related work, and Section 10 concludes.

2 Motivating Example
Consider an integrated groupware system that consists of three main components (See Figure 2). The first,
Calendar, is a component that enables a user to keep track of events. It also supports finding interesting
public events to attend. The second, Repository, is a content management system that allows users to upload
files and share these with other users. The third, Tasks, is a todo list and task management component that
enables a user to create, update, and delete todo lists. Two components integrate the functionality of these
main components and act as front-ends for end users: the Internal Groupware Client is used by employees,
while the External Web Client is used by external users.

External Users use the External Web Client to (i) upload documents used and verified by these em-
ployees by means of a verification task, (ii) create public events and, (iii) confirm attendance of events
organized by Internal Employees. Internal Employees use the Internal Groupware Client to (i) execute
typical groupware related tasks such as add a task to a todo list or modify events, and to (ii) review input
received from external users. Table 1 lists the tasks that have been assigned to the different users (i.e.
security requirements).

Nb User Task (use case)
1 Employee Upload, read, verify working document
2 Employee Add, modify event
3 Employee Add task
4 External User Upload working document
5 External User Confirm event, add public event

Table 1: Tasks assigned to the users of the calendar system

In order to enforce these requirements in our system, we need to specify an architectural-level access
policy that expresses the rules in terms of component’s interface methods. Several situations arise in which
the current architectural structure jeopardizes or invalidates LP.

First, tasks can overlap such that permissions necessary for a set of tasks are sufficient to execute
another task. For instance, if an external user has the right to upload a working document (perm1, perm2
for task T1), he will also be able to add tasks (perm2 for task T5), even though this might not be desirable.
More complex overlapping scenarios that are more difficult to identify manually can arise.

Second, the granularity of rights specification in the access policy can be insufficiently fine-grained to
grant the right to execute certain tasks, but not other tasks. This is particularly the case when the execution
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2 MOTIVATING EXAMPLE

Calendar
Internal

Groupware
Tool

A Component

m1(Rx) Method m1 reads parameter x

m1(Wx) Method m1 writes parameter xX Shared state

Key

Tasks

A B
T1:m1

A depends on m1 
of B for task T1

m1[perm1] permission perm1 is required for 
execution of m1

External
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T2: m1
T6: m2

T1: m3 [perm1]

T1: m4 [perm2]

T4: m1

T3: m5

T5: m4 [perm2]

m1: addEvent(WEvent event, Rboolean public)
m2: modifyEvent(WEvent event)
m3: upload(WFile file)
m4: addTask(WTask task)
m5: confirmEvent(WEvent event)

T1: Upload working document
T2: Add public event
T3: Confirm event
T4: Add event
T5: Add task
T6: Modify event

Figure 2: Excerpt from the component diagram of the an integrated calendar system
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3 THEORETICAL UNDERPINNINGS

of a task is dependent on method parameters (rather than just methods), or when permissions represent a
collection of methods rather than a single method. For instance, the system can not grant a user the right to
add public events (T2), but refrain him from add events (T4), as the difference is represented by means of
a boolean parameter of a single method. Note that this problem can be solved by increasing the granularity
of the access policy, but this is rarely the case in practice.

Third, if two conflicting tasks are able to influence each other’s operations, then the system might not
be able to enforce LP correctly. Indeed, one can argue that influencing the operations of a task constitutes
a weak form of having the permissions to execute it. In the groupware example, the confirmEvent method
might for instance interfere with the modifyEvent method, since they probably make use of the same event
store. Consequently, task T3 might interfere with task T6. This is not allowed, because external people
might not be allowed to influence events based on the company policy.

Solving these issues properly can not be done solely by editing the access policy: a restructuring of the
components is often required to address these problems.

3 Theoretical underpinnings
In this section, a formal model for software architecture is introduced to define the concept of LP (and
violations thereof) at architectural level. This will allow us to identify LP problems at this level later on.
The model, which was inspired by work of Jie Ren [52], is modelled in set theory. Obvious assumptions
have been left out. Examples are interfaces contain at least one action, there is at least one user, and all
components are part of the software architecture. Important assumptions are described at the end of this
Section.

The model focusses on the software architecture’s component and connector view [16]. Every compo-
nent c can be described in terms of the actions2 of its interfaces. These interfaces are used to interact with
the component. Such an interaction is intentionally built into the system, often to realize a task (or use
case).

SA(s) = 〈 components(s), dependencies(s), parents(s) 〉
components(s) = { c1, ..., ck } ; k ∈ N
c = component = 〈 actions(c), interfaces(c) 〉 ∈ components(s)
interfaces(c) = { I1 ∪ ... ∪ Im } ; m ∈ N
∀ I ∈ interfaces(c): actions(I) = { ab, ..., aj } ; b,j ∈ N
actions(c) = { a | a ∈ actions(I) and I ∈ interfaces(c) } ; l ∈ N
actions(s) = { a | c ∈ components(s) and a ∈ actions(c) }
a = 〈 name(a), params(a) 〉 ∈ actions(c)
name(a) ∈ { a1, action, a2, ... }
params(a) = { param1, ..., paramn } ; n ∈ N
param = 〈 name(param), type(param) 〉
type(param) ∈ { String, int, ... }
name(param) ∈ { p1, p2, param, ... }
pre(a) = logical formula with params(a)
post(a) = logical formula with params(a)

users(s) = U = { u1, ..., uq } ; q ∈ N
tasks(s) = T = { t1, ..., tr } ; r ∈ N
task = { (a1, a2), ..., (ap, ap+1)} 3

; ai ∈ actions(s); p,i ∈ N; 0 ≤ i ≤ p
UT = { (ui, tj), ..., (ui+f , tj+g) } ⊆ U × T;
0 ≤ i, i+f ≤ q, 0 ≤ j+g ≤ r, i,f,j,g ∈ N

actions(task) = { a | a ∈ actions(s) and x ∈ actions(s) and
((x,a) ∈ task or (a,x) ∈ task) }

tasks(c) = { t | t ∈ T and a ∈ actions(c) and a ∈ actions(t) }
users(c) = { u | (u,t) ∈ UT and t ∈ tasks(c) }

We now focus on security related definitions. A component may personate multiple subjects (and
principals) during its lifetime, because it may be used by different users to perform a range of (related)
tasks. For now, we assume that a component represents exactly one subject.

2The term action is used instead of operation, since this fits well with the security-related part of the model.
3This is an ordered set.
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3 THEORETICAL UNDERPINNINGS

A permission is a representation of the right to perform a set of actions (possibly a single action), – we
consider components to be the resources of the system. The permissions necessary to execute a task is the
union of all permissions needed for the actions that constitute the task.

AP(s) = perm1, ..., permw ; w ∈ N
perm = { a1, ..., av } ⊆ actions(s) ; v ∈ N
permissions(action) = { p | p ∈ AP (s) and
action ∈ p }
permissions(task) = { p | p ∈ permissions(action) and
action ∈ actions(task) }

A distinction was made between three types of permissions that will be used for reasoning about LP:
required permissions, internal permissions, and indirect permissions.

The required permissions of a component are the permissions that are needed by the component for
successfully completing the tasks (or parts of tasks) it is responsible for. In other words, they are the
permissions associated with the actions the component depends on for the tasks it provides. A component
is assumed to require permissions for all the actions in the task that follow his own contribution to the task.
For instance, the External Web Client requires permissions 1 and 2 for uploading a working document (See
Figure 2). Note that this set is actually equivalent to an ideal access policy.

reqperms(c) = { p | p ∈ permissions(action) and action ∈ usedactions(c) }
usedactions(c) = { a | t ∈ tasks(c) and

a ∈ actions(t) and a /∈ actions(c) }

The internal permissions of a component are the permissions linked to its own interfaces. A component
is implicitly granted the permissions to execute all the actions defined in its own interfaces.

internperms(c) = { p | p ∈ permissions(action) and action ∈ ownactions(c) }
ownactions(c) = { a | t ∈ tasks(c) and
a ∈ actions(t) and a ∈ actions(c) }

The indirect permissions are additional permissions that might be obtained by interfering in a compo-
nent’s shared state. Shared state is the internal state of a component that is used by its actions. Since an
action might influence another one by changing the shared state on which the other is dependent, a task can
actually influence the results of another task. See the third example in Section 2 for a concrete example.
In the case of shared state, a component is attributed permissions from another component’s task that is
reachable via the shared state of the latter component.

indirectperms(c) = { perm | c2 ∈ reachablecs(c)
and t ∈ sharedTasks(c2,c) and
t2 ∈ tasks(c2) \ sharedTasks(c2, c) and
sharedState(t,t2,c2) 6= ∅ and
(perm ∈ internperms(c2) ∪ reqperms(c2)) and
perm ∈ permissions(t2) }

reachablecs(c) = { c2 | c2 ∈ components(s) and
t ∈ sharedTasks(c, c2) and c2 6= c and
before(t,c,c2) }

sharedTasks(c1, c2) = { t |
t ∈ tasks(c1) and t ∈ tasks(c2) }

before(task, c1, c2) ⇔ ∃ a1,a2 ∈ actions(task)
and a1 ∈ actions(c1) and a2 ∈ actions(c2)
and before(a1,a2,task) }

before(a1,a2,task) ⇔
∃ (a1,a2) ∈ task or
(∃ (a1,x) ∈ task and
before(x,a2,task))

perms(c) = indirectperms(c) ∪ internperms(c)
∪ reqperms(c)

We now come to the definition of LP. A system adheres to LP if all its components adhere to LP. A
component does not adhere to LP if it, based upon the permissions attributed as described before, is capable
of executing tasks it is not responsible for.
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4 IDENTIFYING LP VIOLATIONS

adherestolp(s) ⇔ ∀ c ∈
components(s) | adherestolp(c)

adherestolp(c) ⇔
∀ t1, t2 ∈ executabletasks(c) |
t1, t2 ∈ tasks(c) and executabletogether(t1,t2)

executabletogether(t1, t2) ⇔
∃ u1 ∈ U | (u1, t1), (u1, t2) ∈ UT

executabletasks(c) = { t | t ∈ T and
∀ perm ∈ permissions(t): perm ∈ perms(c) }

This definition is based on the fact that we assume that all behavior is executed via tasks and that
we thus can relate components to users in the following way. The permissions attributed to a component
determines the tasks that can be executed by this component. These tasks are related to users via the
user-task assignment set. As such, a component will act on behalf of a possible set of users.

Our model defines least privilege correctly for the majority of the software architectures, but might
be incorrect in the following cornercases: an architecture with one component per action, an architecture
supporting one task, an architecture supporting many tasks each of which consisting of one action, an ar-
chitecture used by one user, an architecture supporting many tasks each of which being used by a different
user, an architecture supporting many tasks each of which requiring the same permission, and an architec-
ture supporting tasks each of which requires one permission per used action. To solve this, we include the
following assumptions.

• Every task in an architecture is executed by a user.

∀ t ∈ T | ∃ u ∈ U and (u,t) ∈ UT

Indeed, our model will not detect violations related to (sub)tasks that are not executed by a user,
because the model identifies violations based on user-tasks assignments. Hence, tasks that are not
part of the user-task assignment relation will not be used for detecting violations. This assumption is
reasonable because in reality all tasks are initiated by some actor. For instance, withdrawing money
is initiated by a bank customer, a cron job that executes a script that backs up data is initiated by the
person wanting the back-up, and so forth.

• A software architecture has at least two users.

∃ u1, u2 ∈ U | not (u1 = u2)

Indeed, our model will not detect violations if one user executes all the functionality, because our
model states that a component violates least privilege if it is able to execute tasks executed by dif-
ferent users. This assumption is reasonable, because systems are typically used by at least two types
of users: administrators and others. If this is not the case, one can introduce a user that executes
functionality that nobody is allowed to execute (i.e. attacks).

• A software architecture supports at least two tasks.

∃ t1, t2 ∈ T | not (t1 = t2)

Indeed, our model will not detect violations if there is only one task, because our model states that
a component violates least privilege if it is able to execute tasks executed by different users. This
implies that there should be at least two tasks. This assumption is reasonable, because a system
typically supports more than one use case.

4 Identifying LP Violations
For the identification of LP violations, an algorithm was constructed based on the formal model. The input
provided to the algorithm is threefold: a component and connector diagram, a list enumerating user-task
assignments, and sequence diagrams mapping these tasks onto the component and connector diagram. The
algorithm (See Figures 3, 4, 5, and 6) iterates over the different components, attributes permissions to each
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4 IDENTIFYING LP VIOLATIONS

SA(s) = software architecture
UT = user task assignments
EC = tasks

For each component in components(s)
assign int. perms based on component actions
For each task in tasks(c)
propagate req. perms upward in task
calculate ind. perms for downward components in task

For each component in components(s)
determine LP violations based on assignment

Figure 3: Identification algorithm

for each component in components(s)
for each action in actions(component)
internperms.add(permissions(action))

Figure 4: Assign internal permissions

for each component in components(s)
for each task in tasks(component)
for each action in actions(task)

for each action2 in actions(component)
if(before(action2,action,task))

requiredperms.add(permissions(action))

Figure 5: Propagate required permissions

//order of components(s) determines perms
for each component in components(s)

for each component2 in reachablecs(component)
for each task in sharedTasks(component2,component)

for each task2 in (tasks(component2) \ sharedTasks(component2,component))
if(sharedState(task,task2,component2).size > 0)

for each perm in
(intersection(union(internperms(component2),reqperms(component2)),
permissions(task2))
indirectperms.add(perm)

Figure 6: Calculate indirect permissions
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5 RESOLVING LP VIOLATIONS

component, and verifies whether each component violates LP. The output of the algorithm lists the LP
violations, specifying the violating component, the permissions causing the violation, and the conflicting
tasks.

The algorithm can been parameterized with several options, two of which will be discussed here. A
first option is the order in which the components will be iterated over. This order controls the assignment of
indirect permissions, because these are propagated via the shared state of other components. Our algorithm
currently starts with calculating permissions for ”leaf node” components. Next, it follows these tasks in
reverse order to determine the one-but-last components to calculate the permissions of, and so forth. Other
propagation strategies such as root-node propagation could be considered as well.

Another option is the shared state approximation strategy. This determines the shared state between
tasks in a component and thus controls the indirect permissions that are assigned to components. At this
moment, the shared state is determined based on equivalence of the name and the type of the parameters of
an action: if two methods share an equivalent parameter, they are considered capable of influencing each
other. This is clearly a rough approximation of the shared state.4 This is illustrated in Figure 2, where the
shared state of methods m1, m2, and m5 in component Calendar is approximated by the event parameter
they all have. Other strategies could consist in working with semantic method annotations (such as pre-
and postconditions) or on explicit annotations regarding shared state.

5 Resolving LP Violations
Different strategies exist to accommodate least privilege in a software architectural structure, among which:
(i) splitting components into several isolated units and lowering permissions assigned to these units, (ii)
rewiring the architecture (i.e. rerouting tasks to other components in order to split up conflicting privileges),
(iii) splitting tasks, or (iv) applying well-known solutions and patterns (such as sandboxing) to introduce
LP in selected parts of the architecture (see Section 9).

The remainder of this section elaborates on these strategies. Each strategy documents technical chal-
lenges, an architectural transformation, limitations of the transformation, and a proof that the transforma-
tion lowers permissions and thus privileges5.

5.1 Solution spectrum
Strategies to accommodate the property of least privilege in a software architectural structure are the ones
that transform the fundamental elements used to express that property. Indeed, adherence to a property
can only be introduced by modifying elements (or properties) affecting that property. For instance, a sys-
tem won’t support authorization (property) without introducing an authorization engine (element affecting
authorization).

In general, modifications of (composed or sets of ) elements are (See Figure 7): adding elements to
a composed element, removing elements from a composed element, splitting a composed element into x
elements, merging x composed elements into a new composed element, and moving basic elements from
one composed element to another one.

In our model, fundamental elements affecting least privilege are: permissions, tasks, users, components,
and actions (See Figure 8). Permissions and components are composed of actions, while tasks consists of
action-tuples. Possible transformations on these elements are obtained by applying the general modifica-
tions on each of the fundamental elements. This results in the following transformations (See Table 2 for
an overview):

Split Component splits a component into several components by splitting its actions into multiple sets.
Each new set is a new component. This transformation ensures that each newly created component
requires less permissions than the original one, because the new ones offer less functionality (ac-
tions). The transformation can solve least privilege violations, because a component responsible for
violating tasks can be split in a way that the resulting components do not violate LP anymore.

4Actually, in case of parameters of primitive types, it probably does not make much sense to use this type of approximation.
5We do not guarantee that applying these transformations result in the least amount of assigned permissions. However, applying

these reduces the number of assigned permissions.
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Figure 7: An overview of transformations of compound elements. These transformations are used to
identify transformations on the elements of the formal model that define the property of least privilege.
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Figure 8: The property of least privilege is defined in terms of actions, permissions, tasks, users, and
components.
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element Component Task User Permission Action
(basic element) (action) (action-tuple) (task from UT) (action) (parameter)
Split DS DS DN IS -S
Merge IS IS IS DN IN
Remove basic element DS DS DS -S -S
Add basic element IN IN IS -S -S
Move basic element DS DS DS DS DS

Table 2: Possible basic transformations that have an effect on least privilege. D means that this transfor-
mation can decrease the amount of permissions, I means that it can increase the amount of permissions, S
means that it might solve least privilege violations, N means that it does not solve least privilege violations,
S means that it solves LP problems but is not a good solution, and -S means that the number of permis-
sions is not affected, but it can solve LP violations because the transformation enables better permission
assignment. Transformations with a grey background have been detailed in the remainder of this section.

Split Task splits a task into several subtasks by splitting its sequence of action-tuples in multiple sequences
of action-tuples. Each sequence is a new task. Splitting a task to the parts that are effectively executed
reduces the required permissions of the components executing that task. The transformation can
solve least privilege violations, because a task causing a violation can be split in a way that the
actions requiring the permissions causing the violation are not part of that task anymore.

Split User splits a user into several new users by splitting his set of tasks in multiple sets of tasks. Each
set is assigned a new user6. In other words, the tuples in the user-task assignment set having the user
to be split as first element are modified in a way that a subset of those tuples have a new user as first
element. Splitting a user reduces the permissions each new user requires, because he executes less
tasks. However, this transformation won’t solve least privilege violations due to our definition of
least privilege. On the contrary, it might introduce new violations.

Split Permission splits a permission into several subpermissions by splitting its set of actions in multiple
sets of actions. Each new set is a new permission. Splitting a permission increases the number
of permissions assigned to a component, because the newly created permissions are also assigned
to that component. However, splitting a permission might solve least privilege violations, because
more finegrained permissions allow us to assign only the permissions required for a particular task.

Split action splits an action’s set of parameters in multiple set of parameters. Each new set is a new action.
Splitting an action does not necessarily lowers the number of assigned permissions, because the set
of permissions required for the new actions is the same as the set of permissions required for the
original action. However, splitting an action allows us to introduce more fine-grained permissions,
which in turn might solve violations. Note that this transformation is not implementable, because the
conditions for splitting an action are not known.

Merge Component merges several components into a single component by merging their sets of actions.
Merging components ensures that the newly created component requires more permissions than each
of the original ones, because its required permissions are the union of the required permissions of
the original components. Hence, we assume that it won’t solve least privilege problems.

Merge Task merges tasks into one new task by merging their sets of action-tuples. This increases the
number of permissions assigned to a component (or user) if that component (or user) becomes re-
sponsible for a subtask it was not responsible for. This transformation solves violations due to our
definition of least privilege: assigning a merged task that is created from two violating tasks to one
user will remove the violation. Clearly, this transformation is not a good solution, because one user
having the permissions to execute all the tasks has been causing problems for several years in the

6e.g. the creation of a new user role
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real world. In order to solve this problem, we either have to (i) assume that the user task assignment
is optimal, or (ii) redesign our definition of least privilege and thus our formal model. For now, we
assume that the user-task assignment is optimal.

Merge User merges several users into a single user by merging their sets of tasks. This increases the num-
ber of permissions that a user requires, but solves violations due to our definition of least privilege.
Again, this transformation is not a good solution for the same reason as the previous transformation.

Merge Permission merges several permissions into a single permission by merging their sets of actions.
This lowers the number of permissions that are assigned to a component. However, it won’t solve
least privilege violations, because components will be able to execute more tasks with coarse grained
permissions.

Merge Action merges several actions into a single action by merging their sets of parameters. This in-
creases the number of permissions assigned to a component if at least one of the actions to be
merged is an action of another component and the execution of that action requires a permission
the component has not already. By consequence, we assume that this transformation will not solve
LP violations.

Remove an action from a component removes an action from a component’s set of actions. This lowers
the number of internal permissions associated with that component if it does not have other actions
with the permission(s) of the removed action. This transformation can solve least privilege violations,
if the component’s actions requiring internal permissions that cause a violation (i.e. give the ability
to execute other tasks) are removed.

Remove an action-tuple from a task removes an action-tuple from a task’s set of action-tuples. This low-
ers the number of required permissions of the components executing that task if these don’t execute
tasks that require the same permission. This transformation can solve least privilege violations, if
an action from the action-tuple that is removed requires permissions that cause violations. However,
note that this transformation is not implementable, because it is hard to identify the conditions under
which tuples can be removed.

Remove a task from a user or prohibiting a user to execute a certain task is a transformation that re-
moves (user,task) from the set of user-task assignments. This transformation decreases the number
of permissions a user requires. Hence, it might solve least privilege problems. Note that this trans-
formation is implementable, but that management should decide whether a user should be able to
execute a certain task or not.

Remove an action from a permission removes an action from a permission’s set of actions. This does
not affect the property of least privilege, because the number of permissions stays the same. How-
ever, this transformation influences the granularity of permissions, and thus can optimize permission
assignment.

Remove a parameter from an action removes a parameter from an action’s set of parameters. This does
not affect the property of least privilege, because the number of permissions stays the same. How-
ever, this transformation influences the granularity of actions, and thus can optimize permission
assignment. Note that this transformation is not implementable, because it is hard to determine the
conditions under which parameters can be removed.

Add an action to a component adds actions to a component’s set of actions. This increases the number
of internal permissions of the component if it does not already require the permissions associated
with these new actions. Hence, we assume that this transformation does not solve LP violations.

Add an action-tuple to task adds action-couples to a task’s set of action-couples. This increases the num-
ber of required permissions of the components executing this task, if they do not already require these
permissions. Hence, we assume that this transformation does not solve LP violations.
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Add a task to a user adds (user, task) tuples to the user-task assignment relation. This increases the num-
ber of permissions that a user requires, but solves violations due to our definition of least privilege.
Clearly, this transformation is not a good solution.

Add an action to permission adds actions to a permission’s set of actions. This does not affect the prop-
erty of least privilege, because the number of permissions stays the same. However, this transfor-
mation can optimize permission assignment, which in turn can solve LP violations. Note that this
transformation is not implementable, because it is hard to determine the conditions under which an
action can be added to a permission.

Add a parameter to an action adds parameters to an action’s set of parameters. This does not affect
the property of least privilege, because the number of permissions stays the same. However, this
transformation can optimize permission assignment, which in turn can solve LP violations. Note
that this transformation is not implementable, because it is hard to determine the conditions under
which a parameter can be added to an action.

Move an action from one component to another moves an action from a component’s set of actions to
another component’s set of actions. This transformation is a combination of the remove an action
from a component and add an action to a component transformations. Hence, the number of per-
missions of the first component lowers, while the number of permissions of the second component
increases. This transformation can solve LP violations, because its subtransformation remove an
action from a component can solve LP violations.

Move an action-tuple from one task to another moves action-tuples from a task’s set of action-tuples
to another task’s set of action-tuples. This transformation is a combination of the remove action-
tuple from a task and add action-tuple to a task transformations. Hence, the number of permissions
the former requires decreases, while the number of permissions the latter requires increases. This
transformation can solve LP violations, because its subtransformation remove an action-tuple from
a task can solve LP violations.

Move a task from one user to another moves a task from a user set’s of tasks to another user’s set of
tasks. This transformation is a combination of the remove a task from a user and add a task to a user
transformations. Hence, the number of permissions of the first user decreases, while the number of
the permissions of the second user increases. This transformation can solve LP violations, because
its subtransformation add a task to a user can solve LP violations. Note that this transformation is
implementable, but that management decides whether a user is allowed to execute a task or not.

Move an action from one permission to another moves an action from a permission’s set of actions to
another permissions’s set of actions. This transformation is a combination of the remove action
from permission and add action to permission transformations. This transformation can decrease the
overall number of needed permissions, because the permission granularity is modified. Hence, we
assume that it can solve LP violations.

Move a parameter from one action to another moves a parameter from an action’s set of permissions to
another action’s set of permissions. This transformation is a combination of the remove parameter
from an action and add parameter to an action transformations. This transformation can decrease the
overall number of needed permissions, because the permission granularity is modified. Hence, we
assume that it can solve LP violations. Note that this transformation is hard to implement because,
(i) the conditions under which a parameter can be moved are hard to determine due to the lack of
information at architectural level.

Table 2 summarizes the effect of above transformations on least privilege. For each transformation is
told whether applying the transformation affects the number of permissions and solves least privilege. D
means that this transformation can decrease the amount of permissions, I means that it can increase the
amount of permissions, S means that it might solve least privilege violations, N means that it does not
solve least privilege violations, S means that it solves LP problems but is not a good solution, and -S means
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that the number of permissions is not affected, but it can solve LP violations because the transformation
enables better permission assignment. Transformations with a grey background are implementable7 trans-
formations that aid in least privilege support. Hence, they have been detailed in the remainder of this
section.

5.2 Splitting components
Splitting a component is a transformation that splits the component into several isolated units with lowered
permissions assigned to these units.

One of the challenges of this transformation is that it has to be split in a way that preserves the semantics
of the component: semantically related actions must remain adjacent even after splitting. The knowledge
available for splitting is typically limited to the interfaces of the component, the actions described in these
interfaces, and the parameters of these actions. Our approach uses these parameters to approximate related
actions by applying a variant of the shared state approximation strategy on all possible subsets of the
component’s actions: actions that use the same (sub)set of parameters are related. However, in order to
split a component that contains related actions used by violating tasks, we require extra information to be
present in the architectural description: read/write on the action’s parameters (see transformation itself).

Transformation If two tasks are delegated to a component via two actions, and the internal or required
permissions associated with these actions cause a LP violation, then, based upon the shared state between
the tasks, the component can be split as follows (See Figure 9).

1. If the shared state is empty, split the component in two disjunct parts by moving the interfaces/actions
that one task uses to (a) new interfaces in a new component. Update the tasks accordingly.

2. If the shared set is not empty, and if one task reads state that is written by the other task, then create a
new component containing a copy of the actions/interfaces of the writing task. Add a new interface
on the original component to update the shared state. Extend the reading task to include the update
actions provided by the new component.

Furthermore, if at least one indirect permission is causing the violation, then split the component with
the shared state that propagates this indirect permission as described above.

Figure 9: Transformation split component: a component with overlapping read methods and a write method
can be split.

7An implementable transformation is a transformation that can be automated by a tool. Automatization can be achieved if sufficient
architectural documentation is available to document the conditions that indicate when to apply the transformation and to identify the
transformation itself.
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Figure 10: Transformation split component: a component with two write methods should not be split.

Known Problems The rule does not work if two violating tasks write on their shared state (See Figure
10). Indeed, splitting the violating component in a component per task, results in two components with
shared state update methods for both tasks. Hence, these tasks can still influence each other via these
components. Consequently, the indirect permissions of both components will not have been decreased.

Proofs Based on the model of section 3, it is easy to see that the number of permissions will reduce for
one of the following reasons (See Figure 11).

First, partitioning a component will result in subcomponents each having less internal permissions by
definition.

Second, partitioning a component in a way each partition is responsible for less tasks, will result in
partitions requiring less required permissions by definition.

Third, if a component that grants indirect permissions to another component is split, then it is possible
that these indirect permissions are not granted anymore, because the shared state propagating these indirect
permissions does not exist anymore. Hence, the number of indirect permissions of that other component is
lower or equal than the number of indirect permissions before splitting.

5.3 Splitting tasks
Splitting a task is the process of splitting a task in multiple tasks with each less required permissions.

One of the challenges in splitting a task is that it has to be split in a semantically correct way: each new
task should be a logical unit of work that corresponds to a unit of work that a user wants to use the system for
(typically a use case defined at requirements level). In other words, this unit of work should be meaningful
to the end-user and thus have the right granularity. For instance, in a point of sale system a task make
sale is meaningful, while a task save data in a database is not. Making this semantic distinction between
meaningful tasks and meaningless tasks is hard to achieve in an automatic way, is another research domain,
and therefore is not the focus of this report. By consequence, the software architect should determine if a
certain subtask has a meaning at requirements level.

Transformation If a task (i) is executed by multiple users, and (ii) each user uses a different branch of
that task, then split that task in the following way (See Figures 12, 13, and 14):

1. one task is the common part between both users and the branch that user 1 uses.

2. another task is the original task minus the branch that user 1 users.

Known problems Determining which user uses which branch of a task at architectural level is hard,
because the architectural documentation is typically not detailed enough.
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Proof. Assume that the following is given (from model):

tasks(c) = {t|t ∈ T ∧ a ∈ actions(c) ∧ a ∈ actions(t)} (1)
ownactions(c) = {a|t ∈ tasks(c) ∧ a ∈ actions(t) ∧ a ∈ actions(c)} (2)
usedactions(c) = {a|t ∈ tasks(c) ∧ a ∈ actions(t) ∧ a /∈ actions(c) ∧ . . .} (3)

perms(c) = indirectperms(c) ∪ internperms(c) ∪ reqperms(c) (4)
internperm(c) = {o|p ∈ permissions(action) ∧ action ∈ ownactions(c)} (5)

reqperm(c) = {p ∈ permissions(action) ∧ action ∈ usedactions(c)} (6)
sharedTasks(c1, c2) = {t ∈ tasks(c1) ∧ t ∈ tasks(c2)} (7)

reachablecs(c) = {c2|c2 ∈ components(s) ∧ t ∈ sharedTasks(c, c2) ∧ . . .} (8)
indirectperms(c) = {perm|c2 ∈ reachablecs(c) ∧ . . .} (9)

The split component transformation splits the set actions(component before) in 2 disjunct sets:

actions(componentafter1) ⊂ actions(componentbefore) (10)
actions(componentafter2) ⊂ actions(componentbefore) (11)

actions(componentafter1) ∩ actions(componentafter2) = ∅ (12)

We have to proof that:

|perms(componentafter1| < |perms(componentbefore)|) (13)
|perms(componentafter2| < |perms(componentbefore)|) (14)

Proof:

4 ∧ 13⇔ |internperms(componentafter1)| < |internperms(componentbefore)| (15)
∨ |reqperms(componentafter1)| < |reqperms(componentbefore)| (16)
∨ |indirectperms(componentafter1)| < |indirectperms(componentbefore)| (17)

So it is sufficient if we proof 15, 16, or 17. We proof all three.
Now we proof 15.

10 ∧ 1⇒ tasks(componentafter1) ⊂ tasks(componentbefore) (18)
2 ∧ 18⇒ ownactions(componentafter1) ⊂ ownactions(componentbefore) (19)
19 ∧ 5⇒ internperm(componentafter1) ⊂ internperm(componentbefore) (20)

20⇒ 15 (21)

Now we proof 16.

3 ∧ 18⇒ usedactions(componentafter1) ⊂ usedactions(componentbefore) (22)
6 ∧ 22⇒ reqperms(componentafter1) ⊂ reqperms(componentbefore) (23)

23⇒ 16 (24)

Proofs Based on the model of section 3, it is easy to see that the number of required permissions of
the users reduce for the following reason (See Figure 15). Removing a part of a task from a component
(possibly) lowers the internal and required permissions of that component (in case they are not required for
another task). The proof is similar to the one of rewiring tasks.
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Proof. Now we proof 17.

18 ∧ 7⇒ sharedTasks(componentafter1) ⊂ sharedTasks(componentbefore) (25)
25 ∧ 8⇒ reachablecs(componentafter1) ⊂ reachablecs(componentbefore) (26)
9 ∧ 26⇒ indirectperms(componentafter1) ⊂ indirectperms(componentbefore) (27)

27⇒ 17 (28)

Figure 11: This proof proofs that splitting a component lowers the number of permissions.
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Figure 12: Transformation split tasks: structural view before splitting.
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Figure 13: Transformation split tasks: behavioral view before splitting.
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Figure 14: Transformation split tasks: behavioral view after splitting.

5.4 Splitting permissions
Splitting a permission is a transformation that tries to optimize permission-actions assignments by moving
a group of actions of the permission to newly created permissions.

Transformation If task 1 requires a permission p, task 2 requires the same permission p, this permission
is associated with a set of actions, task 1 uses a subset of these actions (subset1), task 2 uses a different
subset (subset2), and both tasks are executed by different users, then split permission p in the following
way:

1. p1 = { subset1 }

2. p2 = subset2 \ subset1

3. p3 = subset1 ∩ subset2

4. p4 = p \ ( subset1
⋃

subset2 )

This is illustrated in Figure 16.

Known Problems This transformation does not work in following situations:

• tasks depending on the same actions. Indeed, in this situation the transformation reduces the number
of permissions, but can not solve the violation because both tasks use the same actions, and thus
require the same permissions. Hence, they still can influence each other.

Proofs Splitting a permission increases the number of permissions assigned to a component, because the
newly created permissions are also assigned to that component. However, splitting a permission might solve
least privilege violations, because more finegrained permissions allow us to assign only the permissions
required for one task. A proof is left as exercise to the reader.
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Proof. The splitting task transformation splits a task in two parts. For simplicity, we assume that both parts
are disjunct.

actions(taskafter1) ⊂ actions(taskbefore) (29)
actions(taskafter2) ⊂ actions(taskbefore) (30)

actions(taskafter1) ∩ actions(taskafter2) = ∅ (31)

We have to proof for every component relying on the task being split that its number of permissions lower.
cbefore means the component before the task was split, while cafter is the same component, but after
splitting the task.

∀c ∈ components(c) ∧ task ∈ tasks(c)||perms(cbefore)| < |perms(cafter)| (32)

The proof is as follows:

4 ∧ 13 ∧ 31⇔ |internperms(componentafter)| < |internperms(componentbefore)| (33)
∨ |reqperms(componentafter)| < |reqperms(componentbefore)| (34)
∨ |indirectperms(componentafter)| < |indirectperms(componentbefore)| (35)

So it is sufficient if we proof 33, 34, or 35.
We proof 33 first.

2 ∧ 29⇒ ownactions(cbefore) ⊂ ownactions(cafter) (36)
36 ∧ 15⇒ internperms(cbefore) ⊂ internperms(cafter) (37)

37⇒ 33 (38)

Next, we proof 34.

3 ∧ 29⇒ usedactions(componentafter) ⊂ usedactions(componentbefore) (39)
6 ∧ 39⇒ reqperms(componentafter1) ⊂ reqperms(componentbefore) (40)

40⇒ 16 (41)

Figure 15: Proof that the splitting tasks transformation lowers the number of permissions.

5.5 Removing unused actions from a component
Removing unused actions from a component is a transformation that removes an action from a components
set of actions. This lowers the number of internal permissions associated with that component if it does
not have other actions with the permission(s) of the removed action. This transformation can solve least
privilege violations, if the components actions requiring internal permissions that cause a violation (i.e.
give the ability to execute other tasks) are removed.

Transformation If an action of a component is not used by a task, then remove that action from that
component.

This is illustrated in Figure 17.

Known Problems This transformation has one main drawback: it might still be possible that removed
actions would have been needed in the future.
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Figure 16: Transformation: splitting permissions.
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Figure 17: Transformation remove unused actions from a component.
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Proofs This transformation lowers the number of internal permissions associated with that component
(See Figure 18). It also solves least privilege violations, because unneeded internal permissions that give
the ability to execute other tasks are taken away from the component.

Proof. Assume that the following is given: The transformation remove actions from a component:

actions(cafter) ⊂ actions(cbefore) (42)

We have to proof that the number of permissions of that component lowers. As seen in the other proofs, it
is sufficient to proof that the number of internal permissions lower.

|internperms(cafter)| < |internperms(cbefore)| (43)

The proof is as follows:

2 ∧ 18⇒ ownactions(cafter) ⊂ ownactions(cbefore) (44)
5 ∧ 44⇒ internperms(cafter) ⊂ internperms(cbefore) (45)

45⇒ 43 (46)

Figure 18: Proof that the removing unused actions from component transformation lowers permissions of
that component.

5.6 Removing tasks from a user
Removing a task from a user or prohibiting a user to execute a certain task is a transformation that removes
(user,task) from the set of user-task assignments. This transformation decreases the number of permissions
a user requires.

One of the challenges of this transformation is that it is hard to prohibit a user from executing tasks
he needs to execute. Indeed, our approach can prohibit a user from executing a task that causes many
violations, but in the end management decides whether a user is prohibited to execute that task.

Transformation If user u executes a task t that causes a significant percentage of the violations (see
Section 6), then

1. Remove (u,t) from the set of user-task assignments.

2. If the number of tasks that this user is able to execute is 0, then remove the user from the set of users.

3. If the task is not executed anymore by a user, then remove the task from the set of tasks.

Proofs Assume that the following is given: The transformation remove task from a user:

usertasks(cafter) ⊂ usertasks(cbefore) (47)

We have to proof that this transformation results in less violations.
An outline of the proof is as follow:

• The number of user task tuples reduces.

• The number of conflicts in the function executabletogether reduces (power set).

• The number of possible violations of the principle reduces as well.
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5.7 Moving actions from a component to another
Moving actions from a component to another moves an action from a components set of actions to another
components set of actions. This transformation is a combination of the remove an action from a component
and add an action to a component transformations. Hence, the number of permissions of the first component
lowers, while the number of permissions of the second component increases. This transformation can solve
LP violations for the same reasons as the split component transformation.

Transformation The transformation is similar to splitting a component.

Proofs This proof is similar to the proof of splitting a component.

5.8 Rewiring the architecture
Rewiring the architecture (= moving action-tuples in tasks) is the process of changing the components being
responsible for certain tasks. It ensures that less privileges have to be attributed to the different components
if the process properly delegates (parts of) existing tasks to other components.

One of the challenges in rewiring a task is that is has to be rewired in a semantically correct way:
the component a task is rewired to should offer the same (or similar) actions than the component the task
is rewired from. The knowledge available for rewiring is typically limited to the actions described in a
component’s interfaces, the parameters of these actions, and the pre- and post conditions associated with
these actions. Our approach uses these to identify similar actions. An action a1 is similar to another action
a2 iff a1 and a2 have the same signature and a1.pre ⊆ a2.pre and a1.post→ a2.post. Note that a1 similar
to a2 does not imply a2 similar to a1.

similar(a1,a2) ↔ samesignature(a1,a2) and a1.pre ⊆ a2.pre and a1.post → a2.post
samesignature(a1,a2) ↔ params(a1) ⊆ params(a2) and params(a2) ⊆ params(a1)

Transformation If two tasks are delegated to a component via two actions, the internal or required
permissions associated with these actions cause a LP violation, and one of these actions (or a similar one)
is offered by another component, rewire that task to another component in the following way (See Figure
19):

1. Modify the task to use the action of that other component instead.

2. Change the dependencies accordingly.

Let’s illustrate this by a small example (See Figure 19). Suppose that three components are responsible
for two tasks: t1 and t2. The first task accesses method m3 of the third component via method m1 from the
first component and m2 from the second component. The second task does the same, but via method m4,
m5, and m6. Because the pre and post conditions of m2 are the same, one can change the task t1 to make
use of component 3 directly instead of passing through component 2. This results in component 1 and 2
having less permissions.

Page 25 of 74



5.8 Rewiring the architecture 5 RESOLVING LP VIOLATIONS

C
om

po
ne
nt
1

C
om

po
ne
nt
2

C
om

po
ne
nt
3

T1
: m

1 
[p

er
m

1]
T1

: m
2 

[p
er

m
2]

T1
: m

3 
[p

er
m

3]

re
qu

ire
dp

er
m

s 
= 

{p
er

m
2,

pe
rm

3,
pe

rm
5,

pe
rm

6}
in

te
rn

al
pe

rm
s 

= 
{p

er
m

1,
 p

er
m

4}

T2
: m

4 
[p

er
m

4]
T2

: m
5 

[p
er

m
5]

T2
: m

6 
[p

er
m

6]

re
qu

ire
dp

er
m

s 
= 

{p
er

m
3,

pe
rm

6}
in

te
rn

al
pe

rm
s 

= 
{p

er
m

2,
 p

er
m

5}
in

te
rn

al
pe

rm
s 

= 
{p

er
m

3,
 p

er
m

6}

C
om

po
ne
nt
1

C
om

po
ne
nt
2

C
om

po
ne
nt
3

T1
: m

1 
[p

er
m

1]

T1
: m

3 
[p

er
m

3]
re

qu
ire

dp
er

m
s 

= 
{p

er
m

3,
pe

rm
5,

pe
rm

6}
in

te
rn

al
pe

rm
s 

= 
{p

er
m

1,
 p

er
m

4}

T2
: m

4 
[p

er
m

4]
T2

: m
5 

[p
er

m
5]

T2
: m

6 
[p

er
m

6]

re
qu

ire
dp

er
m

s 
= 

{p
er

m
6}

in
te

rn
al

pe
rm

s 
= 

{p
er

m
2,

 p
er

m
5}

in
te

rn
al

pe
rm

s 
= 

{p
er

m
3,

 p
er

m
6}

Rewire 
Architecture

Fi
gu

re
19

:T
ra

ns
fo

rm
at

io
n

re
w

ir
in

g:
a

sm
al

lc
as

e
th

at
ill

us
tr

at
es

th
at

re
w

ir
in

g
lo

w
er

s
th

e
ov

er
al

lr
eq

ui
re

d
pr

iv
ile

ge
s.

Page 26 of 74



5.9 Moving tasks from one user to another 5 RESOLVING LP VIOLATIONS

Proofs Based on the model of section 3, it is easy to see that the number of permissions can reduce
for the following reason. Removing a task from a component (possibly) lowers the internal and required
permissions of that component (in case they are not required for another task). Adding a task to another
component only increases the permissions if that component does not already have these permissions.
Hence, rewiring might reduce the number of overall permissions. An outline of the proof is given in Figure
20. The details of the proof are left as an exercise to the reader.

Proof. Assume that the following is given:

task = {(a1, a2), . . . , (ap, ap+1)} (48)
actions(task) = {a|a ∈ actions(s) ∧ x ∈ actions(s) ∧ ((x, a) ∈ task ∨ (x, a) ∈ task} (49)

The rewiring transformation replaces a part from a task with other actions. We assume that the rewiring
consists of 2 steps. A first step removes a part of the task, while a second step adds a part to the task.

actions(taskafter1) ⊂ actions(taskbefore) (50)
actions(taskafter1) ⊂ actions(taskafter2) (51)

We have to proof that there exists components relying on the task being rewired whose number of permis-
sions lower. cbefore means the component before the task was rewired, while cafter is the same component,
but after the first step of rewiring.

∀c ∈ components(c) ∧ task ∈ tasks(c)||perms(cbefore)| < |perms(cafter)| (52)

The proof is as follows:

4 ∧ 50⇔ |internperms(componentafter)| < |internperms(componentbefore)| (53)
∨ |reqperms(componentafter)| < |reqperms(componentbefore)| (54)
∨ |indirectperms(componentafter)| < |indirectperms(componentbefore)| (55)

So it is sufficient if we proof 53, 54, or 55.
We proof 53 first.

2 ∧ 50⇒ ownactions(cbefore) ⊂ ownactions(cafter) (56)
56 ∧ 15⇒ internperms(cbefore) ⊂ internperms(cafter) (57)

57⇒ 53 (58)

Next, we proof 54.

3 ∧ 50⇒ usedactions(componentafter) ⊂ usedactions(componentbefore) (59)
6 ∧ 59⇒ reqperms(componentafter1) ⊂ reqperms(componentbefore) (60)

60⇒ 54 (61)

Indirect permissions also lower, because they are based on required and internal permissions.
We also have to proof that the permissions do stay the same if actions whose permissions are already
required are added to the task. This is left as an exercise to the reader.

Figure 20: Proof that rewiring lowers the number of permissions.

5.9 Moving tasks from one user to another
Moving tasks from one user to another moves a task from a user sets of tasks to another users set of tasks.
This transformation is a combination of the remove a task from a user and add a task to a user transforma-

Page 27 of 74



5.10 Moving actions from one permission to another 6 MEASURING LP VIOLATIONS

tions. Hence, the number of permissions of the first user decreases, while the number of the permissions of
the second user increases. This transformation can solve LP violations, because its subtransformation add
a task to a user can solve LP violations.

Transformation If a user is allowed to execute a significant part of the tasks causing a violation, then:

1. Identify a user who can execute the task without causing a conflict. If such user does not exist, create
a new one.

2. Move the task to the this user.

Proofs The proof is similar to the proof of remove a task from a user.

5.10 Moving actions from one permission to another
Moving actions from one permission to another moves an action from a permissions set of actions to another
permissionss set of actions. This transformation is a combination of the remove action from permission
and add action to permission transformations. This transformation can decrease the overall number of
needed permissions, because the permission granularity is modified. Hence, we assume that it can solve
LP violations.

Transformation If two actions used by different tasks used by different users have the same permission,
then:

1. Identify a permission of an action used by a first task. If such a permission does not exist, create a
new one.

2. Move the action used by the first task to this permission.

5.11 Dealing with multiple solutions
The attentive reader might have noticed that the above strategies can lead to multiple solutions, mainly
because a set of actions can be partitioned in multiple ways. Therefore, a strategy is needed that searches
the best possible solution.

A naive strategy first creates a tree of all possible solutions by applying all possible transformations on
all possible violations in every possible order (See Figure 21). Next, this strategy calculates the best solu-
tion based on several architectural metrics such as size, complexity, and number of violating components.
Obviously, this strategy finds the correct result, but requires a lot of memory and CPU-time.

Another strategy selects the best solution on the fly by ranking the identified violations based on several
metrics. For instance, solve the violation whose solution does not significantly change other architectural
qualities such as size or complexity first (See also Section 7). Obviously, this strategy requires less memory
and is faster than the first one, but we are not sure that the result is the best one. Indeed, it can be a local
optimum in the complete search tree.

For now, we opted for the second strategy. In the future, we should create an algorithm that allows the
architect to trade-off between best and space or time.

6 Measuring LP Violations
This section sketches metrics that facilitate insight into least privilege at architectural level. These metrics
can be used to answer questions such as:

• How many tasks cause least privilege violations?

• How many components violate least privilege?
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A1

A1.1 A1.2 A1.k...

A1.1.1 A1.1.2 A1.1.k...

...

A1.2....1 A1.2....2 A1.2....k...

transf1 viol1 transfz violy

transf1 viol1

transf1 viol2

transf1 viol2 transfz violy

Original Architecture

Transformations do not solve violations anymore

1.1. Apply transform
ation

1.2. Calculate violations of resulting 
architecture

2. Identify 
Best 

Solution

A1.1.k

A1

1. Create 
solution 

tree

Figure 21: Multiple solutions: a naive strategy creates a tree of all possible solutions. Nodes are architec-
tures. Edges are transformations.
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• Is one task responsible for the majority of the least privilege violations or is the problem scattered
throughout?

• Is one component responsible for the violation or is it scattered throughout the whole software archi-
tecture?

• Which version of a system’s software architecture supports least privilege the most?

For each metric, we describe its (i) goal, (ii) in what situations it can be used, and (iii) the metric itself.

Number of violating components The goal of the metric Number of violating components is to have an
idea how many components of a system are violating least privilege. This metric can be used for comparing
two iterations of the same system, but can not be used for two totally different systems. Indeed, it is hard
to tell whether a 2-component system with 1 violating component supports least privilege better than a
20-component system with 2 violating components.

numberofviolatingcomponents(system) = |violatingcomponents(system)|
violatingcomponents(system) = { c | not(adherestolp(c)) and c ∈ components(system) }

Number of violating components per all components The metric Number of violating components per
all components eliminates the shortcoming of the number of violating components metric by normalization.
Hence, it can be used to compare systems with a different amount of components.

numberofviolatingcomponentsperall(system) =
numberofviolatingcomponents(system)/|components(system)|

Number of violating tasks The goal of the metric Number of violating tasks is to have an idea how
many tasks are causing least privilege violations. This metric can be used for comparing two iterations of
the same system, but can not be used for two totally different systems. Indeed, it is hard to tell whether a
system supporting 2 tasks, 1 of which causing a violation, supports least privilege better than a a system
supporting 20 tasks, 2 of which causing a violation.

numberofviolatingtasks(system) = |violatingtasks(system)|
violatingtasks(system) = { t | t ∈ violatingtasks(component) and
component in components(system) }

violatingtasks(component) = { t | t,x ∈ tasks(component) and
t,x ∈ executabletasks(component)
and (not(executabletogether(t,x)) or not(executabletogether(x,t))) }

Assumption: a tasks only causes a violation if it is not executable together with another task.

Number of violating tasks per all tasks The metric Number of violating tasks per all tasks eliminates
the shortcoming of the number of violating tasks metric by normalization. Hence, it can be used to compare
systems supporting a different amount of tasks.

numberofviolatingtasksper100(system) = numberofviolatingtasks(system)/|tasks(system)|

6.1 False positives?
The reader might have noticed that these metrics do not take into account our certainty of a potential
violation being a real one (See footnote in Section 1). Hence, these metrics also count potential violations
that turn out not to be real ones. This might lead to a significant number of false positives.

We assume that required permissions and internal permissions won’t lead to a significant number of
false positives, while indirect permissions do. Indeed, implemented components will most likely have the
required and internal permissions for executing the tasks they are responsible for. However, a component’s
indirect permissions are a worst-case assignment of what might go wrong with its estimated shared state.
So, we could say that the certainty of a potential indirect permission based violation being a real one is
lower than the certainty of a potential required or internal permissions based violation being a real one.

In order to reduce this number of false positives, one can split the different types of permissions and
work with weighted violation detection.
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7 Applying the results on several case studies
This section presents the validation results of the presented approach. In particular, the goal was to assess
whether the LP properties of the software architecture improved, while other software architecture qual-
ities such as size, complexity, or security properties did not deteriorate. The evaluation was based on an
implementation of the identifying and solving techniques described earlier.

In the rest of the section, one particular case study is first elaborated upon in order to appreciate the
type of problems and solutions that can be addressed in practice. Afterwards, a summary of the results of
applying the approach to several case studies will be discussed from a broader perspective.

7.1 Detailed validation results
The case study used in this section involves a subset of the requirements and architecture of a digital
publishing system. The complete description is available in [33]. The system automates the cross-media
publishing workflow of a corporate publishing company. Its main features are input management, user
management, and content management and distribution.

A wide range of different actors make use of this system, among which the advertiser, the journalist, and
the manager. The advertiser is the main income source of the company because he buys commercial space
or time. The journalist forms the bridge between consumers and producers by using the publishing system
to distribute finished content. The manager manages the publishing company by creating a publishing
strategy and assigning tasks to journalists.

Obviously, the execution of each of these tasks is restricted to certain actors. For instance, a journalist
is not allowed to create a corporate strategy, because that requires too much responsibility.

In the architecture, components responsible for these features are the following. An Media Advertising
System (MAS) is used by Advertisers to submit produced commercials to be stored in the Content Manage-
ment System. The Content Management System (CMS) is responsible for storing and retrieving content
items, and a Journalist News Desk is responsible for making content ready to be published. The Planning
System (PS) is used by both Journalists and Managers to manage their planning and assign tasks.

We discuss some of the problems that have been identified in the Planning System. A first problem is
that the Planning System is responsible for the plan corporate strategy and plan edition strategy tasks. The
former is executed by a manager, while the latter is executed by a journalist. Having permissions for both
tasks was explicitly forbidden by the company policy (as illustrated in Figure 59).

Legend
T1: Create corporate planning
T2: Create edition planning

Journalist

Manager

Journalist Desk

Management Desk

Planning System

T1: m1 [perm3]

T1: m3 [perm1]

T2: m2 [perm4]
T2: m4 [perm2]

Problem

Internal: perm1, perm2

Internal: perm4
Required: perm2

Internal: perm3
Required: perm1

Required: perm2, perm4

Required: perm1, perm3

m1: Create corporate planning
m2: Create edition planning
m3: Create corporate planning
m4: Create edition planning

Figure 22: A violation caused by too many internal permissions.

A second problem is that the advertiser is able to obtain enough permissions to modify the advertise-
ment workflow (part of planning tasks) (See Figure 23). The design problem is that planning system is
responsible for both notification and edition planning tasks.
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Figure 23: A violation caused by too many indirect permissions.
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A solution to these problems can be found by applying the transformation described in Section 5. The
first problem can be solved by splitting the component in two parts. The first part contains actions related to
corporate strategy, while the second part contains actions related to edition planning. The second problem
can be solved by decoupling notification from creation. As such, the risk of LP violations in the final
software architecture will be greatly reduced.

7.2 Broader validation results
In this section, the quality of the presented approach is assessed quantitatively. For this purpose, the impact
of our algorithms on size, complexity, and security was measured. Size and complexity were selected
because our solution strategy impacts these explicitly: it creates new components, introduces additional
dependencies, and so forth. Size was measured by the number of components, the number of interfaces
per component, and the number of actions per interface, while complexity was measured by CBMC [34],
connector complexity [62], and McCabe [38] for architecture. Security was selected because our strategy
should improve the LP security properties of a software architecture, but not invalidate or deteriorate other
security properties such as the size of the attack surface. LP was measured by the number of violating
components, and the number of tasks causing the violation, while the attack surface was measured by a
(simplified version of a) metric defined by Manadhata [36].8 Table 3 presents the results of the application
of the approach on the three architectures from three different domains: a modified version of the small chat
application example delivered with ArchStudio[18] (case1), a conference management system [45] (case2),
and (a subset of) the publishing system [33] (ps sub and ps full). Details are available in Appendices A, B,
and C.

Size Complexity Security
Metric #comp #inf #acts #tasks Mccb. #viol comps # viol tasks attack
Case /#comp /#inf (indirect) (indirect) surface
case 1 before 3 1.67 1.2 2 3 1 (0) 2 (0)
case 1 after 4 1.5 1 2 4 0 (0) 0 (0) same
case 2 before 7 1.0 2.9 11 4 6 (5) 11 (8)
case 2 after 9 1.1 2.1 11 6 8 (6) 11 (8) larger
ps sub before 13 2.38 2.65 8 6 4 (0) 6 (0)
ps sub after 20 2.6 1.58 8 7 0 (0) 0 (0) same
ps full before 13 2.38 2.64 22 8 13 (12) 22 (16)
ps full after 13 2.38 2.64 22 8 13 (12) 22 (16) same

Table 3: Measurements of the cases in the three domains and three variants of the publishing case.

The first analysis examined whether system size (#comp) worsened after the application of our ap-
proach. In general, this was indeed the case. While the smaller case studies growed in size with 1 or 2
components, the publishing case almost doubled in size. Indeed, large systems might require more con-
flicting permissions to solve, because (i) their components have more actions, and (ii) they support more
tasks. The increase for small systems is still acceptable, while the increase for the large system is not. Note,
however, that this number can be reduced by lowering the number of false positives in the violation set or
by improving the architectural transformations.

The second analysis examined whether component size (#inf/#comp and #acts/#inf) worsened after the
application of our approach, which was not the case. Indeed, if a component is split, the number of actions
per interface decreases as a subset of these are moved to another component.

The third analysis examined whether complexity (Mccb.) increased. In general, this was the case. A
possible explanation for this is that dependencies, one of the main parameters of complexity, between the
old set of components and the newly created components are introduced. This increase in complexity is
considered acceptable.

8The original metric requires pre- and postconditions associated with the actions, which our case studies do not provide. Further-
more, two of the metric’s parameters, trusted data items and direct and indirect entry points, are estimated by making use of the tasks
(data flow).
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The fourth analysis examined whether LP improved (in terms of the number of violating components
(# viol comps), and tasks causing a violation (#viol tasks) after the application of our approach. In general,
LP did improve. However, in two cases (case2 and ps full) an improvement was not noticed at all. This
might be caused by the inability of the transformation to identify a set of subcomponents that each contain
a different violating action. These numbers are remarkably high, which might indicate, among others, that
the approximation of indirect permissions produces a significant number of false positives.

The fifth analysis examined how the attack surface was impacted. In general, this was not the case,
which is plausible since two of the main parameters of attack surface, indirect entry points and untrusted
data items, are not influenced by the splitting transformation. However, in case 2 the attack surface in-
creased, because it increases the number of indirect entry points by creating shared state update methods
based on existing indirect entry points, which count as indirect entry points as well.

In conclusion, we could say that our detection algorithm detects least privilege violations, but has a
high rate of false positives. Our splitting transformation works if the components that have to be split, are
divisible in subcomponents, which mainly depends on the size of the shared state.

8 Discussion
A number of observations driven by the results of our experiments are worth further discussion. The
identified approach and transformations have at least the following limitations.

The identified transformations do not always work well: sometimes it is not possible to split the compo-
nent in subcomponents, because two violating tasks both use an action or a group of actions update shared
state. Hence these actions can not be be part of two components. Possible solutions to this problem are (i)
using smarter ways for creating subcomponents (e.g., another shared state identification algorithm), and (ii)
creating new transformations that are not based on splitting architectural elements to solve LP violations,
like splitting tasks.

On the other hand, one should also carefully ponder the options that influence the result of the identifi-
cation and solving algorithm, since naively applying it might lead to extreme architectures or might cause
unwanted side affects. An extreme architecture is for instance an architecture in which every component
has been split (possibly several times). It is clear that such architectures are not useful in practice. Note
also that sometimes a component should not be split when many tasks passes through these components on
purpose. Some security-specific components (like the Audit Interceptor [3]) exhibit this type of behavior.

Some current assumptions considerably limited the practical applicability of the approach. First, a
process typically consists of multiple components, while we assume that it only consists of one. This
assumption can be dropped if other architectural views such as the process or runtime view in incorporated
in our model. Second, not all security relevant use cases are typically available, while we assume they
are. Furthermore, there are also two current limitations in the current implementation tool: (i) no support
for UML (useful for reading architectural diagrams), and (ii) no meaningful names for newly created
components and interfaces.

An interesting added value of the approach is the ability to reason about separation of duty policies
at architectural level. Indeed, separation of duty (SoD) deals with splitting and distributing tasks that,
when combined, can cause a lot of damage. SoD can be seemlessly integrated in the approach as specific
constraints that are imposed on particular tasks. As such, one can easily reason about SoD conflicts at
architectural level.

9 Related Work
This work is strongly related to three research domains: security engineering, software refactoring, and
model checking. The remainder of this section surveys and relates work in each of these domains to our
work.

Security engineering is about building systems to remain dependable in the face of malice, error, or
mischance. As a discipline, it focuses on the tools, processes, and methods needed to design, implement,
and test complete systems, and to adapt existing systems as their environment evolves [4]. In other words,
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this domain tries to build dependable systems by using a plethora of techniques. Hence, there is a lot of
related work in this area. Therefore, we limit our discussion to the context of secure engineering pro-
cesses, and further focus on methods related to least privilege: (i) program separation, and (ii) execution
monitoring.

Secure development processes such as SDL [26], Touchpoints [39], and CLASP [48] combine and glue
various current practices such as threat modeling, risk management, or secure coding into an integrated
and more comprehensive construction method. The relation with our approach is threefold. First, the
meaning of one of the design principles mentioned in those processes, namely least privilege, is made
explicit [10]. Hence, (in)experienced designers using our interpretation of the principle may apply (part
of) these processes more correctly. Second, the meaning is extended to the other lifecycle phases of these
processes, such as architectural design. Third, the use of our tool reduces the cost of applying these secure
development processes, because less time has to be spent on (design) activities.

Program separation, a technique to separate a program in multiple processes with clean interfaces, has
been successfully applied in several end-user programs such as Vsftp [12], qmail [7], and postfix [59] to
support LP. The approach presented in this report actually provides a systematic and automated means for
program separation at architectural level. Another more general approach is privilege separation [9][32],
a technique that partitions the implementation of an existing program into two processes: a privileged
program called the monitor and an unprivileged program called the slave. Our approach can be considered
an extension of privilege separation, because it optimizes the number of privileged processes for LP.

Execution monitoring is another technique that limits the privileges a program is allowed to have. These
techniques block system calls and/or access file and network resources based on policies. Examples are
Systrace [51], Mapbox [1], BlueBox [11], Consh [2], Janus [60], Jain and Sekar’s system call interposition
[30], Peterson’s general purpose API [50] and Walker’s domain type enforcement [61]. The main drawback
of these mechanisms that it is hard to specify policies in terms of application-specific resources and func-
tions, because these resources and actions don’t always map on files and system calls (application-level
versus system level-view). Schneider confirms this by arguing that these systems can only enforce LP in a
meaningful way if they use application-dependent security policies that depend on the application’s state
along with the semantics of that applications abstractions [55]. Another drawback is that one component,
the sandbox, is assigned a lot of privileges.

Software refactoring is the process of improving the internal structure of a software system without
disrupting its external behavior [20]. This improvement of the internal structure can be based on a specific
quality goal, such as modifiability or security. Security can be for instance the support for least privilege.
A lot of work has been published in this area. Therefore, we limit this discussion to refactoring of and
transformations on architectural artifacts.

Several papers have surveyed software refactoring [44, 21, 41, 42, 17]. Mens’ proposed approach for
refactoring consists of the following steps: (i) identify where the software should be refactored, (ii) deter-
mine which refactorings should be applied, for instance refactoring bad smells such as code duplication to
improve maintainability [20], (iii) guarantee that the applied refactorings preserve its behavior, for instance
by using pre and post conditions to ensure that the input and output values are the same after the refactoring
[47], (iv) apply the refactorings, (v) assess the effect of the refactoring on quality characteristics of the soft-
ware (e.g., complexity, understandability, maintainability) or the process (e.g., productivity, cost, effort)
using metrics, statistics, and controlled experiments, and (vi) maintain the consistency between the refac-
tored software elements and other software artifacts. Czarnecki’s taxonomy [17] organizes transformations
according to eight areas of variation. It differs from Mens by more detailing apply refactorings and adding
tracing, and rule composition. Apply refactorings consists of a rule (transformation) application strategy
that determines the order in which the rule gets applied: there may be more than one match for a rule
within a given source scope; and a rule scheduling strategy that determines the order in which individual
rules are applied. These transformations are expressed in several formalisms, among which: graph trans-
formations [23], XSLT [14], transformation framework that is defined in the Common Warehouse Model
[46], text-based tools like awk and perl, Gen-Gen, Mercury [21], and F-logic [21].

Our proposed approach refactores a software architecture for least privilege. Hence, we can relate to the
general refactoring steps as follows. The identification of where software should be refactored corresponds
to identifying the least privilege problems. Determining the rules to apply corresponds to our rule selection
algorithm. Guaranteeing behavior preservation is implicitly part of our rules. Applying refactorings is
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equal to applying the rules. Assessing the effect of the refactorings on quality characteristics is something
we plan to do in the future. Maintaining the consistency with other artifacts is out of scope for this report.
In the future, we should use an existing formalism for expressing our transformations.

Model checking is a collection of techniques for the automatic analysis of systems interacting with their
environment [15]. Such techniques are typically automatic, model-based, and property-verification ap-
proaches. Our approach is a model checking technique as it uses a predicate logic model for automatically
verifying the property of least privilege. A lot of work has been published in this area as well. Therefore,
we focus on (i) a general overview of modelling formalisms, and (ii) formalisms used for verifying least
privilege.

Modeling formalisms are typically based on a formal logic language [43]. Predicate logic can be used
for micro-models that do not use the concept time [28], while lineair and branching-time temporal logic
can be used for more complex models taking time into account.

Examples of predicate logic based languages include (but are not limited to) Alloy, Z, and UML with
OCL constraints. Alloy [29] is a formal specification language based on first-order predicate logic. It finds
models which form counter examples to assertions made by the user. This language is supported by the tool
Alloy Analyzer that allows the user to generate instances of invariants, animate the execution of operations,
and check user-specified properties. Z [57] is a formal specification language used for describing and
modeling computing systems. It is based on first-order predicate logic and lambda calculus. The language
is supported by the tools ZLive and ProZ. An UML model that is annotated with properties expressed in
OCL constraints can be used to verify these properties [53]. Aydal and his collegues [5] compare tools for
the above formalisms by modeling and validating the same toy example in all languages (and tools).

Examples of tools supporting linear-time or branching-time temporal logic based languages include
Spin and NuSMV. Spin [25] is a generic verification system that supports the design and verification of
asynchronous process systems. Its models are focussed on process interactions. NuSMV [13] supports the
SMV language, finds counterexamples, supports fair model checking, and computes quantitative charac-
teristics of the model.

Formalisms that can be used to verify least privilege include UMLSec. In his PhD thesis [31], Jürjens
explains how one can use his UMLSec approach to enforce LP by formulating LP requirements and verify-
ing UMLsec specifications (including policy specifications) with respect to these requirements. The major
difference with this approach is that is functions independently from the access policy. Thuong Doan’s
UML model checking approach is similar [19]. Rubacon [24] is a tool that checks UML models and their
configuration data for adherence to security policies. The tool allows to express security rules that the per-
missions need to satisfy in a formal way. An example of such a security rule can be separation of duty. In
essence, the tool investigates chains of information flow, such as determining user permissions from user
names or roles. Rubacon and our work share a similar idea: identify possible (sub)tasks (transactions) that
can be executed by granted permissions. However, the authors focus more on the end user having too much
permissions, while we focus on architectural components having too much permissions. In addition, we
propose rules for restructuring the architecture in order to be able to enforce least privilege (and separation
of duty), while their tool only detects violations. On the other hand, their tool allows to verify more rules
than our least privilege rule, by taking into account configuration data.

10 Conclusion
This report proposes a technique that improves the identification and resolution of LP violations in software
architectures. To this aim, the concept of architecture-level LP has been modelled formally. This model
was used to create an algorithm that indicates when an architecture violates LP. Subsequently, architectural
transformations that solve a subset of these violations was proposed. The approach has been validated
by means of several case studies which indicate that, overall, properties such as the number of violations
and the average component size improve, while other software properties such as system size, system
complexity, and attack surface are negatively affected.

While this work is a first milestone in this context, many opportunities and issues remain. The focus
of (near term) future work will be threefold. First, the false positive rate should be further reduced such
that the outcome of the violation identification algorithm is more usable. A first idea in that direction is to
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split the different types of permissions and work with weighted violation detection. Second, other archi-
tectural views (e.g., process view) can be included in order to make the technique more applicable. Finally,
architectural refactorings that preserve the architectural semantics, possibly aided by special-purpose archi-
tectural annotations, can be significantly improved. In that context, the alternatives described in the report
will be further studied, implemented and tested thoroughly.

Page 37 of 74



A CASE STUDY: ARCHSTUDIO CHAT SYSTEM

Subject Task
home user send message to home user
home user receive message from home user
business user send message to business user
business user receive message from business user

Table 4: A chatting policy stating that home users are not allowed to view business users’ messages.

A Case study: Archstudio Chat System
This Section applies the presented identification and solving algorithms on a modified version of the small
chat application example delivered with ArchStudio[18]. This application illustrates a limitation of our
model and proposes ideas for illuminating it. The restriction is that the identification algorithm does not
work if it can not distinguish security relevant tasks.

This case study is structured as follows. First, Section A.1 introduces the application domain. Next,
Section A.2 gives an overview of the software architecture, and the most important sequence diagrams. Fi-
nally, Section A.3 briefly presents and interprets the results of our experiments and Section A.4 concludes.

A.1 Introduction
A synchronous conferencing system is a chat system that automates real-time textual one-to-one and group-
based communication. Such a communication tool is useful for a wide range of different users. The End
User utilizes the system to informally chat with other end users, while the Business User uses the system to
discuss a wide range of possibly sensitive topics in group. Due to this sensitive nature, home users should
not be able to read these discussions (See policy in Table 4).

A.2 Software Architecture
ArchStudio’s chat application consists of three components: a chat server and two chat clients. Each chat
client is an instance of the same chat client component. The chat client is used by a user to communicate
with other clients via the chat-server. The client contacts the chat-interface of the server to send messages to
other clients. This server forwards this message to the addressees by contacting their chatevents-interface.
This is illustrated in Figures 24, and 25.

We modified the example to make it more interesting in the following way (See Figure 26). Suppose we
have 2 groups of 2 clients each. The first group is a group of home users, while the second group is a group
of business users. Each group uses the chatserver to communicate with other members of its group. The
constraint we imposed do not allow home users to read business users’ communication. In other words, the
Chat Server component has too many permissions if it is responsible for both business and home users.

A.3 Experiments
This Section briefly presents the application of our identification and solving algorithms on two versions of
the given software architecture. In the first version, we assigned internal permissions in a naive way, while
in the second version we assigned these in a more clever way.

A.3.1 A first version

Formally modeling the component and connector diagram (See Figure 26) is rather straightforward. There-
fore, we focus on the non-trivial elements of the model, namely internal permissions and the least privilege
policy. Each action defined in Figure 25 is associated with precisely one internal permission. For instance,
send message is associated with permission perm1. The least privilege policy contains the send message
task that each user is allowed to execute (see policy in Table 5).
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Figure 24: The component and connector diagram of the example chat application.

End User ChatClient

send message [perm1]

ChatServer ChatClient End User

message sent [perm2]
message sent 2 [perm3]

read message [perm4]

Figure 25: The sequence diagram of the send message use case.

Figure 26: The component and connector diagram of our extension of the example chat application.
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Subject Task
Home User Send Message
Business User Send Message

Table 5: Policy stating what tasks each user is allowed to execute.

Chat Client

Chat Server

Home User 1 Home User 2 Business User 1 Business User 2

Problem: no distinction 
between home users and 
business users tasks and 

messages

T1.1 send message [perm1]

T1.2 message sent [perm2]

T1.3 message sent 2 [perm3]

t1.4 read message [perm4]

T1.1 send message [perm1]

t1.4 read message [perm4]

required: perm1, perm2, perm3, perm4
internal: perm4

required: perm3, perm4
internal: perm2

required: perm1, perm2, perm3, perm4
internal: perm4

required: perm1, perm2, perm3, perm4
internal: perm4

required: perm1, perm2, perm3, perm4
internal: perm4

required: perm2, perm3, perm4
internal: perm1

Figure 27: The identification algorithm fails to identify a violation because it can not distinguish between
the business and home user tasks.

The identification algorithm determines the required and indirect permissions based on the internal
permissions. The required permissions for the Send Message task are the following: perm1, perm2, perm3,
and perm4. There are no indirect permissions, because there is no shared state.

The identification algorithm should indicate that the Chat Server-component has to many permissions,
because it is responsible for home user as well as business user tasks. However, the algorithm fails to do
so, because the model is not accurate enough (See Table 6 and Figure 27). Indeed, two tasks causing the
violation are represented as one task. The following section will try to solve this shortcoming.

A.3.2 A second version

This version suggests three modeling choices for solving the violation identification failure, namely (i)
renaming the client components to business client components and home client components, (ii) making
use of the deployment and/or process view, and (iii) analyzing data by forward reasoning.

Renaming the client components to business client components and home client components allows
enforcement of the policy because a distinction between the send message-task that transfers business
messages and the one that transfers home messages can be made.

Using the deployment view and/or the process view allows us to enforce the policy because we can
make a distinction between business processes and home user processes, and thus also between a send
message task that sends business user’s messages and one that sends home user’s messages.

Manually annotating data that is considered to be privileged, also allows us to enforce the policy.
For now, we focus on the first option, because the second option requires extending our model with a

process view, while the third option is considered a quick hack. Application of the first option is illustrated
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Home Chat Client

Chat Server

Home User 1 Home User 2 Business User 1 Business User 2

Business Chat Client

T1.1 send message to home user [perm1] T2.1 send message to business user [perm5]

T1.2 messageSent
home [perm2]

T1.3 messageSent to 
home user [perm3]

T1.4 read message [perm4] T2.4 read message [perm8]

T2.2 messageSent 
business [perm6]

T2.3 messageSent to 
business user [perm7]

Figure 28: This Figure illustrates how the architecture would look like if we modify the formal representa-
tion of it.

in Figure 28.
The least privilege policy contains the send message task that each user is allowed to execute and is as

follows.

Subject Task
Home User Send message to home user
Business User Send message to business user

The identification algorithm identified the least privilege problems by using the formal model, and the
list of user-task assignments (See Table 6). In short, there was 1 violating component, namely the Server
Component.

This identification was done in two steps. First, required and indirect permissions based on the internal
permissions were determined. The required permissions for the Send message to home user task are the
following: perm1, perm2, perm3, and perm4. The required permissions for the Send message to business
user task are the following: perm5, perm6, perm7, and perm8. There are no indirect permissions, because
there is no shared state. Second, these permissions were used to determine that the server component is
responsible for business users and home users. This is illustrated in Figure 29.

The solving algorithm identifies a solution by applying the rules on the least privilege violations. In
this case, there is only one solution. The Chat Server is split in a business chat server and a home chat
server, which is illustrated in Figure 30.

Size Complexity Security
Metric #comp #inf #acts #tasks Mccb. #viol comps # viol tasks attack
Case /#comp /#inf (indirect) (indirect) surface
version 1 before 2 1.5 1.0 1 2 0 (0) 0 (0) same
version 1 after 2 1.5 1.0 1 2 0 (0) 0 (0) same
version 2 before 3 1.67 1.2 2 3 1 (0) 2 (0) same
version 2 after 4 1.5 1.0 2 4 0 (0) 0 (0) same

Table 6: Measurements of the two versions of the chat system case. User components are not included.

Page 41 of 74



A.3 Experiments A CASE STUDY: ARCHSTUDIO CHAT SYSTEM

Home Chat Client

Chat Server

Home User 1 Home User 2 Business User 1 Business User 2

Business Chat Client

Problem

T1.1 send message to home user [perm1] T2.1 send message to business user [perm5]

T1.2 messageSent
home [perm2]

T1.3 messageSent to 
home user [perm3]

T1.4 read message [perm4] T2.4 read message [perm8]

T2.2 messageSent 
business [perm6]

T2.3 messageSent to 
business user [perm7]

required: perm1, perm2, perm3, perm4
internal: perm4

required: perm1, perm2, perm3, perm4
internal: perm4

required: perm5, perm6, perm7, perm8
internal: perm8

required: perm2, perm3, perm4
internal: perm1

required: perm6, perm7, perm8
internal: perm5

required: perm3, perm4, perm7, perm8
internal: perm2, perm6

Figure 29: The Chat Server has too many permissions and thus privileges.

Home Chat Client

Home Chat 
Server

Home User 1 Home User 2 Business User 1 Business User 2

Business Chat Client

T1.1 send message to home user [perm1] T2.1 send message to business user [perm5]

T1.2 messageSent
home [perm2]

T1.3 messageSent to 
home user [perm3]

T1.4 read message [perm4] T2.4 read message [perm8]

T2.2 messageSent 
business [perm6]

T2.3 messageSent to 
business user [perm7]

Business 
Chat Server

Figure 30: A possible solution: the Chat Server has been split.
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A.4 Conclusion
A modified version of the small chat application example delivered with ArchStudio[18] illustrates a limita-
tion of our model and proposes ideas for overcoming these limitations. The restriction is that identification
algorithm does not work if it can not distinguish security relevant tasks. This was solved by renaming those
tasks and corresponding permissions.
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Review Process Setup Submission Selection Announcement
Setup CFP
Invitation
Abstract Submission
Bidding
Full paper submission
Assignment
Reviewing
Revision
Notification
Camera Ready

Table 7: The review process as presented in the confious conference management system[49]. Phases are
ordered according to the time when they are executed. A light gray activity is an optional one.

B Case study: conference management (agent-based and openconf)
This Section applies the presented identification and solving algorithms on two software architecture ver-
sions for conference management: a conceptual agent based one [45], and a reversed engineered version
of a real-world implementation (openconf) [22].

This case study is structured as follows. Section B.1 introduces the application domain. Next, Sections
B.2 and B.3 elaborate on the application of the identification and solution algorithms on the agent based
system and openconf respectively. For both cases, an overview of the software architecture, the most im-
portant sequence diagrams (Sections B.2.1 and B.3.1 respectively), and an presentation and interpretation
of the results of our experiments is given (Sections B.2.2 and B.3.2 respectively). Finally, Section B.4
concludes.

B.1 Introduction
A conference management system is a system that automates (parts of) a scientific peer review process.
Such a process is performed by a number of people in order to submit, select, and prepare papers to be
published.

There are at least three user roles that execute the process. The Program Committee Chair (or Chair)
is responsible for the coordination of the peer review process tasks. The Program Committee Member (or
Reviewer) evaluates the quality of a submitted paper that is in his area of expertise. The Contact Person (or
Author) submits papers of research.

The process (see Table 7) consists of several activities organized in four phases[49, 37]. The initiation
phase involves sending out the call for papers, and optionally asking reviewers whether they are willing to
review (invitation). In the submission phase the authors first submit the abstract of their paper. Next the
reviewers optionally bid on the papers they would like to review. Finally, the authors submit the full paper.
In the selection phase, reviewers are assigned papers to review, and submit reviews about these papers to
the system. Based on these reviews, the program committee (reviewers and chair) selects the best papers
(revision). In the announcement phase, the authors are notified of acceptance. Next, the selected papers’
authors are requested to submit an improved camera ready version of their papers.

Obviously, each (group) of these activities have constraints imposed on them. For instance, an author
is not allowed to review papers he has written, a chair is not allowed to submit papers to a conference he
organizes, a paper has at least two associated reviews before best paper selection starts, and the author only
receives reviews about his own paper. These constraints are expressed in the policy in Table 8.

This policy is used to apply the identification and solving algorithms on two applications: an agent-
based architecture, and openconf. In order to be able to use this policy as input, we have to map it to the
tasks both systems support.

Page 44 of 74



B.2 An agent-based architecture B CASE STUDY: CONFERENCE MANAGEMENT

Subject Task
Chair Send call for papers
Chair Send PC Invitation
Chair Assign submission responsibilities
Chair Read submission responsibilities

(assignment)
Chair Rank and select paper (revision)
Chair Send notification
Author Submit abstract
Author Submit paper
Author Submit camera ready
Author Read review
Reviewer Bid paper
Reviewer Read paper
Reviewer Read abstract
Reviewer Submit review

Table 8: A simplified policy for the review process: an author is not allowed to be chair or reviewer.

B.2 An agent-based architecture
This section applies our identification and solving algorithms on the conference management system archi-
tecture presented in [45]. The paper’s architecture supports the concepts and tasks defined in Section B.1 to
a great extend. However, the paper also introduces additional tasks and one additional actor: the publisher
who publishes proceedings. The additional tasks are coordinate conference, support paper submission,
deal with reviews, and get proceedings. We refined and extended the architecture ourselves in case the
documentation lacked detail for successfully completing our experiments. For instance, tasks that were not
explicitly supported and straightforward to support, were added by us.

B.2.1 Software Architecture

This system consists of four actors interacting with four components (See Figure 31).
The Conference Manager is used by the chair for conference coordination. This component has one

interface: Conference Manager Interface. This interface contains several methods, among which send call
for papers, send program committee invitation, send notification, and assign submission responsibilities.

The Paper Manager aids several actors in the paper review process. The author uses this component to
submit papers, while the other actors use it to obtain a version of the submitted paper. The Paper Manager
has the following interface: Paper Manager Interface. This interface contains several methods, such as
support paper submission, manage submissions, collect finals, and get papers to review.

The Proceedings Manager is mainly used by the publisher to create conference proceedings. It has
one interface: Proceedings Manager Interface. This interface contains methods like deal with proceedings,
and get proceedings.

The Review Manager is mainly used by the reviewer to submit reviews. It has only one interface:
Review Manager Interface. This interface offers several methods among which deal with reviews, and
collect reviews.

We show how the system supports the tasks presented in Section B.1 by mapping the tasks onto the
component diagram. A selection of tasks is presented as sequence diagrams.

Chair The chair delegates several tasks to the system.

• Send call for papers. (See Figure 32)

• Send PC invitation.
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Figure 31: Agent-based CMS: component diagram of the software architecture presented in [45] extended
with interfaces.
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Figure 32: Agent-based CMS: sequence diagram of send call for papers.

Figure 33: Agent-based CMS: sequence diagram of send notification.

• Send notification. (See Figure 33)

• Assign submission responsibilities. We assume that this task is automated by the Paper Manager as
it has a get papers to review method.

• Rank and select papers. We assume that this task is automated by the Review Manager as it collects
all the reviews.

• Coordinate conference. This task is composed our of the previous tasks.

Author The author delegates several tasks to the system.

• Submit paper. (See Figure 34)

• Submit abstract.

• Submit camera ready.

• Read review. This is not part of the system, as the author receives the reviews by the notification
mail.

Reviewer The reviewer delegates several tasks to the system.

• Read paper. (See Figure 35)

• Read abstract.
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Figure 34: Agent-based CMS: sequence diagram of submit paper.

Figure 35: Agent-based CMS: sequence diagram of read paper.

• Bid paper, and assign submission responsibilities are not explicitly supported by the system. How-
ever, the get papers to review method provided by the Paper Manager-component indicates that this
component knows what papers the reviewer has to review. Therefore, we assume that this component
is responsible for this task.

• Submit review.

• Deal with reviews is composed out of the above tasks.

Publisher The publisher uses the system for only one task, namely get proceedings. This task is illus-
trated in Figure 36.

Figure 36: Agent-based CMS: sequence diagram of get proceedings.
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Paper Manager

submit paper
submit abstract
submit camera ready
get papers to review
bid
collect finals

Problem

Figure 37: Agent-based CMS problem: Paper Manager has too many permissions.

B.2.2 Experiments

Presenting the component and connector diagrams in a formal way (See Figure 31) is rather straightfor-
ward. Therefore, we focus on two non-trivial elements of the model: composed tasks and components
initiating a task.

A first non-trivial element to model is a component and not an end-user being responsible for a task.
For instance, the Paper Manager automatically assigns reviewers to papers. By consequence, it seems
impossible to determine on what users’s behalf that component executes during its life-cycle. However, in
the requirements phase is clearly defined that the chair is responsible for this task. Consequently, the Paper
Manager executes on behalf of the Chair.

A second non-trivial element to model are composed tasks. For instance, the coordinate conference
task consists of five subtasks, namely send call for papers, send program committee invitation, assign
submission responsibilities, select papers, and send notification. By consequence, each composed task
consists of an ordered subset of tasks. Subtasks have the same properties as the composed task: it is
executed by the same user, requires the same permissions, etc.

We identified the least privilege problems by using the formal model,and the list of user-task assign-
ments (See Table 9). In short, 6 out of 7 components have too many permissions. Only a subset of the
problems is described for reasons of brevity and clarity. The identification of other problems is similar.

A first problem is Paper Manager having too many required permissions (See Figures 37 and 38):
namely, the ones for the bid paper and submit paper tasks. These are not allowed to be executed together.
Hence, at least one task has to be removed from that component.

Another problem is Conference Manager having too many permissions (See Figure 38): namely the
ones for the send notification and submit paper tasks are obtained via the shared state of the Review Man-
ager.

The solution algorithm iterates over all violations and tries to solve them by applying a set of rules. The
algorithm failed to find a suitable solution, because the number of violating components raised from 6 to
8. This might be caused by the fact that a lot of tasks use a central repository and thus share a lot of state.
Hence, that component is indivisible.

Size Complexity Security
Metric #comp #inf #acts #tasks Mccb. #viol comps # viol tasks attack
Case /#comp /#inf (indirect) (indirect) surface
agents before 7 1.00 2.86 11 4.00 6 (5) 11 (8)
agents after 9 1.11 2.10 11 6.00 8 (6) 11 (8) larger

Table 9: Measurements of the two versions of the conference management case study.

B.3 OpenConf
This Section applies the least privilege violation identification and solution algorithm on a reverse en-
gineered version of OpenConf. OpenConf is a [...] conference management system that facilitates the
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Conference Manager

Paper Manager

Review Manager

Reviewer Chair

sharedstate = paper

T1: m1 [perm1]

Legend
T1: Send notification                     
T2: Read paper
T3: Submit paper

m1: send notification
m2: get rankings
m3: read paper
m4: get papers to review
m5: submit paper

T1: m2 [perm2]

T2: m3 [perm3]

T2: m4 [perm4]

Author

T3: m5 [perm5]

internal =  {perm4, perm5}
indirect = {perm2}

Problem
Responsible for T1, T3

Figure 38: Agent-based CMS problem2: Paper Manager has too many permissions.

electronic submission, review, advocacy, and acceptance of papers, along with management of the whole
process by a Program Chair or Editor[22]. Openconf supports the tasks defined in Section B.1 to a great ex-
tend. Tasks that openconf offers additionally are: configuration tasks such as install or backup the database,
information statistics tasks such as give summary or list authors by country, and advocacy tasks such as
defending a certain paper. However, openconf does not support the bidding task.

B.3.1 Reverse Engineering the Software Architecture

We reverse engineered the software architecture of openconf, because no architectural documentation was
available at the time of writing.

The system is a typical three-tiered web application as illustrated in Figure 39. The Client Tier is the
webbrowser that all actors use to interact with the system. The Presentation and Business Tier consists
of the php-application code that is executed by the webserver. The Backoffice Tier consists of the mysql
server that is used to store data. Our reengineering focussed on the application and business tier, because
OpenConf source code focusses on them.

We created the component and connector diagram by applying the following rules on the application’s
source code. For each rule, we provide a brief reasoning.

1. Each folder of the source tree represents a different component with as name the name of the folder.
In our opinion, this rule partially adheres to the definition of a component[58], because a folder in
the source tree represents a coherent unit out of which the application is composed.

2. Create a dependency from component A to component B if one of A’s source files uses one of B’s
source files explicitly as indicated by a require, require once, include, or a fopen statement.

3. Create a dependency from component A to component B if one of A’s source files uses one of B’s
source files’s methods.
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Figure 39: Openconf architecture: conference management system mapped onto webapplication tiers.

4. Create a dependency from component A to component B if one of A’s source files outputs a hyperlink
to one of B’s source files. This hyperlink is denoted with < a >link< a > or with header(link).

5. Create a dependency from component A to a database component if the A’s source code contains
database-specific methods such as mysql select.

6. Create a dependency from component A to a file system component if A’s source code contains file
system specific operations such as is file.

7. Create an action in interface I of component A if component B outputs an hyperlink to one of A’s
source files. If the hyperlink is referring to a specific method m in the source code, then a = m, else
a = name(source file).

8. Create an action a in an interface I of component A if component B uses an action defined in one of
A’s source files.

9. The source-files that contains code interfacing with users and other components correspond to the
provided interfaces of the component. Again, this matches the intuitive notion of an interface[58] -
page 42, because it are the component’s access points.

10. The action in an interface’s source code that are used by external entities are actions. For end users,
they correspond with the code that is executed when they interact with the application via the user
interface. This is illustrated in Figure 40.

11. If the actions are grouped in the user interface, they belong to a separate interface. This is illustrated
in Figure 40. Each group of actions in the user interface typically groups actions logically belonging
together. As such they can be seen as a different service catering for different client needs. Thus it
can be considered as a different access point and thus interface.

12. Remove an action from an interface if it can only accessed via another action in the same interface,
because it is considered to be a part of that action.

A first version of the software architecture is obtained by applying the first six rules and compounds
the following components (See Figure 41). An Author Component provides functionality for submitting
papers and an abstract. A Review Component provides functionality for submission and management of
reviews. A Chair Component provides functionality for managing the conference. An Utilities Component
provides the remaining functionality and corresponds to the main directory of the source tree.

A simplification of this first architecture is obtained by applying rules 7-9. Subsequently, applying rules
10-12 results in the final version of the software architecture (See Figure 42).

The tasks are mapped on the software architecture in the following sequence diagrams:
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Figure 40: Openconf architecture: separate elements in the user interface are seen as separate interfaces.
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Figure 41: Openconf architecture: initial version.
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Figure 42: Openconf architecture: component connector diagram.
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Figure 43: Openconf architecture: sequence diagram of submit paper.

Figure 44: Openconf architecture: sequence diagram of edit submission.

Author The author can execute the following tasks:

• Submit paper (See Figure 43).

• Edit submission (See Figure 44).

• Reupload paper (See Figure fig:case3:openconf:sequencediagram:reuploadpaper).

• View paper (See Figure 46).

• The email papers task is not accessible via the userinterface. However, directly entering the URL
allows the author to mail the papers.

• The reset password password is not accessible via the userinterface. However, directly entering the
URL allows the author to reset his password.

Reviewer The reviewer is allowed to execute the following tasks.

• review paper (See Figure 47).
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Figure 45: Openconf architecture: sequence diagram of reupload paper.

Figure 46: Openconf architecture: sequence diagram of view paper.
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Figure 47: Openconf architecture: sequence diagram of review paper.

Figure 48: Openconf architecture: sequence diagram of show reviews.

• show reviews (See Figure 48).

• show paper (See Figure 49).

• show abstract (See Figure 50).

• update review: see review.

Chair The chair is allowed to execute the following tasks.

• set topics (See Figure 51).

• auto assign reviewers (See Figure 52)

• unassign reviews.

• set conflicts.

• list conflicts (See Figure 53).

• remove conflicts.

• assign reviewer.

• send email.

Page 57 of 74



B.3 OpenConf B CASE STUDY: CONFERENCE MANAGEMENT

Figure 49: Openconf architecture: sequence diagram of show paper.

Figure 50: Openconf architecture: sequence diagram of show abstract.

Figure 51: Openconf architecture: sequence diagram of set topics.
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Figure 52: Openconf architecture: sequence diagram of auto assign reviewers.

Figure 53: Openconf architecture: sequence diagram of list conflicts.

B.3.2 Experiments

Formally modeling the component and connector diagram 42 is rather straightforward. Therefore, we focus
on one non-trivial element of the model: one action used by all tasks hinders the shared state detection
algorithm.

Every task uses the mysql select -method from the database component which has only one string
parameter. By consequence, the identification of indirect problems via shared state might not work very
well. This can be solved by annotating the method with the real data that passes when a certain task is
executed. Although, this might be a cumbersome task.

The identification algorithm identified several violating components, among which DB, FS, and Tools.
All three have too many indirect permissions, namely the ones that allow them to execute (parts of) the
review paper and submit paper tasks. This is illustrated in Figure 54.

A possible solution splits these components into new ones.

B.4 Conclusion
Two conference management systems (agent-based conference management system and openconf) illus-
trate that our algorithms are able to detect and solve least privilege violations. However, our splitting rule
does not work very well when the state shared between tasks is very large, e.g. when there is a central
repository.
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Database Store

Author ClientReview

Reviewer Author

internal = {perm2}

Problem

Legend
T1: Review paper                
T2: Submit paper

m1: review paper
m2: mysql_query
m3: submit paper

T1: m1 [perm1]

T1: m2 [perm2]

T2: m3 [perm3]

T2: m2 [perm2]

Figure 54: Openconf problem: DB has to many permissions.
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Subject OpenConf task Requirements Task
Author submit paper submit abstract
Author submit paper submit paper
Author reupload paper submit revision
Author reupload paper submit camera ready
Author edit submission submit revision
Author edit submission submit camera ready
Author email papers -
Author reset password -
Reviewer advocate paper -
Reviewer email username -
Reviewer read guidelines -
Reviewer update review submit review
Reviewer list papers -
Reviewer show paper read paper
Reviewer show reviews read review
Reviewer show abstract read paper abstract
Reviewer review paper submit review
Reviewer signup -
Reviewer signin -
Reviewer reset -
Reviewer - bid paper
Chair backup database -
Chair reset database -
Chair set password -
Chair set options -
Chair set config -
Chair set topics send call for papers
Chair install -
Chair Auto assign reviewers assign submission responsibilities
Chair Unassign reviews assign submission responsibilities
Chair set conflicts assign submission responsibilities
Chair list conflicts read submission responsibilities
Chair assign advocates -
Chair auto assign advocates -
Chair list advocates -
Chair list scores -
Chair assign reviewer assign submission responsibilities
Chair give summary -
Chair sign in -
Chair sign out -
Chair set format -
Chair export papers -
Chair list papers -
Chair list paper directory -
Chair list authors topics -
Chair list authors country -
Chair list authors -
Chair list topics -
Chair send email Notification

Table 10: Mapping of the tasks openconf supports and the tasks defined in the introduction.
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C Case study: publishing system
This Section applies the presented algorithms on the the publishing system presented in [33]. In order to
limit the complexity of the material presented here, we apply the algorithms on the functional viewpoint.

This case study is structured as follows. First, Section C.1 introduces the application domain. Next,
Section C.2 gives an overview of the software architecture, and the most important sequence diagrams.
Finally, Section C.3 briefly presents and interprets the results of our experiments and Section C.4 concludes.

C.1 Introduction
A publishing system is a system that automates the cross-media publishing workflow of a corporate pub-
lishing company. The system is a next-generation end-to-end media platform using various wired and
wireless communication channels for publishing, allowing personalized services based on user-profile and
context.

A wide range of different actors make use of this system: the input source, the media consumer, the
advertiser, the journalist, and the manager. The input source is the entity that produces content, like an
author, or a musician. At the other end of the content consumption chain, the media consumer is the
individual who wants to obtain and consume content. For example, a home user who wants to download
and read the news of the day. The advertiser is the main income source of the company because he buys
commercial space or time. The journalist forms the bridge between consumers and producers by using
the publishing system to distribute finished content. The manager manages the publishing company by
creating a publishing strategy and assigning tasks to journalists.

The publishing system’s main features are input management, content management, content distribu-
tion, user management, and planning tasks and strategy. In this discussion, we limit ourself to a subset
of tasks for reasons of practicality and in order to not loose focus in the example. Incorporating the other
tasks is similar and a straightforward job. An overview of publishing use cases can be found in [35]. The
tasks are listed in Table 11.

Obviously, each of these tasks have constraints imposed on them. For instance, an advertiser is not
allowed to edit articles, because that allows him to advertise for free. A journalist is not allowed to create
a corporate strategy or delegate tasks to him, because that allows him to look busy while being idle. These
constraints are expressed in a policy in Table 11.

C.2 Software Architecture
The software architecture of the publishing system is described in four viewpoints. The functional view-
point comprises the basic and core functionality of the business of the publisher, namely publishing. The
Integration with additional services viewpoint presents integration of the core service with additional ser-
vices. The Billing viewpoint shows how billing is dealt with within the publishing system. The Context
awareness and tracking viewpoint adds the possibility of tailoring services to the preferences, needs, and
more generally the context of the media consumer.

In the system’s architecture, the components responsible for the publishing features are the following
(See Figure 55). An Input Management System (IMS) is used by an input source to annotate and prepare
produced content to be stored in the Content Management System (CMS). The Journalist Desk (JD) is
used by the journalist to make content ready to be published. A Newspaper Service (NS) is utilized for
distributing editions towards the media consumer. The User Management System (UMS) takes care of
handling user information. The Planning System is used by the manager and the journalist to create tasks,
corporate, and newspaper planning.

The authors made the following changes to the architectural description of the publishing system for
the sake of clarity and simplicity:

• Corporate News Desk Worker became Manager

• Corporate News Desk Worker Desk became Management Desk

• Service News Desk Worker became Journalist
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User Task
Media Consumer Subscribe to service
Media Consumer Unsubscribe from service
Media Consumer Pull an edition
Media Consumer Send viewing information
Media Consumer Send context information
Media Consumer Send feedback information
Input Source Retrieve the number of views

of the stories built from their input
Input Source Submit input to the publishing system
Advertiser Submit input to the publishing system
Advertiser Retrieve the number of views of a commercial
Manager Plan or adapt the overall business strategy
Journalist Plan and replan a service and their editions
Journalist Verify input
Journalist Verify commercials
Journalist Replanning triggered by input
Journalist Add meta-data to content or change it
Journalist Build a story from usable content
Journalist Build an edition from stories and

commercials for a certain service
Journalist Assist the publishing system in

lay-outing and edition
Journalist Push an edition
Journalist Create/update journalist task assignment
Manager Create/update task assignment

Table 11: A list of user-task assignments.
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Task
plan corporate strategy
subscribe to a service
unsubscribe from a service
pull an edition
submit a commercial
retrieve number of views
plan edition strategy
plan service strategy

Table 12: Publishing system subset: supported tasks.

• Service News Desk Worker Desk became Journalist Desk

• Only 1 service is supported: Newspaper Service

• The name of actions that do not have a unique name have been replaced with the name concatenated
with its component’s name.

Some relevant tasks are illustrated in Figures 56, 57

C.3 Experiments
Formally modeling the component and connector diagrams (See Figure 55) is rather straightforward.
Therefore, we focus on the non-trivial elements of the model.

A first non-trivial element to model are composed tasks. For instance, the verify new content task is
executed as final part of tasks that add content to the system. Example of such tasks are Submit input to
the publishing system, Submit a commercial to the publishing system, and Send feedback information. In
other words, each composed task consists of an ordered subset of tasks. Determining the properties of these
tasks such as the user it is executed by is done conservatively. Determining the properties of an unknown
parent task is done by creating the union of the properties of its subtasks. Determining the properties of an
unknown subtask is done by giving them the same properties as the parent task.

A second non-trivial element to model is a component and not an end-user being responsible for a task.
By consequence, it seems impossible to determine the user under which this component executes. For
instance, the verify new content task starts with the Content Management System sending a notification to
the manager via the Planning System. However, this task is a subtask of various other tasks. Hence, these
other tasks can be used to determine the user under which the component executes.

A third non-trivial element is determining the users associated with tasks that involve multiple users.
For instance, the verify new content task consists of three parts. In the first part a “there is new content”
notification is sent to the manager. In the second part, the verification task has been delegated by the
manager to a journalist. The third part consists of the actual verification by the journalist. In other words,
different parts of a task are executed by different users. Acting conservatively, we decided to assign all the
users to the whole task.

We identified the least privilege problems by using the formal model, and the list of user-task assign-
ments (See Table 13) on two versions of the software architecture. The first version is the full architecture,
while the second version is the same architecture with tasks causing shared state removed (See Table 12).
Both cases caused least privilege violations: in the full architecture, all components are violating least priv-
ilege, while in the subset only 4 components did. Only a subset of the problems is described for reasons of
brevity and clarity. The identification of other problems is similar.

A first problem is that the Planning System is responsible for the plan corporate strategy and plan
edition strategy tasks. The former is executed by a manager, while the latter is executed by a journalist.
Having permissions for both tasks was explicitly forbidden by the company policy (as illustrated in Figure
59).
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Figure 55: The component diagram of the functional viewpoint of the publishing system.
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Figure 56: The sequence diagram of the verify new content task.
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Figure 57: The sequencediagram of the submit commercial task.

Figure 58: The sequencediagram of the plan edition task.

Legend
T1: Create corporate planning
T2: Create edition planning

Journalist

Manager

Journalist Desk

Management Desk

Planning System

T1: m1 [perm3]

T1: m3 [perm1]

T2: m2 [perm4]
T2: m4 [perm2]

Problem

Internal: perm1, perm2

Internal: perm4
Required: perm2

Internal: perm3
Required: perm1

Required: perm2, perm4

Required: perm1, perm3

m1: Create corporate planning
m2: Create edition planning
m3: Create corporate planning
m4: Create edition planning

Figure 59: A violation caused by too many internal permissions.
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A second problem is that the advertiser is able to obtain enough permissions to modify the advertise-
ment workflow (part of planning tasks) (See Figure 60). The design problem is that planning system is
responsible for both notification and edition planning tasks.

A solution to these problems can be found by applying the transformation described in Section 5. The
first problem can be solved by splitting the component in two parts. The first part contains actions related to
corporate strategy, while the second part contains actions related to edition planning. The second problem
can be solved by decoupling notification from creation. As such, the risk of LP violations in the final
software architecture will be greatly reduced.

Size Complexity Security
ps sub before 13 2.38 2.65 8 6 4 (0) 6 (0)
ps sub after 20 2.6 1.58 8 7 0 (0) 0 (0) same
ps full before 13 2.38 2.64 22 8 13 (12) 22 (16)
ps full after 13 2.38 2.64 22 8 13 (12) 22 (16) same

Table 13: Measurements of the cases in the three domains and three variants of the publishing case.

C.4 Conclusion
A publishing system illustrates that our algorithms are able to detect and solve least privilege violations.
However, our splitting rule does not work very well when the state shared between tasks is very large, e.g.
when there is a central repository.
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Figure 60: A violation caused by too many indirect permissions.
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