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Abstract

This report contains the results of a threat modeling experiment
for a next-generation digital publishing system that was developed
within the context of the DigiNews research project. Threats have
been elicited using two complementary techniques: (i) applying the
STRIDE approach developed by Microsoft, and (ii) brainstorming
driven by common security knowledge and privacy related regula-
tions. The results of this experiment can be used, among others, to
define the security requirements of the publishing system.
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1 INTRODUCTION

1 Introduction

Software security is not a "one-shot" activity. It requires the execution of a process that starts at
the inception of the system and continues throughout the implementation, deployment, operation,
and ends at the retirement of the system[3, 1]. This process is commonly referred to as full lifecycle
management.

One of the key steps in the lifecycle of a secure system is risk assessment (or risk analysis),
see Figure 1) — the assessment of threats to, impacts on and vulnerabilities of information and
information processing facilities and the likelihood of their occurrence[4]. More formally stated:
risk is defined as the complete set of scenarios Si, the likelihood Li and the consequences Ci of each
scenario, that is the set of all triplets (54, Li, C)[5]. The ultimate goal of risk assessment is to
identify the scenarios with detrimental consequences and an unacceptable likelihood of occurring.

After the identification and assessment of the risks to which a system is subject, risks can be
managed. Risk management conventionally encompasses risk assessment as a subprocess. While
risk management can be broadly defined as the culture, processes and structures that are directed
towards realizing potential opportunities whilst managing adverse effects[14], we will take a more
IT-centric view: risk management is the process of identifying and controlling security risks that
may affect information systems and this at an acceptable cost[4]. It allows IT managers to balance
the operational and economic costs of protective measures[11]. It is a continual process of assessing
and addressing risk throughout the life of the software that encompasses four subprocesses: asset
identification, risk analysis, risk mitigation, and finally evaluation and assessment.
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Figure 1: Security lifecycle according to build security in. Risk assessment is an important activity.

This report focuses on the first steps of risk analysis, namely the identification of threats to
a publishing system. Two techniques have been applied to elicitate and analyze the risk to the
system: the STRIDE method that was defined by Microsoft, which focuses on technical risks, and
a brainstorming-based technique focusing on business-oriented risks. Both techniques have been
applied to a publishing system developed in the context of the Diginews research project. It is
our belief that the two techniques are complementary and that the application of both is useful
in most cases.

The rest of this document is structured as follows. Section 2 briefly describes the particular case
that was the subject of this experiment. Section 3 discusses the application of the two techniques
for threat elicitation. Section 4 discusses the results to provide further insights into benefits and
drawbacks of the techniques. Finally, Section 5 concludes our findings. The detailed results of the
application of the two techniques are available in appendix.



2 PUBLISHING ARCHITECTURE

2 Publishing architecture

This section describes a simplified version of the publishing system. A more elaborate version of
the publishing system can be found in a report that describes the architecture of the system[6]
and a report that provides an initial analysis of the system[13].

Figure 2 illustrates the overall structure of the publishing system. A subset of this publish-
ing system is now described. The main features of the system are input management, content
management, content distribution, and user management. In the architecture, the components
responsible for these features are the following. An Input Management System (IMS) is used to
annotate and prepare produced content to be stored in the Content Management System. The
Content Management System (CMS) is responsible for storing and retrieving content items, and
a Service News Desk is responsible for making content ready to be published. A Service (S) is
utilized for distributing editions towards the media consumer and an User Management System
(UMS) takes care of authenticating, authorizing, and accounting users that are using services of
the publishing system.

The main actors involved in the publishing system are the input source, the advertiser, the
media consumer, the service news desk worker, and the corporate news desk worker. The input
source is the entity that produces content. This can be, for instance, an author, or a musician. The
advertiser is the entity that produces advertisements. At the other end of the content consumption
chain, the media consumer is the individual who wants to obtain and consume content. For
example, a home user who wants to download and read the news of the day. The service news
desk worker uses the publishing system to distribute finished content, and forms the bridge between
consumers and producers.

In order to illustrate the functionality of the system, consider the following example scenario.
Suppose that a Media Consumer wants to obtain the latest newspaper, which has a free book
attached with it. In order to do this, he contacts the Service Controller, that has three successive
tasks. First, the service controller obtains the media consumers credentials and sends them to
the User Management System, which verifies these credentials. Second, it contacts the Newspaper
Service, that obtains the newspaper from the Content Management System. Finally it forwards
the reading material to the consumer.
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3 THREAT MODELING

Step 1 Understand the adversary’s view

Identify Entry points Any location where data or control flow crosses the system’s bound-
aries.

Identify Assets Anything that needs protection.

Identify Trust Levels Categorization of possible threat agents according to power.
Step 2 Characterize the security of the system

Define use scenario’s Define how the system will be used, and how it won’t be used in
order to bound the threat modeling discussion.

Identify assumptions and dependencies External dependencies, security relevant in-
formation to users that interface with the system, information for the reader of the
threat model, and assumptions under which the current threat model was made are
identified.

Model the system by using dataflow diagrams.
Step 3 Determine threats

Determine threats Elicit and categorize threats using the STRIDE categories.

Analyze threats Decompose threats into threat trees and rate these threats by using
DREAD.

Figure 3: Microsoft’s threat modeling process.

3 Threat modeling

This section describes methods as well as results for identifying threats on the above described pub-
lishing system from two perspectives: (i) the application of Microsoft’s threat modeling process[12]
which focuses on the technical perspective, while (ii) a brainstorm activity on possible misuse of
available use cases addresses the business perspective. In order to keep this section readable, only
interesting results are highlighted; a detailed description (incl. results) of the application of each
methodology has been included in appendix.

3.1 Technical elicitation and analysis

The main focus of Microsoft’s threat modeling process[12] (see Figure 3) is the identification
and prioritization of threats during the development phase of an application. It is based on the
assumption that an application cannot be attacked unless the attacker can interact with it to
compromise the information the application processes. The process consists of three high-level
steps: (i) understanding the attackers view, (ii) characterizing the security of the system, and (iii)
determining threats using the information identified in the previous steps. Each of these steps has
logical substeps and do not have to be executed in a strictly linear way.

3.1.1 Step 1: Understand the attacker’s view

The first step is to closely model the adversary’s view. Understanding his view entails identifying
(i) the application entry points, which also serve as entry points for attacks; (ii) the information
the application processes (assets), that are subject to attack; and (iii) possible attackers who want
to compromise the application and their power (trust levels).

Entry points are any locations where data passes between the (sub)system under review and
the outside world, i.e. everything not belonging to the (sub)system. These points are the possible
places where an adversary is able to interface with, and thus attack, the system. Examples are e.g.



3.1 Technical elicitation and analysis 3 THREAT MODELING

a webpage with a contact form, a webservice, or an RPC call. In this experiment, identified entry
points are organized in a hierarchical way. At the top level, an entry point is described as a general
component of the publishing system, while at the lowest level! these are the interfaces of these
components. Two types of entry points are distinguished, namely (i) internal entry points exposed
by subcomponents to support internal system communication and (ii) entry points intended to be
exposed to clients. Seven external top-level entry points were identified, including Corporate News
Desk, Service News Desk, Media Advertising System, Input Management System, Billing System,
Service Controller, and Service Management System. Internal top-level entry points complement
these list with User Management System, Content Management System, and Planning System.
Internal services have been included in this list as well.

Assets are the resources the system processes/has that the adversary might try to modify,
steal, access or manipulate. Hence, assets are threat targets, and thus the basis for threats. These
assets can be tangible, such as a credit card numbers. In this experiment, identified assets are
divided in two types: (i) information, which is the business product; and (ii) infrastructure, which
aids in the primary business model. Care was taken to a good selection of the granularity of
assets: not too fine-grained and not too general (e.g. address of media consumer as asset) in
order to keep the list of threats manageable, because similar information is grouped. Examples
of information assets include Input, Consumer Behavior Information, and Corporate Planning.
Examples of infrastructural assets are User Management System Server, and Media Consumer
Device.

Trust levels represent the set of rights given to an external entity based on the system’s knowl-
edge of that entity. Trust levels group external entities according to their power into logical
categories. They are applied at system entry points to safeguard assets. In this experiment,
these entities correspond to users who access the publishing system, users and attackers of the
infrastructure, and the identities of the running processes.

3.1.2 Step 2: Characterize the security of the system

Characterizing the security of the system involves (i) bounding the threat model, (ii) gathering
information about dependencies that are critical to security, and (iii) understanding the internal
workings of the system.

IThe methods of each interface have the same trust level as the interface. Hence, they are not included in the
list of entry points.
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3.1 Technical elicitation and analysis 3 THREAT MODELING

The threat model can be bound by use scenario’s, pointing out situations beyond the scope of
the security architecture. These scenario’s describe how the system is intended or not intended
to be used. In other words, these scenario’s also describe uses outside the safe use of the system,
and can thus formulated in a more negative way. An example is The Media Consumer Device is
not designed to withstand attacks against the physical device.

External dependencies document risks on other systems that also affect the security of the
system being modeled. These dependencies are assumptions made about the usage or behavior of
those other components or products. Inconsistencies can lead to security weaknesses. In this ex-
periment, several external dependencies were identified. An example is The publishing application
depends on the security of the operating system(s) it runs on.

A description of the internal working of the system aids in understanding the actions a system
performs at a given entry point, and by consequence what an attacker might do at this given entry
point. The internal working of the system is characterized by Data Flow Diagrams (DFDs). A
DFD decomposes an application into processes (assets), (external) entities (entry points, assets),
data stores (assets), data flows and privilege or trust boundaries (trust levels). This decomposition
is iterative: starting from a rough DFD, each iteration adds refinements until a sufficient level of
detail is acquired. In this experiment, Figure 4 depicts the top level dataflow diagram. This
diagram contains the system itself as top-level process, the actors interacting with the system,
trust boundaries, and elementary data flows. Figure 5 refines the top-level diagram and identifies
the subsystems the actors are interacting with. Figure 6 refines the previous diagram and identifies
all internal components of the system and their interactions.

3.1.3 Step 3: Determine threats

Threats are identified and analyzed in a systematic way by the (i) STRIDE and (ii) DREAD
methods respectively. STRIDE is an acronym formed by the first letter of each of the following
categories of threats:

1. Spoofing Faking an identify.
2. Tampering Compromising the integrity of data.

3. Repudiation Denying having performed an action, such as denying having purchased an item
from an online shop.

4. Information disclosure Compromising the confidentiality of data.
5. Denial of service Compromising the availability of a service.
6. FElevation of privilege Tllegally obtain more privileges.

The STRIDE method assigns the above-mentioned categories to the elements in the final DFD
in order to identify classes of threats to which the elements may be vulnerable (see Table 1).
Each combination of a STRIDE-threat and a threat target (DFD element) should be investigated
in order to verify whether the threat is indeed a real threat. This investigation can be done by
using attack trees. The threat should be kept if there is an attack path in the tree leading to the
threat under investigation. Otherwise, the threat should be removed from the list of threats. In
this experiment, STRIDE-threats were identified for the data-flow elements. Table 2 illustrates
possible STRIDE-threats for a subset of these data-flow elements. An example threat tree for the
Spoofing Media Consumer Client-threat can be found in Figure 7. The threat tree illustrates that
it is indeed possible to spoof a media consumer client. By consequence the system is vulnerable
for this threat. The verification whether the threat is indeed a real threat has been done for the
subset of the threats, because this was monotonous and time-consuming. The authors assume that
every threat has an attack path. By consequence, this leads to an explosion of possible threats
(see Table 2) to the publishing system.

DREAD is then used to assess these potential vulnerabilities. DREAD is an acronym that
defines the following five key attributes used to measure the criticality of a vulnerability: Damage

10
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1 Spoofing Media Consumer client

1.1 Falsify Media Consumer Client software

1.2 Install falsified software on Client
1.2.1 Obtain Media Consumer client software

1.2.1.1 Media Consumer client software is available

1.2.2 Install Media Consumer client software on Client

1.3 Install falsified software on existing Media Consumer client
1.3.1 Break into a Media Consumer house (or similar)
1.3.2 Install falsified software

Figure 7: An example attack tree.

potential, Reproducibility, Exploitability, Affected users, and Discoverability. The application of
DREAD is beyond the scope of this report.

’ H Process Data Storage Actor Data Flow ‘

Spoofing X X
Tampering X X X
Repudiation X X X
Information Disclosure || x x x
Denial of Service X X X
Elevation of Privilege X

Table 1: Possible combinations of STRIDE-threats and threat targets

Spoofing Tampering Repudiation Information DoS FElevation
Disclosure of privilege

Data Flow Input 1 2 3 4

MC Behavior 5 6 7 8

Story 9 10 11 12

Edition 13 14 15 16

MC credentials 17 18 19 20

MC behavior 21 22 23 24

Table 2: A subset of the possible STRIDE threats in the experiment. Each number represents a
possible threat.

3.2 Business elicitation and analysis

This section describes a structured brainstorming approach for identifying business threats. A
business threat is defined as a threat that uses the functionality the system offers in way that is
not conform with business policy or regulations and laws. The method the authors came up with
consists of two high-level steps: (i) collecting relevant regulations, laws, and a description of the
system, and (ii) organizing a structured brainstorming activity for identifying business abuses.

3.2.1 Collecting relevant information

The first step is to collect relevant information about the application domain. This information
includes (i) regulations and legislations, and (ii) an inventory of use cases.

Applications in the e-commerce are subject to different regulations and legislations. These
determine to a great extent the architectural security requirements and solutions of the system.

11



4 DISCUSSION

In this experiment, the following regulations may be applicable for a publishing platform: (i)
Privacy legislation on usage and storage of personal data[8, 9, 10], (ii) E-transactions legislations
and regulations[7], and (iii) Information Security Law. These regulations are summarized as
follows:

1. Collecting: personal data can only be collected and processed by the provider if permitted
by some law or if the individual has unambiguously given his consent.

2. Use: Data must not be processed for any purposes incompatible with those for which the
data was initially collected. It cannot be transferred to third parties without agreement from
the data subject. Security measures must be taken to protect the data against destruction
or loss. It should not be kept longer than necessary for the purpose it was collected.

3. Access: Data should be accurate, complete and kept up-to-date. The customer must have
access to any personal data concerning him /her that is being processed or kept. A request
for correction or deletion of incorrect personal data must be granted. The customer must
have the possibility to opt out.

4. Processing of personal preferences is usually prohibited, except for when the person who’s
information is to be processed has given his consent.

The use cases described in the analysis document[13] and the architecture document[6] were
used.

3.2.2 Organizing a structured brainstorming activity

Brainstorming[2] is a group creativity technique that was designed to generate a large number of
ideas for the solution of a problem. This process is based on 4 ideas. The participants should
focus on quantity, because a higher number of ideas increases the chance that an effective solution
is produced. No criticism creates the right atmosphere for generating unusual ideas, which may
provide better solutions. The participants should also combine and improve the ideas of others.
During the brainstorming session(s), possible attacks were generated for the system. The
authors tried to attack the system, which was seen as a blackbox, in any way they thought was
possible. Documents describing the functionality of the system have been used as starting point.
Examples of abuses that were found are:

1. Bribe the News Desk Workers in order to give an edition before it is published.
2. Threat the user to use his device to subscribe to a service.

3. The people who implemented the system also implemented some backdoor, allowing them
to access the system and all the sensitive information without any restriction

This unstructured method complements the abuses found in the previous section with envi-
ronmental and business abuses.

4 Discussion

In this section, the applied methods for eliciting threats are compared in an informal way, and
two alternative approaches for threat elicitation are described.

Microsoft’s STRIDE methodology is a structured way for threat elicitation. This method ex-
amines all information data flowing from the actors to the system, and between subsystems. Since
it is based on technical descriptions of a system (e.g., an architectural description), it finds most
technical threats related to information assets. However, this methodology does not identify busi-
ness threats. The business threat brainstorming process, on the other hand, focuses on identifying
business related threats. Hence, it can be seen as a method that complements the threats found
with STRIDE.

12



5 CONCLUSION

An alternative approach to enumerating threats related to information assets (technical threats)
may start from the use cases of the system. This alternative approach consists of two steps for each
use case. First, one has to identify the information assets and entities processing this information.
These assets are the data the user provides to or obtains from the system. The entities are typically
the main actor of the use case and the (sub)systems he is interacting with. Second, one has to
identify ways to compromise this information by applying the STRIDE categories to the assets
and processing entities. Experiments have shown that the threats that result from such analysis
mostly correspond to the results obtained by applying the STRIDE approach.

A more structured approach for eliciting business threats extends the alternative approach
for enumerating technical threats. For each identified asset and processing entity identify which
regulations and laws are applicable. Afterwards, enumerate abuses based on these regulations.
The following example illustrates this process. According to the privacy regulation, the address
of a media consumer is indeed privacy-sensitive data. Therefore, the publisher is not allowed to
e.g. collect this data without the consent of the media consumer, use this data for other than the
agreed purposes (e.g. selling to a third party), or do not allow the media consumer to consult
or modify this information. By consequence, a possible threat is Spread the address of the media
consumer.

5 Conclusion

In this report two methods for enumerating threats (STRIDE, brainstorming) have been applied
and analyzed in the context of a digital publishing case study. In summary, STRIDE requires a
lot of work but identifies a significant number of threats. The brainstorming method complements
the threats enumerated by STRIDE with environmental and business threats. In the future, this
work can be used as input for the identification of security requirements of the publishing system,
as well as for research on secure software engineering.
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A MICROSOFT THREAT MODELLING

A Microsoft Threat Modelling

The main focus of Microsoft’s threat modeling process[12] (see Figure 3) is the identification
and prioritization of threats during the development phase of an application. Its based on the
assumption that an application cannot be attacked unless the attacker can interact with it to
compromise the information the application processes. The process consists of three high-level
steps: (i) understanding the attackers view, (ii) characterizing the security of the system, and (iii)
determining threats using the information identified in the previous steps. Each of these steps has
logical substeps and do not have to be executed in a strictly linear way.

A.1 Understand the adversary’s view

The first step is to closely model the adversary’s view. Understanding his view entails identifying
(i) the application entry points, which also serve as entry points for attacks; (ii) the information
the application processes (assets), that are subject to attack; and (iii) possible attackers who
compromise the application and their power (trust levels).

A.1.1 Entry points

Entry points are any location where data passes between the (sub)system under review and the
outside world, i.e. everything not belonging to the (sub)system. These points are the possible
places where an adversary is able to interface with, and thus attack, the system. Examples are e.g.
a webpage with a contact form, a webservice, or an RPC call. In this experiment, identified entry
points are organized in a hierarchical way. At the top level, an entry point is described as a general
component of the publishing system, while at the lowest level? these are the interfaces of these
components. Two types of entry points are distinguished, namely (i) internal entry points exposed
by subcomponents to support internal system communication and (ii) entry points intended to be
exposed to clients.

Tables 3 and 4 list the external and internal entry points and describes the interfaces through
which external entities can interact with the components, either by direct interaction or by indi-
rectly supplying it with data.

2The methods of each interface have the same trust level as the interface. Hence, they are not included in the
list of entry points.
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A.1 Understand the adversary’s view A MICROSOFT THREAT MODELLING

A.1.2 Assets

Assets are the resources the system processes/has that the adversary might try to modify, steal,
access or manipulate. Hence, assets are threat targets, and thus the basis for threats. These assets
can be tangible, such as a credit card numbers. In this experiment, identified assets are devided
in two types: (i) information, which is the business product; and (ii) infrastructure, which aids in
the primary business model. Care was taken to a good selection of the granularity of assets: not
too fine-grained and not too general (e.g. address of media consumer as asset) in order to keep
the list of threats manageable, because similar information is grouped.

e Information

1. Edition
An edition is an ordered and structured collection of stories and commercials. For
instance, an edition can be a newspaper or a book or a free tutorial. We distinguish
the following editions:

Edition limited in time, valuable : an edition can be limited in time. For instance
news in a newspaper ages really fast. The day after, this newspaper is almost
nothing worth. Who wants to read news of a few days old?

Edition limited in time, free : the publishing company gives sometimes editions
away for free. For instance an extra edition is added to another paid edition.
Edition not limited in time, valuable : an edition that do not lose its value, even

after a long time. For instance, a book of the brothers Grimm.

Edition not limited in time, free : an edition that does not lose its value, even
after a long time, but was given away for free. For instance, an overview of the
year 2001.

2. Story
A story is a finished publication which can be incorporated in editions. A story is built
from story items and can be a combination of media types. We distinguish the following
stories:

Story limited in time, valuable : a story can be limited in time and valuable. For
instance news of the day (scoop) ages really fast, but is initially very valuable.
However, the day after, it is almost nothing worth.

Story limited in time, invaluable : a story can be limited in time and invaluable.
For instance, local news that has been published by several other publishing com-
panies.

Story not limited in time, valuable : a story which do not lose its value, even after
a long time. For instance, a picture of the collapsing Twin Towers.

Story not limited in time, invaluable : a story which is invaluable, even after long
time. For instance, local news in a year overview.

3. Input
The terms input or raw input are used to specify the multi-media content coming
from the sources. We assume all input is equally important, before passing the input
verification task. After verifying and classification, input becomes a story.

4. Commercial (Advertisement)

Commercials are made by advertisers. Commercials are typically an important source
of income for the publisher. The goal of the commercials is to convince the media con-
sumers to buy the advertisers products or services. Publishing systems which support
digital, multi-media content can offer commercials in different forms. An advertiser
pays for the space and/or time the commercial appears. A long running commercial of
an entire page is more valuable than a one time commercial of a quarter page. Com-
mercials possibly contain a description of the product or service, billing information of
the product or service and or contact information of the product or service.
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10.

. Commercial Reservation

A Commercial reservation is a list of reservations of advertisements in e.g. an edition.
This asset can be seen as a part of the edition planning.

. Meta-data

Meta-data is added to input and advertisements and contains Critical meta-data such
as validation information and Non-critical meta-data such as a description of the text.
This asset can be seen as a subpart of the commercial asset and the input asset.

Customer information

The advertiser, input source, media consumer, financial institution and third party
services are all customers of the publisher. By consequence, the publisher stores the
following information of these parties:

Customer Contact : the contact information of a customer. This can be for instance
an address, a telephone number, an e-mail address, etc.

Customer Billing : the billing information of a customer. This includes his bill or
receipt, his account number, his credit card number, the total value of the goods
ordered etc.

Customer Behavior : the behavior of a customer. For instance, for a consumer this
includes his consumption behavior.

Note that one should make a distinction between the information of each party. The ac-
count number of a customer is less important than the account number of the publishing
company.

. Employee information

The service and corporate news desk workers are all working for the publisher. Because
the publisher pays these parties, he stored for instance their account numbers:

Employee Contact : the contact information of an employee. This can be for in-
stance an address, a telephone number, an e-mail address, etc.

Employee Billing : the billing information of the employee. This includes his loan,
his account number, etc.

Employee behavior : the behavior of the employee. For instance, the tracking of
every action an employee makes.

Task

A task is a piece of work assigned to an employee of the publishing company. There
can be tasks for gathering content, modifying content or verifying content. It contains
a subject, a description, contact information (such as addressee and possibly principal)
and timing information (such as a deadline, date received and starting date). We are
interested in the following tasks:

Input Verification Task : most important task. The employee who is assigned this
task, verifies and categorizes the input.

Advertisement Verification Task
Other tasks : the other tasks

Planning

The planning for the different products is mostly pro-active. First a publisher strategy
is defined by the corporate news desk. This will include the business goals of the
publisher and a coarse-grained strategy for publishing on multiple services. Next, the
service news desks define the strategy for their services. When the strategies are defined,
the concrete service planning and edition planning are worked out by the service news
desks. If someone influences the planning of a certain edition, news desk or corporate
planning, the publisher will be influenced too. By changing the planning, a publishing
company can evolve from a science related publishing company to a gossip publishing
company. We distinguish the following planning assets (ordered by importance):
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Corporate Planning
Service Planning
Edition Planning

The planning contains a lot of information. The edition planning contains for instance
the layout of the edition including color-schemes, advertisement placement etc.

e Infrastructure
The infrastructure aids the primary business model and consists mainly of hardware and
software.

1.

Consumer devices: The consumer devices are the devices used by the media con-
sumers to consume content. It includes the hardware (e.g. a flexible screen) and the
software (e.g. a webbrowser).

. Servers and environment: The hardware that runs the services of the publisher. We

distinguish:
— Servers: hardware itself
— Electricity: hardware is powered
— Environment: humidity, temperature, etc.
— Physical location: hardware is placed in a building.

3. Publisher Clients: the hardware of the news desk workers.

Network connectivity: connection between the publisher and its customers. We
distinguish the following connections:

— Publisher-to-consumer channel is used by the consumer to interact with the
media consumer.

— Input-source-to-publisher is used by the input source to submit input.

— Advertiser-to-publisher is used by the publisher to interact with the advertiser.

— Publisher-to-third-party is used by the publisher to interact with different ser-
vice providers.

— Publisher-to-financial-institution is used by the publisher to interact with the
financial institution.

— Other Channels which we do not influence. For instance the consumer-to-financial-
institution.

5. Services: the services the publisher offers. We distinguish the following services:

— Input System: imports input and offers statistics.

— Advertisement System: imports advertisements and offers statistics.

— Planning System: manages planning and tasks.

— Service News Desk: interface towards the service news desk worker.

— Corporate News Desk: interface towards the corporate news desk worker

— Content Management System: stores all the content, including commercials,
input, stories, etc.

— User Management System: used to manage all the users of the system.

— Service: each service from the service news desk can have a service.

6. Employees: employees keep the publishing company alive. We distinguish

— Corporate News Desk Workers: manage the publishing company.

— Service News Desk Workers: create editions, stories and input. E.g. reporters,
lay-outers, etc.
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A.1.3 Trust Levels

Trust levels represent the set of rights given to an external entity based on the system’s knowledge
of that entity. Trust levels group external entities according to their power into logical categories.
They are applied at system entry points to safeguard assets. In this experiment, these entities
correspond to users who access the publishing system, users and attackers of the infrastructure,
and the identities of the running processes.

Table 5 lists the trust levels and describes privilege levels that are associated with entry points
and assets.
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A.2 Characterize the security of the system

Characterizing the security of the system involves (i) bounding the threat model, (ii) gathering
information about dependencies that are critical to security, and (iii) understanding the internal
workings of the system.

A.2.1 Define use scenario’s

The threat model can be bound by use scenario’s, pointing out situations beyond the scope of
the security architecture. These scenario’s describe how the system is intended or not intended
to be used. In other words, these scenario’s also describe uses outside the safe use of the system,
and can thus formulated in a more negative way. Table 6 lists the identified use scenarios for the
application.

ID Description
1 The Media Consumer Device is not designed to withstand attacks against the physical
device.
The Advertiser is not designed to withstand attacks against the physcial device.
The Input Source is not designed to withstant attacks against the physical device.
The publishing application will be connected via the Internet.
The MC device is connected to the publishing system in some way.
Communication between internal publishing components should be conducted over
a private network.
7 The publishing platform, internal services, service controller, data server, external service
proxies should be protected from direct access from the Internet by a firewall.
Table 6: Identified use scenarios for the publishing system

Sy O = W N

A.2.2 Identify assumptions and dependencies

External dependencies document risks on other systems that also affect the security of the system
being modeled. These dependencies are assumptions made about the usage or behavior of those
other components or products. Inconsistencies can lead to security weaknesses. Table 7 lists the
identified external dependencies.

ID Description

1 The publishing application depends on the security of the operating system(s) it runs on.

2 The publishing application depends on the external financial institution for payments.

3 The publishing application depends on the services external services provide. Weaknesses
in these services shouldn’t compromise other services or the publishing system.

4 The publishing application depends on the security of the (.NET) runtime libraries it uses.

) The publishing application data components depends on the security of the database server
it uses.

6 The publishing application depends on the security of the network between the internal

publishing system components. If the network is compromised, sensitive data could be
viewed or direct attacks on the internal components (including data components) could
be made.
Table 7: External Dependencies the publishing system has on other
components or products that can impact security.
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A.2.3 Model the system

A description of the internal working of the system aids in understanding the actions a system
performs at a given entry point, and by consequence what an attacker might do at this given entry
point. The internal working of the system is characterized by Data Flow Diagrams (DFDs). A
DFD decomposes an application into processes (assets), (external) entities (entry points, assets),
data stores (assets), data flows and privilege or trust boundaries (trust levels). This decomposition
is iterative: starting from a rough DFD, each iteration adds refinements until a sufficient level of
detail is acquired. In this experiment, figure 8 depicts the top level dataflow diagram. This
diagram contains the system itself as top-level process, the actors interacting with the system,
trust boundaries, and elementary data flows. The data flows of this diagram are described in table
8.
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Figure 10 shows the final level of detail. All internal communication is shown. Trust boundaries
are left out for clarity reasons. Table 9 shows the details of the data flows. Communication between
two components flowing into both directions are grouped.

In order to have a complete list of all threats, one should make the cross product of 1 and each
of the elements of the data flow diagram.
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