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Preface

This report concludes the workshop onAOSD technology for application-level
security (AOSDSEC), which took place March 23, 2004, in Lancaster, UK, in
conjunction with the AOSD2004 conference. More information on these events is
available at http://www.cs.kuleuven.ac.be/ � distrinet /events/aosdsec/
and http://www.aosd.net/conference respectively.

The AOSDSEC workshop is situated in the domain of Aspect-Oriented Soft-
ware Development (AOSD), and more in particular in one speci�c application
domain: application-level security. The growing interest in this speci�c combi-
nation de�nitely justi�es a workshop fully dedicated to thi s topic, and the fact
that of all AOSD2004 workshops this one was the only one to cover a speci�c
application domain stresses this even more. Being the �rst workshop covering
this topic, the scope of the event was deliberatly set quite broad as to initiate
contacts and discuss ongoing e�orts in this speci�c domain. The main goal of
the workshop was to assess the extent to which AOSD can be usedfor the im-
plementation and enforcement of security requirements andto discuss the tool
support that is necessary to enable a full modularization ofthese requirements.

Ten papers were submitted to the workshop covering a diversity of topics
ranging from the application of AOSD technology for speci�c security problems,
over technology supporting the speci�cation and evolution of security aspects,
to issues with technology adoption. All submissions were accepted in order to
stimulate and facilitate discussions during the workshop. During the �rst half
of the workshop, 5 selected papers were presented by the respective authors.
The selection of these papers was based on the quality of the material, as well
as on the coverage of the domain that the organizers wanted toaddress in the
workshop. The second half of the workshop consisted of 2 discussion sessions
(with two parallel discussions each).

In all, the workshop had average attendance (10 to 15 people). The main
results of the workshop are the initiation of contacts between di�erent partic-
ipants, the identi�cation of several interesting research topics during the dis-
cussion sessions (many of which are described in this report), and �nally this
report that summarizes the key results of the workshop.

The organizers would like to thank all papers authors, speakers, attendants
and other interested individuals in making this workshop not only a success,
but also a �rst and solid base towards joint research activity. We hope that
everyone has enjoyed the workshop as much as we did and we hopeto meet
everyone again on future AOSDSEC events !

This report consists of two parts: a brief summary of the fourafternoon discus-
sions, and all accepted papers. All discussed material is freely available at the
workshop's homepage (see URL above).
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Discussion summary

This section summarizes the four discussions that were organized during the
second half of the AOSDSEC workshop. The summaries are mainly based on
the presentations of the discussion summaries.

Topic 1: Speci�c AOP support for security (Viren Shah)

We started by discussing the necessary support for securitythat is lacking in
current AOSD tools. One of the main items on the whishlist would be pattern
based pointcuts, which would enable us to select certain patterns (or structures)
in the static or dynamic representation of the program. An example is a dy-
namic call or object graph, with the following idea: select aset of classes/objects
that are structured by means of this and this relationship. In this context, also
temporal relationships can be important, e.g. sequential structures. Coordina-
tion contracts (work by Jose Luiz Fiadeiro) were mentioned as one possible way
to support this.

Continuing on this topic, the question was raised whether some speci�c
AOSD technology provides better support for security than others, and the
Caesar technology in particular was discussed in more detail. The main advan-
tages of this is its support (compile- as well as runtime) forthe separate binding
of security aspects. Moreover, by means of the idea of collaboration interfaces,
software engineering models of security requirements can be modeled cleanly.
However, concrete evidence of this thesis remains to be seen. CME (Concern
Manipulation Environment) was mentioned as well as one of the possibly inter-
esting technologies in this context.

The next topic was the con
ict in speci�cation between high- level models
and contextual information requirements. The former represent very reusable
structures, while the latter require very speci�c informat ion per use-case. These
are actually two extremes, and we want the whole range between these extremes
to be supported by the tools. It was discussed that contextual information can
be represented either by meta tags speci�ed by the aspect developer (or security
binder), or by information that is speci�ed by the applicati on developer himself.
Meta tags on the aspect side were said to be no better than to have pointcuts
specifying this kind of information, however they might help in case di�erent
(levels of) domain tags are available, having aspects decide based on these tags.

Finally, this has lead to the discussion of DSL's (Domain Speci�c Languages)
for security. In particular, speci�c pointcuts seem useful (e.g., for identifying
bu�ers). Speci�c languages (e.g., a language for access control) seem useful as
well, especially since these languages might help the developer to think in a more
systematic way. Also, these languages only concentrate on one speci�c problem
domain and, hence, reduce the complexity of the language. Onthe negative
side, it is hard to predict what features these languages should provide and it
is harder to learn di�erent languages. In all, one might think about providing
di�erent DSL's on top of a very powerful base language, and maybe even switch
the underlying model depending on the DSL. It was mentioned that this is
actually one of the ideas of CME. In this setting, a lingua france (ManageC++ )
is necessary to coordinate and connect all di�erent languages to eachother.
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Topic 2: Full lifecycle support for security (Wouter Joosen )

In this discussion, a �rst topic focused on the state-of-the art in AOSC with
regard to full life cycle support in general. At this moment, it is not clear
what an aspect exactly is {and how it can be represented{ during the entire
software lifecycle. We should study the results of relevante�orts (e.g. the
AORE workshop) in this context. Focusing on security aspects in particular,
we see that:

� it is a novel and hard to capture requirement (e.g., what is anonymity or
privacy exactly ?);

� it deals with expected behavior, but also (and more often), unexpected or
negatively speci�ed behavior (e.g., misuse cases);

� it has a close coupling with other concerns, and with the application logic
in particular. So the question here really is: can we separate security from
other concerns during the entire lifecycle alltogether ?

Then, the plan was to zoom in on di�erent phases of the software lifecycle.
First, the architecture and design level were discussed (and this is about as far
as the discussion went). For design, the value of UML extensions for security
was questioned. It was argued that the use of UML for protocols has been
studied (by S. Clarke et al.), as well as the use of UML for AOSDin general
(S. Clarke et al.). Regarding architecture, there is a largeamount of knowledge
on architectures in general, but there is a lack of clear notation and meaning.
For security in particular, this is even less clear. Hence, there de�nitly is a clear
opportunity to disentangle and document security solutions in this context.

Finally, the issue of adoption was discussed. These kind of technologies
should �rst be used by 'serious' users in order to convince the rest of the world
of their usefulness. The problem here is why these serious users should be taking
the risk to do so. In any case, research e�ort should de�nitly be put into this;
the industry cannot be held responsible for this entirely.

Topic 3: AOSD and security in industry (Ron Bodkin)

The use of AOSD technology for security in industry should �rst focus on
those problems for which a solution would have a major impact(or pay-o�),
which seem to be authentication, delegation, authorization (role-based and data-
driven) and audit. Besides, we should focus on solving the top 10 problems (e.g.,
session hijacking). For these problems, starting candidates should be identi�ed
(which is possibly in
uenced by the current momentum). Furt hermore, an inter-
esting question is whether one should start with either monitoring or enforcing
activities in order to have a better breakthrough.

It was then discussed that industrial software security projects often involve
many di�erent roles, including security experts, sysadmins, database admins,
business developers and business managers. The separationof the business and
security concern should be clear for each of these roles. Other human factors
play an important role as well in an adoption process. In particular, maturity,
trust and certi�cation are of major importance.

Regarding tools, the necessity of special-purpose should be considered. Fur-
thermore, a study of the strengths and weaknesses of AOSD forsecurity is

2



necessary, providing a foundation for agreeing on how AOSD can di�erentiate
itself and improve its weaknesses. Two of the strengths are the simpli�cation
of complex interfaces (e.g., AspectWerkz used to simplify JAAS) and the high
pluggability of AOSD components making the plugging of security holes more
straightforward. Some of the di�culties or dangers include the competition of
other approaches (e.g., code scanners, EJB and MDA) and an increased need
for training personnel.

Finally, integration with existing tools and technologies such as security
servers, security frameworks and application servers is crucial for adoption.

Topic 4: Security implications of AOSD (Bart De Win)

The main question tackled here is how we can know whether a composition
(Base� SecurityAspect � OtherAspect) is acceptable in two ways: 1) it is really
delivering the expected security and 2) does it not harm the base application
? One of the problems in this context is the speci�cation of aspect order and
precedence. After all, an aspect can, by playing with the order of aspects,
in
uence or even completely disable the e�ect of other aspects. Therefor, one
of the things on our whishlist would be to be able to limit the speci�cation
of orderings and, hence, the impact of foreign (hostile) aspects. However, is
this really a new problem ? For instance, mixin based inheritance tackles this
problem di�erent than traditional inheritance speci�cati ons.

A second problem in this context relates to the meaning of composition in
the context of AOSD. The new composition mechanisms of AOSD make it con-
siderbly harder to understand what the actual, composed application will look
like. Furthermore, the exact semantics of composition is not clear for all tools.
Until this is the case, it will be very hard to guarantee correct compositions.

Another problem that was discussed in this context is the introduction of
new security holes. In particular, the opening of (unintended) covered channels
was mentioned. Sharing information between an authentication and authoriza-
tion module might for instance lead to the logging of information that was
not supposed to be logged. Leakage of sensitive informationin the application
should be clearly prevented.

Because of the wide range of security problems, we decided tofurther only
focus on unintentional attacks that originate from aspect interference problems.
We identi�ed several requirements:

� Principle of least privilege: state what privilege any aspect would have
on a given aspect (i.e. the default access) and then explicitly allow more
privileges for speci�c aspects. This can be thought of as a sandbox for
aspects.

� Controlling the order of composition: one should for instance be able to
specify that logging should take place before the decryption of sensitive
information.

� Aspects sharing state: in some way aspects must be able to communicate
information with eachother. One must prevent leaking or interception of
this information for non-authorized parties.

In all, the core security problems seem to be situated in the declarative
semantics for composition and in the compiler support.

3



Finally, we ended the discussion with the issue of adoption.In particular,
if a new version of an application is composed with a securityaspect, who
will guarantee or con�rm that the result is correct ? This rai sed the questions
whether this situation is really worse than what we are used to have without
aspects. This is not clear, but it probably involves a mindset as well.
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Towards Uni�ed Treatment of Security and Other
Non­Functional Proper ties �

Elke Franz Christoph Pohl
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ABSTRACT
Wit h the increasing popularit y of Component-Based Soft-
ware Engineering, considering non-functiona l propert ies like
QoS and security becomes an ever-important challenge.
Both issues are crosscutting concerns that bene�t from a
separated consideration as aspects. The interferenceof both
is a non-tri vial problem that has to be dealt wit h at various
levels from speci�c ation at design ti me to runti me support .
This paper tackles these problems by examini ng exist ing
approaches for describing QoS and securit y properti es, fol-
lowed by an attempt to unify concepts from both worlds.

1. INTRODUCTION
Component-based software engineering has attract ed in-

creasing attentio n in the last years. Despite the fact that
it is not trivial to compose working applications from dif-
ferent, independentl y developed software components, the
ful�l lment of non-functi onal requirements is of great inter-
est for a variety of applications. Consideri ng and enforc-
ing non-funct ional propert ies in component-based appli ca-
ti ons is a current research �eld, which is closely related
to Aspect-Oriented Software Development: Aspect-ori ented
approachesbear the potenti al to capture arbit rary non-func-
ti onal requirements and propert ies as single aspects, thus
allowing for bett er separation of concerns.

The Comqua d project focuseson these topi cs. Non-func-
ti onal propert ies include both qualit y of service (QoS) prop-
erti es li ke response ti me or throughput , as well as security
requirements, e.g., con�den ti ali ty, integrity, or availabi li ty.
These propert ies are crosscutt ing concerns indeed, as they
a� ect a wide range of system functions. Consequentia ll y,
we handle them as aspects. The speci�cat ion and runti me
support for these aspects is part of our component model
[4].

� This work is part of the DFG-funded research group 428
\ Comqua d { Co m ponents wit h Qu antit ati ve propert ies
and Ad apti vity" at DresdenUniversity of Technology. See
http://www.comquad.org/ .

Dealing with non- functi onal properties requires the spec-
i� cati on of these propert ies as well as their enforcement at
runtim e. Aagedal int roduced the Component Qualit y Mod-
eling Language(CQML) [1] as a component-based speci�ca-
ti on language for non-functional propert ies of service o� ers
and their corresponding requirements. He states in hi s thesis
that security propert ies could also be described by CQML
but he concentrates on quanti tati ve properti esonly. Wit hin
the Comqua d project, this language has been extended to
CQML + [8] by adding a resource clause to capture the re-
quirements for su�ci ent computati onal resources to ful�l l
quanti tat ive demands.

The description of security properties is subject of an ar-
ti cle by Khan and Han [5]. They intro duce a framework
for the speci�cati on of securit y properti es for components,
considering the prot ection of input and output data as an
example. Components are provided with a description of
required and ensured security properties, which are derived
direct ly from special securit y functi ons. Di �eren t security
requirements li ke con�den ti ali ty and accountabil it y may be
covered by one description. An active interface comparesse-
curi ty properti es of components before they are connected.
Mismatches between security descripti ons are detected but
can be ignored.

Mult il ateral securit y aims at enabling all parti es to ex-
press and enforce their protect ion goals, while only minimal
trust in other parti es is required. Wolf and P�t zmann [10]
propose possibil it ies for realizing theseobjecti ves. Their de-
script ion of security requirements concentrates on the nego-
ti ati on between part icipants. Users only specify their per-
sonal weighting of protecti on goals, which are treat ed sep-
arately. Enforcement of prot ection goals by cryptographic
functi ons is hard coded withi n the system, whil e users can
specify their preference of concrete mechanisms by them-
selves. We have decided to use this approach within our
archit ecture, becauseit takes care of negotiati on, which is
necessary to deal with potenti ally con
ic ting requirements.
Security con
ict s are detected, leading to the negotiati on of
compromises. If negotiati on fail s, a connection betweenser-
vice provider and user cannot be established. Furt hermore,
the approach is 
exibl e w.r.t . speci�cati on, i.e., the means of
enforcement can be changed wit hout the necessity to alter
the description of security requirements.

The approaches cited above do not consider the joint
treatm ent of security and quanti tati ve properti es. There
is not only a need for uni�ed treatm ent, implying a uni-
�ed speci�cat ion, but also the necessity to capture the in-
terference of these aspects, which is commonly referred to
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Fi gu re 1: Dis t ri buted v ideo on d eman d serv ice sce-
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as feature inter action [6]. Prot ection goals usually imply
the employment of security mechanisms, which increasesre-
source requirements. This in turn reduces the amount of
resources available for other computati onal tasks, thus in-

uencing other non-functi onal propert ies like the achievable
QoS.

We handle security properties as aspects, which are mod-
elled by special system components for various security
mechanisms. These components are dynamically inserted
by our runti me environment into component networks for
servic ing client requests during contract negotiation phase.
Users may weigh their preferences for cert ain mechanisms
and security goals, thus control li ng contra ct negotiat ion ac-
ti vely. The detail s of contract negotiati on are subject of
another publi cation [3].

In this paper, our �rs t goal is to investigate possibili ti es for
a uni�e d speci�cat ion of quantit ati ve and security require-
ments. As we wil l show, CQML + is not expressive enough
for the speci�cat ion of securit y requirements as proposed
in [10]. Furtherm ore, trade-o� s between con
i cts of both
quanti tat ive and security demands have to be considered.

The remainder of this arti cle is organized as follows: Sec-
ti on 2 int roducessuitabl e current approaches for describing
QoS and security properti es using a simple example. The
semant ic for negotiati ng prot ection goals is then extended to
deal wit h potent ial con
ict s with quant ita tiv e requirements
in Sect. 3, followed by a discussion in Sect. 4 why secu-
rit y requirements sti ll cannot simply be described by the
same means as quantit ati ve requirements. Starting points
for possible solutions are presented in Sect. 5 before we �-
nally conclude wit h a short outl ook.

2. EXISTING APPROACHES FOR DE­
SCRIBING NON­FUNCTION AL PROP­
ERTIES

Before we go deeper into the discussion of exist ing ap-
proaches to the issue of declarativ e descriptio n of non-func-
ti onal properties, let us take a closer look at a small exam-
ple application, which we wil l use to explain our concepts.
Fig. 1 shows a simple video on demand (VoD) service with
three involved parties: a client node, a video server host ing
the actual service, and a bank server acting as a payment
provider.

Five software components are acting together in this sce-
nario: The client application (A) transmi ts a customer
name and movie titl e to the booking interface (B ) to receive
a video stream. (B ) requests the titl e from movie database

Component
Implementation

Profile
n

Quality
Statement

n

uses

n

provides

n

resources Quality
Characteristicn

Constraints

profile

quality

n

Fi gu re 2: Simpli�ed mo del of CQ ML +

(C) and gets a video stream for client ( A) and the corre-
sponding pr ice. (B ) also queriesthe customer database (E )
for name's credit car d] , which can be used to set tle debts
with payment provider (D ).

2.1 Quality of Serviceand Quantitati veProp­
erties

The use of CQML + [8] for describing quanti tat ive non-
functi onal properties of component implementat ions has
been anti cipated intro ductori ly. We wil l give a short
overview of its underlying concepts and explain how it can
be used to model typical QoS-related properti es, such as
ti meliness or accuracy.

Fig. 2 depicts the basic elements of the CQML + lan-
guage: Component implementations feature one ore more
QoS profiles , i.e., operating modesconsisting of a number
of quality statements, which describe what qualiti esthe im-
plementation provides for it s exported interfaces and what
it uses from imported interfaces of its collaborat ing compo-
nents. Furthermore, resources clauses can be used to de-
clare the amount of needed resources. Each of thesequality
statements constrains a certain quality_characteristic in
it s value range. Assuming for the example from Fig. 1 that
the quality statements low_delay , fast_response , and
fast_network have already been de�ned before for a set
corresponding set of quality_characteristics , we could
write for instance:

profile videoBinding for B {
provides low_delay (B.booking.getVid eo);
uses fast_response (C.outvideo.getVi deo);
resources fast_network (network);

}

This simply meansa videoBinding can be provided for com-
ponent B , which provides a low delay for the getVideo op-
eration of the booking interface port booking if the run-
ti me environment guarantees fast response t imes for com-
ponent C's getVideo operat ion at port outvideo and if a
fast network resource is available. Of course, the example
is oversimpli �e d and incomplete for the sake of clari ty.

Quali ty statements and characteristi cs are usually pack-
aged in CQML + librari es categorized in domains for which
the corresponding semanti c is well agreedupon. An in-depth
discussion of all concepts and features of CQML + [8] would
go beyond the scope of this paper. However, our short ex-
ample should have beendetailed enough to demonst rate the
\l ook and feel" of describing non-functi onal propert ies with
thi s kind modeling languages.

2.2 Security Requirements
Security requirements of users are usually described by

protect ion goals. There is a variety of possible protect ion
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goals which can be classi�e d into con�den t ial it y, integri ty,
and availabil it y goals. Depending on the object of protec-
ti on, we can describe more speci�c goals like anonymi ty as
con�den tial it y of communication circumstances.

An important di� erence to quanti tati ve properti es is the
fact that there may be con
i cti ng securit y interests, espe-
cially in caseof prot ection goals with individual perspectives
of involved stakeholders[10]. An example is the accountabil -
it y of messages: One of the communication partners agrees
to be accountable. Depending on the scenario, one of the
parti cipants gets an advantage over the other one. In con-
trast, ful�l li ng quant itat ive requirements mainly dependson
the availabili ty of computat ional resourcesof the executing
machine; involved parties usuall y take no crit ical advantages
over others. Because we do not only consider protect ion
goals but also quanti tati ve demands, security requirements
of a user may be additi onally in
uenced by conditio ns of his
system, e.g., available CPU ti me, memory etc. A system
providing multi lat eral securit y has to consider con
ict ing
interests. Because the approach in [10] expl icitly aims at
providing multi lat eral security, we investigate possibil iti es
to apply it in our scenario.

As an example, let us discusscon�den ti ali ty of communi-
cation in the video server scenario (Fig. 1) for the use case
\get video stream". Actual ly, this is a protect ion goal about
which the part icipants share a common perspective: They
want to prot ect the content of their communication against
possible eavesdroppers in the unsecure communicat ion net-
work. The part icipants may have di�eren t weight ings for
thi s prot ectio n goal. The server is st rongly interested in pro-
tect ing the content of the video stream, because he wants
to prevent att ackers to get the video data without payment .
The user is less interested in encrypti ng the video stream,
moreover, required computing costs may be undesirable to
him. But he would agree to use encryption if the video
server insists.

To reduce potenti al con
i cts during nego-
ti ati on, [10] intro duces a �v e level gradation
(unconditional , if_possible , dont_care , if_necessary ,
on_no_condition ) to express prot ectio n demands. The
negotiati on results in a \y es" or \no" decision whether a
protect ion goal is to be enforced. Only the combinat ion
of the weight ings unconditional and on_no_condition
wil l produce a con
ic t that requires interacti on. If both
parti cipants use dont_care , the system can automatically
decide to enforce the prot ection goal by default.

In the example describ ed above, the user weighs the pro-
tect ion goal as follows:

communication_confidentiality = if_necessary

The provider of the video server, however, usesthe weight ing

communication_confidentiality = unconditional

Negotiati on between user and video server results in the
decision \ yes". The use of a concrete encrypti on mecha-
nism is determined by a comparison of the preferenceli sts of
user and video server. Mechanisms are not directl y speci�ed
along wit h protect ion goals in order to increase
ex ibil it y of
choice.

3. ADJUSTING SECURITY NEGOTIA­
TION FOR COMPONENTS

The description of security properti es int roduced above
considers only use cases of single applicat ions. In
component-ori ented architecture however, there are no
monoli thic applications. Di �eren t components are involved
in processing use cases. It would be desirable to associate
securit y requirements of use cases to the components they
are assigned to, becausethi s would allow the migrati on of
components between hosts wit hout the necessity to change
securit y descripti ons.

Becauseit may become impossible to ful �ll both quanti-
tat ive and security requirements, we need a st rategy in case
of con
i cts. In caseof insu�ci ent resources, either quanti-
tat ive or security demands have to be reduced. A �rs t step
in thi s direction is to extend the semanti cs of the weight ing
describ ed above. The extension is basedon the assumption
that partic ipants will ing to reduce their securit y require-
ments in caseof con
i cts with requirements of others would
also be will ing to reduce them in caseof insu� cient compu-
tat ional power. The extended semanti c, according to [7], is
as follows:

unconditional : The protect ion goal has to be enforced.

if possible : The protecti on goal is enforced unless the
communication partner wants to prevent thi s by all
means(on_no_condition ) or in case of insu� cient re-
sourceseven after reducing quanti tat ive requirements.

dont care : The prot ection goal is enforced according to the
communication part ner's preferences. If resourcesare
insu� cient, security demands are reduced �rst.

if necessary : The protecti on goal is enforced only if the
communication part ner requires it and if there is
enough computationa l power.

on no condition : The protecti on goal must not to be en-
forced.

Due to the fact that furt her negotiati ons may becomenec-
essary if components migrate or have to useservicesof other
components, the result of negotiation should re
ect the com-
ponent' s original weight ing. Table 1 describes the extended
negotiati on matrix, which allows the use of negotiat ion re-
sults for further negotiati on:

Table 1: Extend ed Nego t iatio n Matrix
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on_no_conditio n on no condition con
ict
if _necessary if necessary

dont_c are dont_c are
if _possibl e if possible

unconditio nal con
ict unconditional

Despite these adjustments, describing security require-
ments in CQML + raises some new problems, which are
pointed out in the next section.
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4. PROBLEMS OF EXISTING AP­
PROACHES

It would be desirable to use existing techniques for quan-
ti tati ve propert ies to describe security propert ies in order to
simpli fy uni�ed treat ment .

However, there are someproblems if we t ry to describe se-
curi ty requirements with CQML + . A closer look at descrip-
ti ons of QoS-related and security properties reveals some
import ant di�erences. Fi rst of all , the approaches for quan-
ti tati ve properties inherentl y describe the semanti c of these
propert ies. If the user demands low_delay for the video
stream, thi s can be expressed directl y by response t imes on
a lower abstract ion level. The requirements on other com-
ponents (fast_response ) as well as the requirements on the
resources (fast_network ) can be directl y derived. In con-
trast, descriptions of securit y requirements considered here
capture the weighti ng of users but not the semanti c of secu-
rit y properties themselves.

Furthermore, QoS-related properti es are in pri ncipal han-
dled as supply and demand. The necessity for negotiati on is
obvious for securit y properti es but also necessary for QoS-
related properti es. Especially in case of con
ict ing require-
ments it is necessary to de�ne the preference of requirements
in order to make a decision.

We have to decide at which level security requirements
shall be describ ed. There are di�eren t meta-levels of com-
ponents [2]: speci�cati on, implementation, instal lati on, and
instanti ati on. As described in Sect. 2.1, QoS-related prop-
erti es are usually assigned to implementat ions. Pro�les de-
scribe di�eren t operating modesthat can be chosen depend-
ing on demands. However, security requirements should not
explicitl y depend on the operating mode of a component .
Therefore, we suggestto assign security requirements to the
speci� cati on of a component.

Further security demands of users or others, e.g., the
server providers themselves, may result in requirements on
the container it self or on all components equally [9]. So it
is likely that a system provider wants to execute only \ori g-
inal" components, which are not modi�ed by others than
the component providers. Components have to be signed
by their providers to allow to test their integrity and ac-
countabi li ty upon ini tial izati on. CQML + does not directly
consider such global requirements. Therefore, they need to
be forwarded by uses/provides clauses. But these are in
fact rat her inappropriat e for thi s purp ose. It would be more
desirable to let the contai ner make global demands.

If we try to use CQML + to describe security require-
ments, we also have to solve the question of which clauses
to use for expressing requirements. We could either use
uses/provides or resources clauses. Specifying securit y as
resources is generally unsuit able. A resource is demanded
for and can be provided by the system or not. It would be
semant icall y curious to specify that a resource must not be
used.

Therefore, we had a look at uses/provides clauses. How-
ever, these are dedicated for specifying supply and demand.
To enable negotiati on, we would have to intro duce cyclic
speci� cati ons. For an interface, each component has to spec-
ify its demands, but it also has to receive demands of other
components it wants to use.

Result ing problems are pointed out in [7] and shall be
summarized in the following. Let us assume that the com-

ponent B of the example in section 2 provides functi on
getVideo as part of BookingInterface exposed as port
booking :

interface BookingInterface {
VideoStream getVideo(String title, String name);

}

component A{
uses BookingInterface myPort;

}

component B{
provides BookingInterface booking;

}

As stated in section 2.2, the user (component A) wants
con�den tia lit y only if necessary, whil e the video server (com-
ponent B) unconditional ly demands con�den ti ali ty. To en-
able a successful negotiati on, the interval of the provides
clause has to be part of the uses clause's interval of accept -
able values[1].Therefore, [7] int roducesa number of quality
statements to express proper provides clauses for possible
securit y requirements. For our example, we need a suitable
provides descripti on for if_necessary and unconditional :

// for if_necessary:
quality confidentiality_all (op:o peration)
{

confidentiality(op) = on_no_conditio n or
confidentiality(op) = if_necessary or
confidentiality(op) = dont_care or
confidentiality(op) = if_possible or
confidentiality(op) = unconditional;

}

// for unconditional:
quality confidentiality_all_but_o n_no_condition
(op:operation)
{

confidentiality(op) = if_necessary or
confidentiality(op) = dont_care or
confidentiality(op) = if_possible or
confidentiality(op) = unconditional;

}

Using these speci�ca tions, we can express components'
requirements as follows:

profile confidentiality_if_necess ary for A {
uses confidentiality_if_necessary

(myPort.getVideo);
provides confidentiality_all

(myPort.getVideo);
}

profile confidentiality_unconditi onal for B {
uses confidentiality_unconditional

(booking.getVideo);
provides confidentiality_all_but_on_ no_condition

(booking.getVideo);
}

However, the semanti c of uses/provides in CQML + can-
not be met. Actual ly, for QoS-related properti es the \nego-
ti ati on" may restrict the uses interval of acceptable values.
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That is the reason why the provides interval must be part
of the uses interval as cited above, e.g., [10::12] would be a
permissible rest rict ion of [10::15] but [9::11] would not. A
successful negotiati on w.r.t . QoS-related propert ies would
yield exactly the value speci�ed in the uses clause regard-
less of any restri cti ons, e.g., simply the value 10 out of the
interval [10::12] above. This is not problematic at all be-
causethe uses clause just meansthat the using component
is able to process all possible input data of the speci�e d do-
main . The fact that the usedcomponent doesnot accept all
possible values of this interval has no e� ect on processing.

In case of negotiation, however, each weight ing speci�es
a certain negotiation strat egy. Therefore, valid results of
a negotiati on have to be a acceptable weightings for both
components|as one can conclude, it has to be the stronger
weighti ng. The negotiation speci�ed in the uses clause is
only the result of negotiat ion when two components with
identi cal demands are connected. So negotiati on in the
example above results in unconditional . Even if both
if_necessary and unconditional would lead to enforc-
ing the protecti on goal, we have to prevent the stronger
weighti ng for further negotiat ions. Therefore, instead of
if_necessary as speci�ed in the uses clause, negotiat ion
has to yield unconditional .

5. PROPOSEDSOLUTIONS
Fi rst of all , we needtwo stagesfor uni�ed treatm ent of se-

curi ty and other non-functi onal propert ies: (i ) negotiation
of concurring requirements and (ii ) enforcement of require-
ments.

At the �rst stage, there has to be a negotiation between
di� erent requirements. We have to specify st rategies for
con
i cti ng situati ons as already sketched for the extended
semantic of security requirements. However, we wil l need
more comprehensive language features if we want to de-
scribe further preferences. To give an example: Users also
want to specify which of the security requirements may be
reduced �rst, e.g., whether con�den ti ali ty is more important
for them than accountabi li ty. We have not yet considered
trade-o�s between con
i cti ng quanti tati ve demands like per-
formance and quali ty of the data. Until now, we have not
yet been able to implement a convenient way to negotiate
quanti tat ive properti es between di� erent nodes as well.

For a real negotiati on we needa new semanti c. As we have
seen in the example above, it is inappropriate to just allow
reducing the provides domain for a real negotiat ion. This
is only su�ci ent for supply and demand. Instead, we needa
language feature that allows results of negotiati ons to di�er
from values speci�e d by uses clauses. The resulting value
must not con
ic t with requirements of part icipants. The
exist ing uses/provides clauses are inappropri ate for thi s
purp ose. At the moment, we use an XML-based descrip-
ti on format to specify the weighting for negotiati on. The
following code snippet shows the server provider's security
demands for the booking component B's booking port as an
example:

<negotiation_settings>
<preference>

confidentiality, integrity,
accountability, quality

</preference>
<demand

component_spec="B"
interface="booking"
confidentiality="unconditional"
integrity="if_necessary"
accountability="if_possible"
preference="confidentiality,

accountability, delay"/>
</negotiation_settings>

Potenti ally con
i cti ng requirements are listed as single
items within the demandelement, together with their weight -
ing. An explicit preference li st can describ e the ordering
in which single requirements may be reduced if they are not
weighted as uncondit ional. These preferences can be de-
clared globally for all demands or overridden per demand.
We currently align the XML -bindi ng of CQML + for bett er
interoperabil it y with the negotation settings format.

The components' runti me environm ent has to provide a
set of rul es to support comprehensive negotiat ion. Careful
study of interferencesbetween single propert ies is necessary
for this. First of all , a plausibi li ty test for requirements of
single components is necessary. Second, the runt ime envi-
ronment has to negotiate the resulting requirements on the
application. Part icipants have to be informed in caseof con-

i cts.

At the secondstage, the runt ime environment t ries to en-
force the requirements. Now the system tri es to connect
components by processing CQML + statements. The strat -
egy of restricting requirements is predetermined by the re-
sult of the �rst stage. The result of the second stage is sent
to the other parti cipants. Becausethey have negotiated a
valid strategy for reducing, each result of the second stage
is acceptable for them. Therefore, both use the result with
less demands for computat ional power, i.e., the con�gura-
ti on both can ful�l l. The current protot ype of our model
[4, 3] performs negotiati on by iterat ively aligning con
ict ing
demands, but we will also try to �nd an analyt ical solution
to thi s optim izati on problem.

To provide multi lat eral security, we have to enable the
parti cipants to set their requirements. That meansthat the
descriptor which de�nes the negotiati on settings is not wri t-
ten only by the component provider. The server provider as
well has to be enabled to con�gure his preferencesand, if
necessary, to overwrite requirements suggestedby the com-
ponent provider.

6. SUMMARY AND OUTLOOK
In this paper, we have discussed possible steps towards a

uni� ed treatm ent of security and other non-functi onal prop-
erti es. We have mainly considered the issues of negotiat-
ing between potent ial ly con
i cti ng requirements and how
to raise the semanti c of existing approaches to the level of
components. Our current solution uses di�eren t languages
to describe negotiat ion preferencesand quant ita tiv e proper-
ti es. Even if these di�eren t languagesare used at di� erent
levels, we need clear interfaces between these levels. There-
fore, a uni�ed speci�cati on languageis desirable. There are
two possible ways: A new speci�cati on language covering
both negotiati on and description of quanti tati ve properti es
on one hand. On the other hand, the exist ing CQML + can
be extended to allow to cont rol the negotiat ion as sketched
in Sect. 5. To reuse exist ing solutions as far as possible, we
are currently investigating the latter alternat ive. A uni�ca-
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ti on of concepts and descript ions would however provide a
cleaner soluti on.

Exist ing CQML + requires consideration of further de-
mands, e.g., a suitabl e description for the semanti c and the
enforcement of security propert ies would be needed. Ad-
dit ional meansfor describing global (security) requirements
would also become necessary in contrast to the current prac-
ti ce of attaching all requirements to components.

Summarizing the problems pointed out with exist ing lan-
guages,the model has to be extended to support all compo-
nent meta-levels in a uni�ed manner and global requirements
on the runt ime environm ent .
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Abstract

Some security concerns, such as secrecy and integrity,
are sensitive to 
ow of information in a program exe-
cution. We proposed a new pointcut to aspect-oriented
programming (AOP) languages in order to easily imple-
ment such security concerns as aspects. The pointcut
identi�es join points based on the origins of values, and
can be used with the other kinds of pointcuts in existing
AOP languages. This paper presents an example how
the pointcut can be applied to an integrity concern in a
web-application.

1 Introduction

Techniques to build secure software systems are crucial
for rapid development of network-based software systems
in open network environments. Many techniques have
been proposed such as runtime inspection, program ver-
i�cation, and encryption. For example, a program veri-
�cation technique can identify problems that potentially
leak secret information to untrusted parties[9].

Application of those security techniques to a soft-
ware system often becomes crosscutting concerns as
security is usually related to several participants to
the system, such as a resource to be protected,
and trusted/untrusted third-party program and data.
Aspect-oriented programming would be useful program-
ming technique to modularize those security concerns.
In fact, there have been several studies that apply AOP
to modularize access control[3] and that propose an AOP
language for supporting authentication[13]. However, as
far as the authors' knowledge there have been few stud-
ies to support the 
ow of information in AOP languages
although it is a crucial concept for ensuring secrecy and
integrity of software systems[9].

Based on the above observation, we proposed a mech-
anism that supports the 
ow of information in an AOP
language[8]. The mechanism o�ers a new pointcut prim-
itive into AspectJ-like AOP languages in order to con-
cisely determine the 
ow of information in aspect def-
initions. The mechanism is being implemented as an
extension to AspectJ language. This paper presents,

A
web-application

C
attacker

B
web-browser

1. directs B
to send a request to A

2. sends a
request with

a script
3. returns a

response with
the script

5. sends secret
information

4. executes the script as if it is from A

Figure 1: An Exploit of a Cross-site Scripting Problem

by taking an example security concern, how a secu-
rity concern crosscuts web-applications and how our new
pointcut primitive enables modularization of the con-
cern. Detailed description of the new pointcut primi-
tive and their implementation issues can be found in the
other literature[8].

We propose a new kind of pointcut, called dflow
pointcut, that identi�es join points based on the ori-
gins of data. It is designed as an extension to AspectJ's
pointcut language; dflow pointcuts can be used in con-
junction with the other kinds of pointcuts in AspectJ.
This makes it easy for the programmers to adoptdflow
with minimal e�orts.

The rest of the paper is organized as follows. Section 2
gives an example problem. Section 3 presents the design
of the data
ow-based pointcut, and how it can solve the
problem. Section 4 discusses related work. Section 5
summarizes the paper.

2 Example: Security Problem in
Web-Applications

2.1 Cross-site Scripting Problem

Cross-site scripting is a security problem in web-
applications. By exploiting a 
aw of a web-application,
an attacker can reveal secret information from the
browser of the web-application's client[1]. The follow-
ing scenario with three principals, namely (A) a web-
application, (B) a web-browser of a client of A, and (C)
an attacker, explains an attack (Fig. 1).
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Registration
doPost(req,res)

Servlet
doPost(req,res)
doGet(req,res)

Failure
doPost(req,res)

Inventory
doPost(req,res)

...

Request
getParameter(key)
setAttribute(key)
getAttribute(key)

Response
getWriter()

Figure 2: Structure of a Web Application

The problem could have been avoided if A did not re-
turn the malicious script as a part of the response to B. A
solution to this problem on the A's side is not to generate
pages by using a string that comes from any untrusted
principal. A simple implementation is to remove special
characters that constitute scripts from strings that come
from untrusted principals, and to replace them with non-
special (or quoted) characters. This solution is usually
called sanitizing.

We here de�ne a following sanitizing task for a web-
application:

Assume that the web-application is to gener-
ate a web page1. When a string that originates
from anyone untrusted by the web-application
appears in the generated page, it replaces spe-
cial characters in the string with quoted ones.

2.2 How Sanitizing Crosscuts a Web Ap-
plication

In the web-applications that dynamically generates
many pages, the sanitizing can be a crosscutting con-
cern because its implementation could involve with many
parts of the program. Here, we assume a web-application
on Java servlets framework, which de�nes a class for
each kind of pages. Fig. 2 shows a class structure of
the web-application. Each Servlet subclass represents
a particular kind of pages. When a client browser sends
a request for a URL, the framework automatically cre-
ates an instance of a respectiveServlet subclass, and
then invokes doPost (or doGet, etc.) with objects rep-
resenting the request and a response. The method can
read values to the input �elds from the request object,
and generates a new page by writing into a stream in
the response object. Alternatively, a method can dele-
gate another method to generate a page after performing
some process.

Fig. 3 shows de�nitions of some of theServlet sub-
classes. WhendoPost method of Registration class

1Another approach is to replace special characters when the
web-application receives strings from browsers. It is not r ecom-
mended because the replacement might a�ect the intermediat e
process unexpectedly. Also, it can not sanitize strings tha t come
to the application via methods other than HTTP[2].

is invoked, it merely checks whether the requested ID
is found in the database, and transfer itself to either
Inventory page or Failure page. In Failure class, it
displays a message of failure with the requested ID. It
also places a link to the previous page by reading infor-
mation in the attributes of the request.

The sanitizing task is to wrap the call to
getParameter method in Failure class with a method
that replaces special characters. Although the task needs
to change only one place in the application, it crosscuts
the application because the similar modi�cations need to
be done in many sibling classes when those classes also
use the results fromgetParameter for responding.

2.3 Usefulness of Data
ow

Since the sanitizing task crosscuts, it looks a good idea
to implement it as aspects. However, it sometimes is not
easy to do so with existing pointcut-and-advice mech-
anisms because they do not o�er pointcuts to address
data
ow, which is the primary factor in the sanitizing
task.

The problem can be illustrated by examining
the (incomplete) aspect de�nition in Fig. 4. The
respondClientString pointcut is supposed to intercept
any join point that prints an unauthorized string to a
client. (By unauthorized, we mean that a string is cre-
ated from one of client's input parameters.) With prop-
erly de�ned respondClientString , the task of sanitiz-
ing is merely to replace all special characters in the unau-
thorized string, and then continue the intercepted join
point with the replaced string 2.

With existing kinds of pointcuts, it is not possible to
write an appropriate respondClientString in a declar-
ative manner.

� First, a straightforward de�nition is not appropri-
ate. For example, the following pointcut will in-
tercept strings that are to be printed as a part of
a response to a client. However, it will intercept
strings including `authorized' ones:

pointcut respondClientString(String s) :
call(* PrintWriter.print*(String))
&& args(s) && within(Servlet+);

� Second, even if one could write an appropriate
pointcut de�nition, the de�nition is less declarative.
For example, an appropriaterespondClientString
could be de�ned with auxiliary advice declarations
that detect and trace unauthorized strings. How-
ever, those advice declarations are not declarative

2 In AspectJ, proceed is a special form to do so. When the
formal parameters of the advice (i.e., s) is bound by args point-
cut (e.g., args(s) ), the arguments to the proceed (i.e., quote(s) )
replace the original arguments in the continued execution.
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class Registration extends Servlet {
void doPost(Request req, Response res) {

String id = req.getParameter("ID"); //read input field
if (<id is found in the database>)

<transfer to an Inventory page>
else {

req.setAttribute("PREV", req.getURL()); //store curren t URL as an
<transfer to a Failure page> //originating address of the

} //transferred page
}

}

class Failure extends Servlet {
void doPost(Request req, Response res) {

PrintWriter out = res.getWriter();
out.println("<HTML>...Login failed for: ");
out.println(req.getParameter("ID")); //read input fiel d & print
out.println("...<a href=");
out.println(req.getAttribute("PREV")); //back to the or iginating page
out.println(">go back</a>..."); //by using the stored add ress

}
}

Figure 3: Implementation of Servlet Subclasses
(Type names are abbreviated due to space restrictions.)

because they have to monitor every operations that
involve with (possibly) unauthorized strings.

In order to de�ne respondClientString in a declarative
manner, a pointcut that can identify join points based
on the origins, or data
ow , of values is useful. The next
two reasons support this claim.

First, data
ow can use non-local information for de-
termining the points of sanitizing. For example, the re-
sult of getAttribute in Failure class in Fig. 3 needs
no sanitizing because if we trace the data
ow, it turns
out to be originally obtained by getURL (i.e., not by
getParameter ) in Registration class.

Second, data
ow can capture derived values. For ex-
ample, assume that a web-application takes a parame-
ter string out from a client's request, and creates a new
string by appending some pre�x to the string, the new
string will also be treated as well as the original param-
eter string.

3 Data
ow Pointcut

We propose a new kind of pointcut based on data
ow,
namely dflow . This section �rst presents its syntax and
example usage for the simplest case, and then explains
additional constructs for more complicated cases.

3.1 Pointcut De�nition

The following syntax de�nes a pointcut p:

p ::= call( s) j args( x, x, : : :) j p&&p j p|| p
::= dflow[ x, x]( p) j returns( x)

where s ranges over method signature patterns andx
ranges over variables.

The second line de�nes new pointcuts.
dflow[ x, x0]( p) matches if there is a data
ow from
x0 to x. Variable x should be bound to a value in
the current join point. (Therefore, dflow must be
used in conjunction with some other pointcut, such as
args( x) , that binds x to a value in the current join
point.) Variable x0 should be bound to a value in a past
join point matching to p. (Therefore, p must have a
sub-pointcut that binds a value to x0.) returns( x) is
similar to args , but binds a return value from the join
point to variable x. This is intended to be used only in
the body of dflow , as a return value is not yet available
when a current join point is created.

By using dflow , the pointcut for the sanitizing task
can be de�ned as follows:

pointcut respondClientString(String o) :
call(* PrintWriter.print*(String))
&& args(o) && within(Servlet+)
&& dflow[o,i](

call(String Request.getParameter(String))
&& returns(i));
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aspect Sanitizing {
pointcut respondClientString(String s) : ...; // incomple te

Object around(String s) : respondClientString(s) {
return proceed(quote(s)); //continue with sanitized s

}

String quote(String s) {
return <replace all special characters in s>;

}
}

Figure 4: (Incomplete) Aspect for the Sanitizing Task

The second line is not changed from the one in Sec-
tion 2.3, which matches calls to print methods in
Servlet subclasses, and binds the parameter string to
variable o. The dflow pointcut restricts the join points
to such ones that the parameter string originates from a
return value of getParameter in a past join point.

3.2 Data
ow Relation

The condition how dflow pointcut identi�es join points
can be elaborated as follows: assumex is bound to a
value in the current join point, dflow[ x, x0]( p) matches
the join point if there exists a past join point that
matches p, and the value of x originates from a value
bound to x0 in the past join point. By originating from
a value, we mean the value is used for deriving an inter-
ested value. For example, when two strings are concati-
nated, the concatinated string originates from those two
strings. We let the originating-from relation be transi-
tive; e.g., the origins of the two strings are considered as
the origins of the concatinated string as well.

The originating-from relation is de�ned as follows. Let
v and w are two values. v originates from w when

� v and w are the identical value, or

� v is a result of a primitive computation using
u1; : : : ; un , and ui originates from w for somei (1 �
i � n).

The above de�nition is su�cient for languages only
with primitive values. When a language also has com-
pound values, such as arrays and objects, we need to
extend the matching condition for dflow . Although it
needs further study to give a feasible condition, we ten-
tatively extended the de�nition in the following ways.
dflow[ x, x0]( p) matches when the value ofx or a value
reachable from the value ofx originates from the value
of x0 or a value reachable from the value ofx0.

3.3 Excluding Condition

We also de�ned an extended syntax ofdflow for ex-
cluding particular data
ows. We call the mechanism
bypassing .

A motivation of bypassing can be explained in terms
of the sanitizing task. Assume aServlet subclass that
manually quotes the client's inputs:

class ShippingConfirmation extends Servlet {
void doPost(Request req, Response res) {

PrintWriter out = res.getWriter();
String address =

quote(req.getParameter("ADDR"));
out.print("...Please confirm address:");
out.print(address);
...

}
}

When an object of this class runs with Sanitizing as-
pect after �lling its pointcut de�nition with the one in
Section 3.1, the aspect intercepts method calls that print
address in ShippingConfirmation . As address has
already quoted string, it doubly applies quote to the
quoted string.

The following extended dflow syntax excludes
data
ows that go through certain join points:

p ::= dflow[ x, x]( p) bypassing[ x]( p)

Intuitively, a bypassing clause speci�es join points that
should not appear along with a data
ow. By using
bypassing , the following pointcut avoids intercepting
quoted strings:

pointcut respondClientString(String o) :
call(* PrintWriter.print*(String))
&& args(o) && within(Servlet+)
&& dflow[o,i](

call(String Request.getParameter(String))
&& returns(i))

bypassing[q](call(String *.quote(String))
&& returns(q));
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quote

"John" "<SCRIPT...>"

"John<SCRIPT...>"

"John"

(a) matches

quote

"John" "<SCRIPT...>"

"John&lt;SCRIPT..."

"John"

(b) not matches

quote

"&lt;SCRIPT..."
i

i

q

o

q

i

q

o

i

Figure 5: How data
ow is restricted in dflow[o,i](...) bypassing[q](...) .

The bypassing clause requires thato (an argument to
print method) to originate from i (a return value from
getParameter ) but not through q (a return value from
quote ) after i .

Precisely,bypassing requires existence of at least one
data
ow that does not go through join points matching
to the pointcut in the bypassing clause. Fig.5 illustrates
computations that generate concatenated strings from
two strings. Assume that the original strings at the top
of the �gure are the results of getParameter in the above
example. Then the dflow pointcut with bypassing
clause matches the computation (a) because there is a
data
ow to the string at the bottom of the �gure with-
out going through quote . On the other hand, it does
not match the computation (b) because all data
ows go
through quote ; i.e., there are no data
ows bypassing
quote .

The semantics ofbypassing clause can be de�ned by
slightly extending the originating-from relation. Let v
and w are two values. v originates from w bypassingx
in p, when:

� there have been no such a join point that matches
p and the value bound to x is identical to v, and

� either of the following conditions holds:

{ v and w are the identical value, or

{ v is a result of a primitive computation using
u1; : : : ; un , and ui originates from w bypassing
x in p for somei (1 � i � n).

3.4 Explicit Data
ow Propagation

We provide an additional declaration form that speci-
�es explicit propagation of data
ow through executions
in external programs. This is useful in an open-ended
environment, where a program runs with external code
whose source programs are not available (e.g., a class
library distributed in a binary format).

A declaration is written as a member of an aspect in
the following form:

declare propagate: p from x, x, : : : to x, x, : : :;

where p and x range over pointcuts and variables. The
form requests that, when a join point matching to p is
executed, it will regard that the values of the to -variables
originate from the values of the from-variables.

For example, assume that a program usesupdate
method of Cipher class for encryption (or decryption),
but the system has no access to the source code of
the class. With the following declaration, the system
will regard that the return value from Cipher.update
originates from its argument. As a result, if a string
matchesdflow pointcut, the Cipher encrypted string of
the string also matches to thedflow pointcut.

aspect PropagateOverEncryption {
declare propagate:

call(byte[] Cipher.update(byte[]))
&& args(in) && returns(out)
from in to out;

}

The propagate declarations are designed to be
reusable; i.e., once someone de�ned propagate declara-
tions for a library, the users of the library merely need
to import those declarations to track data
ow over the
library.

The propagate declarations would be su�cient for the
libraries that have only data
ows between input and out-
put parameters. Coping with more complicated cases,
such as the ones involving with structured data or the
ones with conditional data
ows, is left for further study.

4 Related Work

There are systems that can examine data
ow in a pro-
gram either in a static or dynamic manner (e.g., Con-
�ned Types[10] and taint-checks in Perl[14]). Those are
useful for checking security enforcement. On the other
hand, when a breach of the security enforcement is found
by those systems, the programmer may have to �x many
modules in the program without AOP support.

Information 
ow analyses (e.g., [11]) can detect a se-
cret that can leak by indirect means, such as the con-
ditional context and timing. For example, the following
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code does not have direct data
ow fromb to x, but in-
formation about b indirectly leaks in x:

if (b) { x = 0; } else { x = 1; }

As we have shortly discussed, our data
ow de�nition
only deals with direct information 
ow. It does not re-
gard a data
ow from b to x. Extending data
ow de�ni-
tion to include such indirect information 
ow, is left for
future study.

Giving more expressiveness to pointcuts in AOP lan-
guages are studied in many ways. Some o�er point-
cuts that can examine calling context[5], execution
history[12], and static structures of a program[4].

Demeter is an AOP system that can declaratively
specify traversals over object graphs[6, 7]. It allows to
examine relation between objects, but the relation is
about a structure of data in a snapshot of an execution.

5 Conclusion

We presented dflow pointcut in aspect-oriented pro-
gramming (AOP) languages and its application to san-
itizing aspect for web-applications. Since the pointcut
identi�es join points based on the data
ow of values, it
enables the programmers to write more robust pointcuts
in aspects that are sensitive to information 
ow.

Although the pointcut primarily aims at security con-
cerns, we believe that its applications are not limited to
such. Our plan is to apply the pointcut to many pro-
grams, such as the other kinds of security concerns.

The design space of thedflow pointcut is large enough
for further study. Especially, to �nd a right balance be-
tween the declarativeness of the pointcut and the run-
time e�ciency is crucially important. It will also be
crucially important to give a formal framework of dflow
pointcut so that we can reason about completeness of
the semantics.
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ABSTRACT  

This paper shows how aspects can be successfull y employed in 
the support of system evolution. The context is a case study on 
migrating a legacy client-server application to overcome the 
security problems associated with ‘message tampering’ attacks. 
The focus is on authorization issues in which aspects are used to 
add a security mechanism based on digital signatures. The 
approach provides for future evolution of the system. In 
particular, it is shown how factoring of aspectual concerns allows 
the scope of the security boundary to be varied, illustrating reuse 
of the aspects. 
Whilst the aspects are added non-intrusively, it is demonstrated 
how aspects can modify the control-flow behaviour of a server. 
We propose a programming idiom that conforms to Design by 
Contract. 

Categories and Subject Descriptors 
D.3.3 [Programming Languages]: Language Constructs and 
Features  

General Terms 
Design, Experimentation, Security, Standardization, Languages 

Keywords 
Aspects, security, legacy system 

1 INTRODU CTION 
 

The work reported on here arose from the need to extend a case 
study that our third year undergraduate students use in their study 
of distributed systems. The package is based around a home 
banking system written in Java that supports multiple distributed 
bank servers as well as many home users. It consists of a number 
of separate networked modules dealing with a variety of 
middleware issues including load balancing and routing. Whilst 
the system is not large by comparison with real home banking 
systems, it is large enough to present real problems in terms of 
scale and complexity. Over the years, the system has been 
extended and modified as new features were introduced and 
software engineering principles such as refactoring were 
employed. Our most recent requirement was to extend the security 
faciliti es within the system and we felt that it would be useful to 

students if we were to approach the problem using aspects. 
Indeed, the package has been so extensively modified that it 
exhibits all the properties of legacy software, in particular: 
modifications to the original specif ication by different people with 
variable amounts of documentation of dubious qualit y. We felt 
that the time to make even small modifications would be 
prohibitive and we did not wish to change the existing course 
materials that describe the system. Therefore, extending the 
system in a non-intrusive manner should be a good test of the use 
of aspects and should enable us to continue to grow the system in 
a comprehensible way. Our aim is not to address all security 
issues, for example we do not address issues of Decentralized 
Trust Management [3]. In this paper we report on the problems 
we encountered, how the problems were overcome and the 
insights we gained into AOP. 

A number of researchers [5, 15, 16] have identified reasons why 
aspects are a good mechanism for improving security in software 
systems:  

�  Current approaches to the development of security 
architectures for appli cations result in software that has 
application code tangled with security code [16]. Techniques 
that help to control and reduce this pervasiveness should be 
exploited.  

�  Security experts will  be able to better focus their efforts on 
security issues if these are concentrated and separated from 
the rest of the application. 

In [5] it is discussed how security requirements can be viewed 
through a number of questions: how, what, where and when 
should security issues be addressed in the appli cation.. In the past, 
there have been successful attempts to factor out some of these 
questions. That is, what and how can be addressed, for example, 
through the use of libraries, for cryptography, or through a service 
such as JAAS, the Java Authentication and Authorization Service. 
However, the question of where, for example, should each 
security concern be implemented at the beginning of each method, 
or only in some methods? and the question of when, for example, 
should a concern be addressed when some application condition is 
satisfied or not? are both still  tangled with the appli cation. This is 
because the calls to the security libraries or services have to be 
made from within the application. Currently, aspects are 
beginning to address some of these where and when issues. For 
example, [11] discusses how to make calls to JAAS using aspects. 
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In our work we have used aspects to implement authorization 
requirements based on digital signatures. We were able not only 
to separate the lower level mechanism of implementing a digital 
signature, but also to factor out the policy of where we want this 
security concern to be applied. 

The use of aspects in software development has been divided into 
two categories [2, 10]: development and production aspects. 
Development aspects can be used during the development of 
applications to facilitate debugging, testing and performance 
tuning, and are not part of the final build of the application. In our 
work we made use of logging aspects to assist in debugging. 
Production aspects are intended to be included in the build of an 
application, and provide additional functionality for the 
application. There is evidence that production aspects are helpful 
in factoring the design of green-field developments [1, 9], as well  
as for existing systems [3, 6]. In this paper we explore their 
application in the evolution of a legacy system, under the strict 
constraint that no changes are to be made intrusively.  

Our work is based on the use of a case study encompassing 
multiple servers in a prototype home banking application. The 
existing system is secure to the degree that users must log-on 
before accessing an account. However, messages between clients 
and servers are not signed, exposing the system to attacks caused 
by message tampering. Our initial goal in this work was to add 
digital signatures to the system to enhance the authorization 
mechanisms. We focused on authorization issues simply to clarify 
the separation of concern issues. Having achieved this and solved 
some interesting but unexpected problems concerning the degree 
of interaction between an aspect and the legacy code, we turned 
our attention to future system evolution. We give a specific 
illustration of evolving the system, in the light of revised security 
requirements involving a transfer of responsibilit y for signing and 
checking messages between servers. We discuss the benefits of 
well designed aspects that are reusable in system evolution. 

The paper is organized as follows. In section 2, we discuss related 
work and present relevant detail s of the case study. In section 3, 
we specify our initial additional security requirements and discuss 
the design and implementation necessary to meet them. In 
particular, we describe the diff iculties of developing aspects that 
must modify control flow behaviour and how the exception 
mechanism is of assistance in solving this problem. Furthermore 
we show how our aspects were factored to enhance separation of 
concerns. In section 4, we introduce a requirement to move the 
security boundary and show how the factoring of our aspectual 
security code smoothes the evolution of the system. Section 5 
draws conclusions and outlines future work. 

2 BACKGROUND AND RELATE D 
WORK 

 

2.1 Related Work 
 

Security is increasingly becoming an area that attracts the 
attention of the AOSD community. In many ways security 
represents an ideal candidate for the separation of concerns, 
because it permeates all areas of software systems. Security would 
thus benefit from techniques that help to structure and modularize 
it. 

One example of using security aspects is to modularize access 
control. In [6] authentication is separated from the appli cation, 
here an FTP server. Aspects were used to perform the task of 
checking username/password combinations, while other aspects 
represented the authenticated user thus holding important security 
information for the duration of an FTP session.  

A different approach to modularizing access control is presented 
in [11]. Laddad shows how JAAS, the Java Authentication and 
Authorization Service can be added to appli cations using aspects, 
rather than making calls to this service from the appli cation code.  

Security issues can also relate to the notion of secure code: many 
programming languages have features that can easil y be used in 
such a way as to leave security flaws. In [15] Viega, Bloch and 
Chandra discuss how aspects can help developers to be consistent 
in their implementation of security poli cies by, for example, 
checking that call s to the SecurityManager are included where 
needed, replacing all calls to non-secure functions by call s to 
secure functions, providing buffer overflow protection or logging 
data that may be relevant to security.  

An alternative approach to implementing non-functional 
requirements is the use of reflection language 
systems/architectures. In particular Welch and Stroud [16] present 
a portable approach based on their Kava meta-object protocol. 
They present a case study in which a security system based on 
proxies and inheritance is re-implemented using Kava. This 
results in better enforcement of security but the use of reflection 
does raise issues of efficiency. Their approach is portable as it is 
not dependent on specialized language systems or architectures as 
is the case with most other work on reflection. 

Other work has looked at the factorization of middleware software 
[17], based on a mining approach to discover scattered code in 
legacy systems that can be refactored as aspects. This is in 
contrast to the work presented in this paper where we are adding 
functionality. 

2.2 The Case Study 
 

The case study that we are working on was developed as a tool for 
ill ustrating concepts in concurrent programming and for 
ill ustrating software engineering techniques. As such, the software 
has been continuall y amended as new requirements were 
specified. 

The system was based on the following scenario. A bank wished 
to provide its existing customers with the abilit y to perform a 
number of different banking transactions using their home 
computers. The bank started this development from the point at 
which a customer already had one or more accounts at one or 
more of its branches and each branch had a computer-based 
banking system to maintain its accounts. In addition, the branch 
computers communicated with a central machine at the bank’s 
headquarters. The architecture of the home banking system is 
shown in Figure 1. 
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Figure 1 The home banking system 

A Branch Server is an existing branch system: there are many 
branches. The Client represents a customer’s machine. Between a 
Client and its Branch Server are three items of middleware. The 
Queue Server interfaces with all Clients and queues customer 
requests before passing them on to the Proxy Server. One of its 
purposes is to smooth out the flow of requests to the Proxy 
Server. The Proxy Server acts as a router, using the customer’s 
account number to route the request to the appropriate branch. 
The Proxy Server uses the facilities of the Name Server to 
determine the IP address of the appropriate Branch Server. The 
home banking system was designed so that each of the servers 
could be hosted on separate machines. Indeed, there is provision 
for installing multiple Proxy Servers should the loading on a 
single server become too high. It was envisaged that the Queue, 
Proxy and Name Servers would be housed at the bank’s 
headquarters. The shaded area illustrates that the Queue Server 
acts as an interface between the Clients and the Servers and deals 
with some security concerns. 

Client requests are in the form of asynchronous messages 
packaged as strings constructed according to a proprietary 
protocol known to each server. Every message contains the 
customer’s identifier and account number. Responses to client 
requests are also messages conforming to a specific protocol and 
are routed back from the Branch Servers via the Proxy and Queue 
Servers to the Client. The Queue Server is responsible for 
forwarding a response to the appropriate client. 

In the initial prototype implementation, security is minimal: 
authentication is performed by the Branch Server using a single 
password. Client requests are rejected by the Queue Server unless 
the client has successfully logged-in. If the Queue Server receives 
a login request message it passes it directly to the appropriate 
Branch Server for authentication. The Branch Server returns a 
message to the QueueServer and the Client indicating whether or 
not the authentication succeeded. If the login is successful, the 
Queue Server will accept all future requests from that Client until  
the client ends the session. 

3 Adding Digital Signatures 
 

The principle of digital signatures is to calculate a signature based 
on a given message string, and send this signature along with the 
original message. On arrival the recipient can check whether the 
signature stil l matches the message. By adding a mechanism for 
signing messages using digital signatures we are able to reduce 
greatly the susceptibilit y of our system to ‘message tampering’ 
attacks. Our focus in this research is on authorization: the signing 
and checking of messages, ignoring the separate issue of 
authentication.  

As was outlined above, messages are packaged as strings 
according to proprietary protocols. As messages are passed 
around from server to server, they are taken apart and built up 
again as they get processed. A small change in the protocol at one 
server, or client, wil l impact on all subsequent servers. At each 
point where messages arrive at a server, a thorough checking of 
the message format takes place, and all the action in the server 
depends on this precise format of the message. Altering a message 
format, by adding a digital signature would impact on the main 
code structure in each server. Therefore, aspects are relevant  as 
an implementation technique, because we need to interact with the 
message passing code that crosscuts the system. An alternative 
approach based on the use of the Delegation or Proxy pattern 
would involve restructuring of the legacy code. 

For reasons of traceabilit y from requirements through design to 
implementation, it is important that we relate aspects structurally 
and functionally to the requirements. As we show below, these 
details emerge iteratively with design and implementation of the 
aspectual detail s. These issues, which we explore further below 
suggest that the use of early aspects i.e. at the requirements stage 
[7, 14], exploited within the context of a twin-peaks approach 
[13] aid the development of secure code. 

3.1 Relating Requirements and Aspects 
 

The requirement to improve authorization security through the use 
of digital signatures entail s: 

(1) Generating and checking signatures at appropriate places, 
that is, at a security boundary, and storing user keys at sites 
where the signing of messages and the checking of 
signatures takes place. 

(2) Modifying message handling to allow incorporation of 
signatures in messages. In this system, the Queue Server, 
Proxy Server and Branch Server have legitimate reasons for 
viewing (some of) the contents of a message and therefore 
have to unmarshall  and marshall  the message. 

The initial security boundary, that is the perimeter of an area 
encompassing those parts of the system that are to be secured, 
included all the servers and parts of the clients. The shaded area in 
Figure 2 il lustrates this. Note that the aspects are not required to 
ensure security of the whole of the client. Prior to signing 
messages, security is necessaril y the responsibili ty of some other 
combination of software/hardware. 
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Figure 2: Banking application with security boundary 

 

Our initial design involved two aspects crosscutting the two 
requirements (in addition to crosscutting within, and as it 
emerged, across servers). The aspects were a security aspect  
responsible for generating and marshall ing signatures in the client 
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and an aspect responsible for unmarshalli ng and checking 
signatures in the server.  

In order to remove this crosscutting of the requirements, the 
aspects were factored as follows: 

AG Aspect to generate a digital signature 

AC Aspect to check a digital signature 

AM  Aspect to ensure signature is marshalled 

AU  Aspect to ensure a signature is unmarshalled 

This allows us to factor the aspects across the system in the 
following manner. Aspects AG and AM are used at the ‘signing’  
server, and aspects AU and AC at the ‘checking’ server. This 
factoring also allowed us to remove a degree of crosscutting with 
the original requirements. Our aspects now divide into two forms: 
those concerned with message manipulation (a low level 
mechanism) and those concerned with detail s specific to digital 
signatures (i.e. operating at more of a policy level). This 
distinction is signif icant when considering system evolution, as 
we discuss in section 4. 

3.2 Aspect Details 
 

Here we present the aspects that were developed to implement the 
digital signatures for our authentication service. In this discussion, 
we leave aside the issue of the distribution of the keys, and 
concentrate on some of the problems we encountered during this 
development.  
On the client side, aspects AM and AG were implemented as 
shown in Figures 3 and 4 respectively. We defined a new class 
DigSig with a number of methods to create and check digital 
signatures and a class Packaging with methods to pack and 
unpack messages (these classes are not shown here). Aspect AM 
defines a pointcut which intercepts the moment that messages are 
about to be sent to the server. The banking system communicates 
between its components using sockets, and the messages are sent 
as Strings using the method println(). The around advice ensures 
that marshall ing takes place, using the pack() method from DigSig.  

 

publi c aspect AM { 

 

pointc ut marshal (String anArg): call(* *.println(..)) 

           && (args(anArg)) 

        && target(java.io.PrintWriter+); 

 

vo id around  (String oldArg): marshal(oldArg) { 

   String newArg = Packaging.pack (oldArg, nu ll );   

   proceed (newArg); 

} 

} 

Figure 3  Aspect AM 

 

A separate aspect AG has its pointcut defined on the call  to pack() 
within the around advice of the aspect AM. This ensures that an 

appropriate signature will  be generated and passed on as a 
parameter to the pack() method of aspect AM. 

 

pub lic asp ect AG { 

 

po intcut generateSig (String message, String signature): 

                          within (AM) 

                          && call(* Packaging.pack(..)) 

                          && (args(message, signature)); 

 

String around  (String message,String signature):  

     generateSig (message,signature){ 

     return  (proceed (message,(DigSig.CreateDigSig(message)))); 

     } 

} 

Figure 4 Aspect AG 

The reason for the approach taken here – in AM to pack with a 
null argument that is subsequently replaced by a digital signature 
by AG (createDigSig(message)) – is to enable this security 
mechanism to be changed in the future. 

 

1 publi c vo id run() { 

2    open client sockets for communication 

3    wh ile (true)  //serve for duration of client session  

4       try { 

5    read a client request message 

6    if  (message is not in expected format){ 

7      send Error message to client  

8     continue  

9 }//end if 

10   if  (request is a login command) { 

11     try{ 

12  forward client details to proxy server 

13  get response from proxy server 

14  if  (response == succesfull login){ 

15      log client account number for this session 

16 } 

17 forward response to client  

18     } catch (Exception e1) 

19 }// end if 

20 else  

21     add message to queue 

22       } catch (Exception e2){break} 

23    }// end while 

24    close sockets 

25 } //end run 

Figure 5 Pseudo code for the run method in QueueServerThread 
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On the server side it is the Queue Server where messages from the 
clients arrive and which must implement the checking activi ty. 
Within the Queue Server code is a class named 
QueueServerThread which extends Java’s Thread class. In Java, 
the code that a Thread object executes must be implemented in an 
argument-less public void method named run(). The basic design 
of the run() method in QueueServerThread is shown in Figure 5. 
There is one thread for each client session. 

The run() method is called from the start() method invoked by the 
constructor of QueueServerThread. The run() method contains a 
number of try-catch  statements, as well as loop control 
statements, break and cont inue, which make it diff icult to follow 
the flow of the program. This clearly illustrates why it would be 
best not to tamper with this application! 

The point at which a client request enters the Queue Server is 
found on line 5. This represents a good join point to intercept the 
incoming message. Immediately the message arrives it is validated 
(lines 6 to 9) for things li ke missing command, missing password, 
or attempts to use services without authorization.  If the message 
is found to be invalid, a message is sent to the client and the 
processing of the message stops – the thread returns to the 
beginning of the while loop to obtain the next client message. 
Note that currently the validation of the message does not include 
message tampering checks, and that is what the aspects will  
address by intercepting the message before it undergoes all its 
other validation checks.  

Figure 6 shows the aspect AU which takes care of the 
unmarshalli ng. It uses around advice, which first calls proceed() 
in order to obtain the result of the readline() statement, it then 
converts this using the unpack() method from DigSig, and returns 
the modified message to the program. 

 

publi c aspect  AU{ 

 
pointc ut unmarshal() : call (* *.readLine(..)) 

   target(java.io.BufferedReader+); 

 
String around ()  : unmarshal() { 

String signedMessage = proceed (); 

String unsignedMessage =  

                  Packaging.unpack(signedMessage); 

return  (unsignedMessage); 

} 

} 

Figure 6  Aspect AU 

 

Finally, there is an aspect to check whether the digital signature is 
correct. Ideally, aspect AC should be defined as follows: ‘i f during 
the run() method it is discovered that there is an intruder, then 
stop execution of the run() method for that client session’.  The 
idea being that the discovery of an intruder is suff iciently serious 
that we would not want it to continue processing, and contacting 
other servers with potentiall y harmful data.  

We resolved to define aspect AC as presented in Figure 7.  

 

publ ic  aspect AC { 

 
   pointc ut checkSig (String uncheckedMessage): 

  within(AU) 

  && call(* Packaging.unpack(..)) 

   && (args (uncheckedMessage)); 

 
   before (String uncheckedMessage): 

   checkSig(uncheckedMessage) { 

      if  (!DigSig.IsCorrectSig(uncheckedMessage)) { 

         printWriter.println("E*Aspect intruder"); 

         //any other code to raise alarm 

         throw (new SecurityException()); 

      }//end if 

   } 

} 

Figure 7
1
  Aspect AC 

Notice that we defined a pointcut for AC in the around advice of 
the aspect AU as it does the unmarshall ing, similar to the way 
aspect AG was constructed on top of aspect AM. Aspect AC works 
as follows: it retrieves the unchecked message and ensures that it 
is checked through the DigSig class. If the result of this test is 
false, a message is sent to the client indicating that an intruder has 
been intercepted, and a SecurityException is thrown. It is this 
throwing of the exception which will  ensure that the program wil l 
effectively abandon the run() method. This is because the 
exception thrown in the aspect wil l be caught on line 22 of the 
run() method which has the call  to break to handle the exception. 

It is worth noting that the design of the aspects conforms to a 
more general situation where messages are transmitted 
asynchronously between nodes and are required to be validated on 
receipt. 

3.3. Altering the flow of program and the 
exception  
 
In aspect AC we deliberately allow the aspect to throw an 
exception, in order to cause the program to stop executing the 
method it was in (here, run()). Throwing an exception in an aspect, 
thus causing the original program to change its course in such a 
dramatic way, appears drastic. Before we resorted to this action a 
number of different strategies were explored: 

�  Rewrite the run() method entirely, and make sure that the 
new version is called instead of the original one. This is not 
possible, because the call  to run is hidden within the start() 
method of the library Thread class. In addition, the 
complexity of the existing run() method is such that the risk 
of failing to re-implement it correctly is high. 

�  Alter the values of local variables in the run() method, for 
example setting the message to null , and then picking this up 

                                                                 
1 We have not shown the details of how to obtain access to the 

local variable, printWriter, representing the output stream to the 
client. 
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when the format of the message is checked (see line 6 in 
Figure 5). However, this strategy would tie our aspect a lot 
closer to the actual application code, making it less 
maintainable and less re-usable. 

�  Handle the exception using advice for the run() method.  
This would involve some complications, without mitigating 
the control flow issues of our chosen approach. 

Given that the nature of the aspects is to improve the level of 
security in our application, and in particular to remove the danger 
of tampering with messages going into the bank system, there is 
some justif ication for the more serious action we chose.  

However, this proposal violates two aspect style rules originally 
identified by Kersten and Murphy [9]: 

�  do not allow exceptions introduced by a weave to percolate 
out from the weave, and 

�  before and after advice should not alter the pre- and post-
conditions of a method. 

These two rules together ensure that the application of an aspect 
to a class will  not affect how the class fits into the existing class 
structure, nor will  it modify the contracts between client and 
supplier methods in the existing class structure, which in turn 
makes understanding, debugging and testing of the application 
much easier. 

In aspect AC the exception is thrown deliberately to ‘percolate out 
from the weave’. Had the exception been caught in the aspect, the 
desired effect would have been lost.  

A preferred option would have been to use a dedicated 
aspectException, that is, an exception which can only be thrown 
by aspects. Assuming that such an exception would be a subclass 
of Exception it could stil l be caught within the run() method. Such 
an exception would facilit ate managed interactions between an 
aspect and the control-flow of legacy code. 

With respect to the second style rule, it is an interesting question 
whether the pre- and post conditions of the run() method are 
affected by the exception thrown in the aspect. We argue that the 
pre-condition is not affected, because the design of the run() 
method is such that no assumptions are made about the validity of 
the message string it is designed to work with. The post-condition 
is in fact strengthened by the behavior of the aspect, because the 
original post-conditions of the method (i.e. those before 
introducing aspects) stil l hold, and an additional one has been 
introduced. This is permissible under subcontracting [12] and 
hence indicates that we still  operate according to the principles of 
Design by Contract.  

The above suggests that there should be some modification to the 
Kersten and Murphy aspect style rules, to cater for a structured 
‘percolation’ that stil l adheres to the principles of Design by 
Contract. 

4. System Evolution 
 

In reality it may well be that some of the servers in the banking 
system, those towards the back-end, will  be adequately protected 
by other mechanisms than our digital signatures, including 
physical isolation, private networks, and proprietary security 
protocols. Additionally some of the servers towards the client end 
might be to some degree outside the scope of the bank’s own 

security domains, for example, networks of ATMs run by 
aff ili ated organizations. As businesses evolve in the context of 
internal restructuring, mergers, and loose federal arrangements 
with heterogeneous organizations (such as large supermarket 
chains), the security boundary we establi shed in Section 3 may be 
required to shift across machine boundaries. 
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Figure 8: Banking application server structure with amended 
security boundary (now Proxy defines the boundary) 

 

In Figure 8 we show one possible new machine boundary, where 
the Proxy Server now defines the point where clients interface to 
the banking system. The solution presented in section 3 is able to 
gracefully accommodate this change. The reason for this lies in 
the structuring of our aspects. The low level mechanism on which 
we have built security – aspects to marshal and unmarshal digital 
signatures – is independent of the aspects that generate and check 
digital signatures. This supports moving of our boundary: Aspects 
AM and AG both move to the Queue Server, and aspects AU and 
AC move to the Proxy Server.  

During the development of this scenario an intermediate state may 
be required to test the system. This intermediate state could look 
as follows: the Bank Client with aspects to marshal and generate 
(AM and AG); the Proxy Server with aspects for unmarshalling and 
checking (AU and AC); and the Queue Server in between the two 
with aspects for marshall ing and unmarshall ing as well  as 
generating signatures (AU,  AM and AG).  . 

Furthermore, the structuring of the aspects means we can flexibly 
accommodate changes in security policy such as new algorithms, 
changes in key length and so on. Such changes in policy would be 
encapsulated in AG and AC and no changes to AM and AU  would 
be required.  

Finall y, in Section 3 it was noted that the definition of the aspects 
displays minimal coupling with the application code. In this paper 
we have shown how they can be used to add digital signatures to 
messages under scenarios with differing security boundaries. In 
addition, given the generali ty of the aspects, particularly those 
defined for marshall ing and unmarshalling, they will be able to 
provide support to scenarios entirely outside the realm of security. 
Applications with signif icant IO functionality can benefit from 
being able to easily validate or otherwise modify and enhance the 
input and output arguments by using the aspects.  

5. Conclusions and Future Work 
 

The contribution of this paper is in showing how aspects can be 
used to evolve legacy code. We have shown that taking one step 
of evolution (digital signatures), through an aspects approach, 
enhances future evolutions in a number of dimensions (moving 
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the security boundary, changes to security policy and during the 
development phase). We have also shown how a server’s control 
flow behaviour can be modified through the use of aspects, and 
that this does not necessarily break the two aspect style rules as 
defined in [9].  

Since our aspects relate to a single overall  concern – authorization 
– their relationship is one of cooperation, rather than conflict. In a 
more realistic scenario, system evolution would be likely to 
involve simultaneous work across a number of cross-cutting 
concerns with a high likelihood of confli cting requirements. An 
approach to resolving such conflicts is given in [14]. Our 
approach to partiti oning the aspects relating to a concern should 
allow conflict resolution to operate at a finer granularity: for 
example, replacing our signing algorithm with a faster one can be 
done independently of the marshalli ng aspects.  

In future work we plan to investigate implementing further 
additions of functionalit y to our system. The aim being to explore 
a wider range of interaction patterns between aspects and legacy 
code, and also between the aspects themselves. From this we 
would hope to be able to identify some analysis and design 
patterns to encapsulate our approach in a general way. This will  
allow us to give further consideration to the question of whether 
there should be some modification to the Kersten and Murphy 
aspect style rules, to cater for a structured ‘percolation’ that still  
adheres to the principles of Design by Contract. 

An alternative to our use of a method with a null argument in 
aspect AM that gets replaced in aspect AG, would be to use the 
Factory pattern, allowing us to vary our approach to signing. 
Further work is needed to consider whether, in general, this would 
be a better approach. 

This work is a part of a larger programme of work on security, and 
in particular on security requirements. In contrast to the work 
presented here, which concerns itself with securing an 
implementation, we are also working on specifying security 
requirements independently of implementation [8]. 
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Abstract
Engineering access control in distributed applica-
tions is a challenging problem for many applica-
tion domains. It should be possible to set and man-
age one organization-wide access control policy that
must then be enforced reliably in a multitude of ap-
plications running within the organization. This is
severely complicated by the fact that an access con-
trol policy can be �ne-grained and dependent on ap-
plication state, and hence its enforcement can cross-
cut an application in an intricate way.

Based on the observation that the access control
enforcement points in an application are essentially
pointcuts, this paper proposes a new approach for
engineering access control into applications.

Experience with the access control concern also
clearly shows the need for full life-cycle support for
aspects.

1 Introduction
Engineering access control in distributed applica-
tions is a challenging problem for many application
domains [3]. It should be possible to set and man-
age one organization-wide access control policy that
must then be enforced reliably in a multitude of ap-
plications running within the organization. This is
severely complicated by the fact that an access con-
trol policy can be �ne-grained and dependent on ap-
plication state, and hence its enforcement can cross-
cut an application in an intricate way.

State-of-the-art commercial systems, such as
Tivoli Access Manager [12], provide for centralized
management of access control, but as soon as poli-
cies are dependent on application state, explicit calls
to the authorization engine must be inserted in the
application code.

Based on the observation that the access control
enforcement points in an application are essentially

� Tine Verhanneman is supported by a grant from the
Institute for the Promotion of Innovation through Sci-
ence and Technology in Flanders (IWT-Vlaanderen)

pointcuts [9], this paper proposes a new approach
for engineering access control into applications. Our
approach is based on the concepts of access interface
and view connector, presented in �gure 1:

The Access Interface represents an abstract view
on an application re
ecting only access control rel-
evant information. Such an access interface should
be relatively constant within one organization, but
could be application domainspeci�c (for instance
medical organizations will probably use a di�er-
ent access interface than �nancial organizations).
Through this interface, a centrally managed and
con�gured access control module receives noti�ca-
tions of access attempts from applications, and can
query applications for application state while de-
ciding whether these accesses should be allowed or
not. The access control module can be con�gured
by means of declarative policy rules that specify the
access control policy in terms of the access interface.

View connectors bind the access interface to dif-
ferent applications. They map application speci�c
concepts to the domain concepts represented in the
Access Interface and assign object instances to do-
mains, which constitutes a group of objects, gov-
erned by the same set of access rules. By imple-
menting view connectors using a dynamic, wrapper
based AOSD system, applications can be connected
to an access control module at deployment time.
The view connector can be made con�gurable too,
so that the mapping of application concepts to do-
main concepts can be set declaratively.

The rest of the paper is organized as follows: the
next section elaborates on the access interface con-
cept and the way access rules are set up in terms of
this interface. How this abstract view is tied to a
particular application by means of a view connector
is shown in section 3. In section 4, a possible imple-
mentation is described. We discuss future work and
related work in sections 5 and 6. and draw conclu-
sions in section 7
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Figure 1: Overview
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2 Access Control View
In this section, a simpli�ed application is presented
to illustrate the introduced notion of an Access In-
terface. Thereafter, the key concepts of this inter-
face are set forth and illustrated by means of a rudi-
mentary policy.

Figure 2 depicts the class diagram of a simpli�ed
medical application, which is inspired by the HL7
Reference Information Model [10]. Herein a Person
can adopt several Roles, such as for example the
Patient and/or Employeerole. Act represent med-
ical examinations, observations, . . . To support, for
instance, causal relations and reasoning, Acts can
be linked by means of an ActRelationship

Based on this model we can now formulate ac-
cess control rules, which can be made quite com-
plex, as access decision may depend on object state,
subject state, environment, the invoked operation
(with its parameters) and additional access con-
trol attributes, subject and objects have been la-
beled with. The following discussion addresses pol-
icy rules including only object state and access con-
trol attributes, like the access rule described below:

Only members of the medical sta� can
view and modify medical data. Patients,
on the other hand, can only view their
own medical data.
Medical data are contained in the classes
Act , ActRelationship and the attribute
Person.disabilityCode .

Access Interface An access interface provides
a domain speci�c and abstract view on the appli-
cation, only displaying and adding information rel-
evant for access control. For example, concepts like
\high risk transactions" for �nancial applications;

or \emergency access" for healthcare applications
can be de�ned in an access interface. The infor-
mation exposed by this abstract view may support
both generalizing rules a�ecting a large group of ob-
jects as �ne-grained rules pinpointing speci�c ob-
jects. So, the granularity of the access control is de-
termined by the access interface, just like the terms
the access rules are formulated with.

At present, two sorts of terms have been de�ned:
attributes and actions.

� Attributes: In fact, we can distinguish access
control attributes and application attributes .
The former augment the object's state with ad-
ditional security related information, such as
roles and data sensitivity level. The latter rep-
resent state information that is not security-
related by nature, but can in
uence the access
control decision; e.g. the vip-status of a person
may command the enforcement of another ac-
cess control policy. The attributes must be pro-
duced by the objects implementing the \Access
Interface" whenever the access control requests
them. What is more, access control rules may
only be set up in terms of these attributes.

� Actions: The actions in the Access Interface
enumerate the permissions that are relevant for
the access control policy rules. Modi�ers, ac-
cessors and constructors are some straigthfor-
ward examples of actions.

What has been omitted from this interface are
conditions, e.g time-constraints, or provisional con-
straints. It should be fairly easy to include these.

<access-interface>
<interface>MedicalData</interface>
<attributes>

<attribute>owner</attribute>
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Figure 2: Classdiagram
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</attributes>
<actions>

<action>view</action>
...

</actions>
</access-interface>

Policy Rules We restrict ourselves only to pos-
itive authorization policy rules, de�ning the actions
that subjects are permitted to perform. Below, the
example policyrule is written down in terms of the
Access Interface. Some clari�cation is needed for the
domain-element, which constitutes the collection of
objects the rule is to be applied to. How objects are
assigned to domains is discussed in further details
in section 3.

<policy-rule>
<domain>PatientData</domain>
<access-interface>

MedicalData
</access-interface>
<subject>MedicalData.owner</subject>
<actionlist>

<action>view</action>
...

</actionlist>
</policy-rule>

The constructs, elaborated on in this section, sup-
port a high-level view on access control, enabling
a person who has no extensive expertise into the
implementation of the application, to draw up the
access control policy. In the next section, the con-
crete mapping of the Access Interface and Policy
Rule onto the application is discussed in further de-
tail.

3 View Connector
A view connector essentially binds an access inter-
face to a particular application. Two concepts can
be identi�ed in relation to this connector:

View-Connector A view-connector indicates
for an object type how the values of the attributes
in the access interface should be retrieved, and also
how the methodinvocations in the object's interface
can be mapped onto the actions in the access inter-
face.

<view-connector>
<type>Act</type>
<access-interface>

MedicalData
</access-interface>
<attributes>

<attribute>
<name>owner</name>
<value>Act.getPatient.getPerson</value>

</attribute>
</attributes>
<actionlist>

<action>
<name>view</name>
<value>get*</value>

</action>
....

</actionlist>
</view-connector>

Domain-Membership A domain represents a
set of target objects of an access rule. This set can
in principle contain objects of varying type. What is
more, domain-membership can be determined based
on (dynamic) parameters, like for example deploy-
ment location. In the following example, the domain

44



PatientData is being de�ned as all objects of the
type Act , CognitiveActRelationship and also as
the value of the attribute Person.disabilityCode .

<domain>
<name>PatientData</name>
<list>

<type-attribute>
Person.disabilityCode

</type-attribute>
<type>Act</type>
<type>ActRelationship</type>

</list>
</domain>

For every policy rule, it has to be veri�ed that
there exists a view-connector for every type of which
instances belong to the rule's domain. As long as
domain-membership is determined by static criteria,
this veri�cation should be fairly simple.

Secondly, in order to be able to pinpoint speci�c
objects and assign them to a domain, support for
naming object-instances should be provided.

4 Prototype
In this section, a possible implementation of the ac-
cess control logic is suggested. First, the overall ar-
chitecture is described. Subsequently, we describe
into further detail how a dynamic wrapper based
AOSD system, such as for instance JAC [15] and
Lasagne [16], can be used for the implementation of
view connectors to connect the access control mod-
ule at deployment time to the application. The ac-
cess module itself, will not be dealt with in great
depth, because this can be designed with existing
object oriented/framework methodologies.

Architecture Figure 3 depicts an overall
overview of the architecture of the access control
elements. Access control policies are administered
centrally in a Policy Database by the Management
server. Whenever a target is accessed, the invoca-
tion is intercepted by the Reference Monitor, which
passes on the rei�ed method invocation, along with
additional information, such as the client's identity,
to the Access Control Decision Function. Possibly
the latter requires additional information from the
target, which is retrieved by means of the Attribute
Retriever.

Generic Implementation The presented ap-
proach is generic, in the sense that the wrappers are
only used to intercept the method invocation, and to
redirect the rei�ed method invocation to the access
control module, i.e. merely as reference monitor.
This approach allows for a generic wrapper, which
is nor type nor instance speci�c, but on the other
hand stresses the access control module extensively.

Figure 4 presents the collaboration diagram of the
access logic:

1. Rule Matching: In a �rst step, all the rules
must be selected which are to be applied to
this method invocation. The domain(s) the
target belongs to can be retrieved by means
of its identity and the membership mapping,
discussed in section 3. The view connector con-
veys which action the method invocation maps
to. By means of the domain and the action, we
can retrieve the rules, introduced in section 2
that are applicable. For reasons of convenience,
we will call this module the \RuleMatcher".

2. Attribute Retrieval: Once the applicable rules
have been retrieved, the necessary attributes,
needed by the access rule, must be �lled out by
means of the attribute mapping, introduced in
the view connector.

3. Access Control Decision: Finally, if all infor-
mation is available to the Access Control De-
cision Function, the latter can allow or deny
access.

5 Future Work
In the previous sections, a powerful approach is pre-
sented, to disentangle access logic from application
logic, while supporting at the same time complex
access rules based on application state. However,
extensions and improvements can still be made. Be-
low, an overview of further work is given:

Access Decision Information In section 2
the only application state we have taken into ac-
count are object state and object access control at-
tributes. Our objective is to extend the information,
the access decision function has at its disposal. Be-
low, one of these extensions are discussed:

Parameters of methods: In the Access Interface,
the notion of an action has been included, but the
parameters of these methods have been neglected
until now. Sometimes it may, however, be neces-
sary to take into account the value of these parame-
ters, while selecting the access rules to enforce. For
example, the amount of money to be transferred
in a transaction, may determine which policy rule
is applicable. One possibility, is to extend the no-
tion of an action in the access interface so that it
also includes parameters. Another possibility, is to
introduce the concepts \LowRiskTransaction" and
\HighRiskTransaction" in the access interface and
to �ll out the treshhold values in the view connector.
In fact, both options may be valuable.

Domain Membership In section 3, it has al-
ready been pointed out that it has to be known at
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Figure 3: Architecture
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deployment time which types are represented within
a particular domain to assure that every required
view connector has been provided.

Aspect Interference Typically, the access con-
trol aspect must be capable of retrieving application
state information, but does not need to be able to
modify application state. The access control module
is a trusted component. So, whenever this module
retrieves information from the application to make
an access control decision, this access should not be
mediated by the reference monitor, i.e. it should
be possible to switch the access wrappers \on and
o�". The same remark holds for other aspects too;
it should be veri�ed that accesses initiated by the ac-
cess module itself, do not cause any undesired side-
e�ects.

Validation Last but not least, it is our objective
to validate the presented approach by verifying to
what extent the di�erent access models (DAC, MAC
and RBAC) can be implemented by means of access
interfaces and view connectors.

6 Related Work

The presented work is related with several research
domains,which are discussed below.

In the domain of access control engines exten-
sive research has been carried out, e.g. the Flexi-
ble Authorization Framework (FAF) [11], Woo and
Lam [18], and Bertino et al. [1].

The decoupling of authorization logic from ap-
plication logic has been the prime objective of ar-
chitectures like Resource Access Decision Service
(RAD) [4] and the IBM Tivoli Access Manager [12]

With respect to the binding of access control func-
tionality to applications, mainstream commercial
systems, such as for example J2EE [5] and .NET
[13] use fairly simple method-level interception tech-
niques. The usefulness of AOSD techniques for
binding access control logic has been shown earlier
by B. De Win [7]. He uses the AspectJ tool to modu-
larize this binding. Our view connectors can be seen
as a special case of Collaboration Interfaces, pro-
posed by K. Ostermann and M. Mezini [14], tuned
to the access control scenario.

7 Conclusion

The de�nition of an access control view on an ap-
plication, provides abstractions that can be reused
throughout applications based on the same domain
model, so that also maintainability and manageabil-
ity are improved. An access interface only displays

information relevant for access control, and there-
fore facilitates the translation of (high level) require-
ments into access rules. In a next phase, this access
interface can be bound in a natural way to a par-
ticular application by means of view connectors. In
terms of the access control aspect development and
lifecycle, the access control view o�ers thus an extra
step in the reconciliation of the ful�lment of access
control requirements with the integration of access
control logic in the application and provides a clear
separation between the di�erent roles, the security
o�cer, deployer and security module provider play
in the overall picture.

Status At the time of writing, no implemented
prototype is available yet. Two masterthesis stu-
dents are, however, working on a realisation in JAC.
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Abstract. This paper first presents work in the area of application security management and then 
investigates relations to the application of Aspect Oriented Software Development (AOSD) to security, as 
they are both grounded on the systems engineering principle of “Separation of Concerns”. 
 
1 Introduction 
 
As pervasive computing becomes more of a reality, it is observed that the multiplicity and heterogeneity of 
computational devices and networks present new challenges for resource-friendly crypto protocols, 
authentication models, and the management of permissions, credentials and application security updates [4, 
7]. The focus on developing crypto protocols that can be run on devices with little computational power 
seems to be lessening, except in the area of ad hoc sensor networks [4], as we are now seeing Smart-
Phones, PDA’s and Pocket PC’s available on the market, with powerful microprocessors, reasonable 
memory, and networking capabilities. New models for authentication, based on attributes rather than 
naming, continue to emerge and also influence the way we think about managing credentials and 
permissions [7]. We therefore observe constantly changing security protocols, products and mechanisms, 
based on new research developments, vulnerability reports, and changing security requirements reflecting 
the dynamics of the deployment environment. Our focus is on managing the updates of application 
software security, such that the business logic (or functional requirements) need not be totally reworked 
with every security update. This is therefore an application of the Separation of Concerns principle, which 
is a foundation of software and systems engineering [5, 8]. We have found that Security is often extracted 
as a separable concern [3], due to its orthogonal nature with respect to the functional requirements of a 
system. 

The first body of research that we looked into was the area of policy-based management, where 
security policies are often defined separately from those for resource management, configuration, quality of 
service, collaboration and other system wide concerns. Policies are generally defined as rules that govern 
the choices in behavior of a system [6]. Security Policies are typically concerned with defining access 
controls and how permission to services and resources are limited to authorized users.  However, Security 
Management Policies may be considered as an integration of configuration management (“the relevant 
actions, based on the conditions resulting from an event”) and access controls (“authorized users must be 
correctly configured”). It is therefore possible to update the rules and propositions for correct security 
configuration and operation, based on the context or situation of the application, without modifying the 
base functionality of the application itself. Within the last few months, we have also taken more interest in 
the developments of Aspect Oriented Software Development (AOSD) and its utilization for separating 
security concerns from the application, and hence modularizing the tasks associated with specification and 
update of security policies. We have found that there is a significant relationship between the concepts and 
challenges of our work in policy-based separation of concerns and the objectives of AOSD. We are of the 
opinion that while policy-based techniques originated from the need for abstracting and reasoning about 
operational concerns [1], AOSD’s initiatives are in overcoming issues posed to software developers, that 
object-oriented programming do not completely resolve [1, 2]. Nevertheless, we have found some 
relationships between the two when applied to security management, which we present in this position 
paper. 

The paper continues with section 2 by describing our current work in security management 
policies, including the background, architecture and operation, followed by a description of the two main 
management abstractions in section 3 – the Security Policy and the Security Context. Section 4 closes with 
the discussion about the relationship between our work and developments in AOSD. 
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2 An Application of the Separation of Concerns Principle 
 
There is a common quote that software developers are not cryptographers [3], and the reverse can be 
applied. A software developer will tend to be well informed and motivated about what are known as the 
functional requirements of the application, and typically places little emphasis on an early comprehension 
of the application’s constraint requirements, such as security and performance. A person with a systems 
security background and portfolio will be interested in performing a threat analysis on the application’s 
functional specification, and to start contributing to the development of policies and procedures to protect 
the business’ resources and likewise those of the user. It is at times impossible for these two development 
roles to work in parallel, and there may even be miscommunication as the concerns are not clearly defined. 
For example, an application developer thinks initially in terms of the correct queries for accessing a 
database and retrieving necessary data, while the security officer will be focusing on strategies for 
controlling access to the database. 

In our opinion, all software programs may be logically abstracted into a set of states (the collective 
values of a programs variables at a certain time), transition functions (functions that operate on a subset of 
the variables of the current state to advance to the next state) and controls on these transitions (rules that 
constrain the possibilities of the next state). We also refer to contr ols as policies for the remainder of the 
paper. Figure 1 depicts the relationship between these abstract application logic parts: 
 

State 1

State 2.1

exit
policy 1

State 2.2

State 2.3

transition 1.2

transition 1.3

transition 1.1

entrance
policy 2.1

entrance
policy 2.2

entrance
policy 2.3  

 
Figure 1. States, Transitions and Controls (referred to as Policies) 

 
The states of an application capture its objectives and therefore can be referred to as the application logic, 
or the set of propositions that represent the achievement of a particular objective. Transitions are 
transformations of a defined state towards meeting other objectives of the application, in conformance with 
the controls imposed by policies that define if a target state is acceptable. We therefore see security logic as 
applicable to the control of transitions between states. An application developer will therefore start by 
understanding the objective states of the application and then implement the transitions, while the security 
developer will start from the transitions and define the acceptable target states, based on exit policies from 
the current state (e.g. State 1) and entrance policies of the target (e.g. State 2.1, 2.2, 2.3). We further reason 
that the functional requirements of any application can be separated into a set of “universal” states and 
related transitions. This model is depicted in figure 2. We propose that any application is essentially an 
instance of this model, which defines the properties of each of these states and the functional logic for each 
transition for a particular set of application requirements. Consider a workflow client application that 
receives authorized workflow items from a server and allows the user to process the item and then return it 
to the server. Firstly, the workflow application (software, data, and resources) must be “Available” to the 
user based on an installation. The application can either change state to “Running” by the user invoking the 
application to check and retrieve all outstanding items, or by the server pushing a critical workflow item to 
the user and alerting him. The latter would entail a “Connect” state, which is a sub-state of “Running” and 
thus conforms to the same controls that apply to the transition to the “Running” state. In both events the 
application’s data and required resources will be loaded into the memory of the device in order to advance 
from the “Available” state. A policy on the “load”  transition states the conditions that must prevail before 
the state of “Running” or its sub-state “Connected” can be accepted.  There can also be transitions between 
the Running-Connected state and the Running state, as they exchange instance data between each other. 
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Therefore, when an application sends data to another process, service or network interface, we represent 
this as an “out” transition to the “Connected” state. Subsequently, when the application reads data from a 
process, service or network interface this defined as an “in”  transition from the “Connected” state. From the 
“Running” state an application then transitions to the “Terminated” state when its resources are unloaded 
from the memory of the host. The application can then be reset in order to place it back in the state of 
“Avai lable”. We have done work on describing and analyzing this formally, but it is not presented in this 
paper. 
 

Available Running

<Running>
Connected

Terminated
load

transmit

inout

reset

unload

monitor

load-c unload-c

Unavailable Unavailable
install uninstall

 
 

Figure 2.  General State Model for an Application 
 
Based on this state model, we defined a policy language that facilitates the declaration of controls for 
particular transitions, and an architecture for associating, monitoring and managing these policies with their 
respective applications. 
 
3 The Application Security Poli cy Management Architecture 
 
The central component of the architecture is referred to as the Application-Manager, which manages the 
interaction between the application logic components. We identified four aspects of application logic, 
which may be implemented and maintained by separate software development expertise: 
 
(1) Business Logic: The software that implements the functional requirements of the application, by 

considering the objective states independently of the security concerns for the transitions. The 
instances of these logic components are referred to as Partlets in the architecture. However, the Partlet 
class is a container for the logic, and the software developer implements an interface called “Partlable”. 
The Application Manager instantiates a “Local Partlet” for each Partlable business logic 
implementation installed. A “Remote Partlet” is created as a proxy to another partlet or service on a 
networked host (this is further clarified in the Communications Logic part). 

 
(2) Security Management Logic: Each business logic software bundle includes a Security [Management] 

Policy, which contains a set of Controls that correspond to declared transitions (see figure 2) of the 
application. A Security Management Policy therefore verbally states: “Before or after a transition T in 
a program x occurs, then the policy P (x, T, {C1, C2, …, Cn}) must be applied before a new universal 
state S is accepted, where all the controls C1…Cn are correctly executed.” 

 
T •  {load, load-c, monitor, transmit, in, out, unload, unload-c, reset} 
Cn = {requirement, utility, instance, transition, utility-parameters, post control directive} 
 
The terms that compose the control tuple are defined in table 1. 

 
(3) Security Enforcement Logic: The Security Enforcement Logic is the software that provides the utility  

for executing the stated control. The result of installing an application (Partlable) with its Security 
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Policy is an instance of the application (Partlet) with a Security Context. The Security Context is a tree 
structure, where each node is referred to as a “Security Context Element”. The elements are either: 
 

- Active Element: Execution of this type of node invokes a particular utility / Security Provider 
- Input Element: Execution of this type of node prompts the user of the application with a user 

interface to provide data or make a decision (e.g. username and password) 
- Passive Element: Execution of this type of node just returns a static, constant value from the 

application host profile/ registry 
- Session Element: Execution of this type of node reads or writes data to the relevant 

communications channel or session (i.e. an instance of the Connector component of the 
communications logic). 

 
The root of the tree structure is always an Active Element, and its parameters may require execution of 
any other Security Context Element, including another Active Element. 

 
(4) Communications Logic: The Communications Logic is a software abstraction of the available network 

interfaces on the application host. Whenever an application requires a connection to another service, 
process, resource or device, it creates a Session and hence a Connector, transferring its Security 
Context to the Connector. Controls of policies are therefore relevant to the “in” , “out” and “transmit”  
transitions of the application. 

 

 
 

Figure 3. UML of Application and Security Policy Management Architecture 
 
When Security Policies are updated, the Application Manager first cryptographically verifies the origin, as 
they are either signed (with the private key of the administrator) Java objects or documents, and then 
generates and replaces the modified Security Context of the running Partlet. The next time the Partlet 
carries out a security-relevant transition (as defined by our universal state and transition model), it executes 
within its new Security Context. The policy is a set of propositions and assertions that define what resource 
is being protected, how it is to be protected, and when it is to be protected. The most complex part of the 
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policy is defining the Controls. The fields of a security policy control are explained in table 1 with 
examples. 
 

Element Description Example 
REQUIREMENT This is a high level classification of the 

requirement handled by the control or 
assertion 

“Authentication” 

UTILIT Y This specifies the resource identifier of 
the utility that provides the functionality  
of the requirement. This would have been 
developed by a security utility developer, 
and may be reused for different 
applications 

“AuthenticationProvider” 

INSTANCE The utility wi ll typically have different 
modes in which it can be instantiated, and 
this allows the policy to specify this 
particular mode. 

“RSAPubKey” 

TRANSITION This is the explicit connection to the 
separation of concerns principle discussed 
in section 2. The policy actually specifies 
the transitions for which the control or 
assertion needs to be executed.  

“I N, OUT” 

[PARAM = VALUE] This is an optional field, but specifies 
parameters that may be required by the 
utility being used 

“KeyLength = 1024” 

DIRECTIVE “ ;” or  “>” This is either a semi-colon “;”, which 
specifies that the control is complete, or it 
may be a “>”, which specifies that there is 
a subsequent control that operates on the 
output of this one. 

“> {Control 2 that specifies a 
hash function as the utility}” 

 
Table 1.  Specification of Controls and Assertions 
 
Our experience with using this separation of business application logic, security management logic, 
security enforcement logic and communications logic has proven useful from the point of system 
requirements specification until the software is deployed and maintained. We were able to delegate the 
tasks of developing certain software components to different development partners with different expertise, 
and supported modular updates without changing the functional focus of the application. Additionally, we 
were able to define security requirements at the application layer independently of the network available. 
Therefore we did not have to dedicate time to dealing with the security issues of Bluetooth versus those of 
WaveLaN. Furthermore, incorporating new security enforcement techniques such as Smart Cards proved to 
be a seamless upgrade for meeting the protection goals of the application.  
 
4 The Relation to AOSD 
 
Although we were satisfied with the flexibility and extensibility of our policy-based architecture, we 
thought that selling the concept to developers, with established development practices, would be more 
challenging. We reasoned that the methodology might seem proprietary to the architecture presented, and 
that developers might sense that the balance of trust would have to be shifted away from the application 
towards the central Application Manager. One of the authors however had the notion that there might be 
some interesting connection to the developments in AOSD (Aspect Oriented Software Development), as it 
has the same underlying principle of "separation of concerns" yet has emerged from the broader field of 
software engineering and not application security in particular. These are explored in this section. 
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The advantages of AOP for implementing non-functional aspects of an application like persistence and 
performance have been discussed much more in-depth however. Security researchers are currently 
experimenting with the idea to use AOSD to help software development groups secure their applications [1, 
2]. An important reason why well-known security vulnerabilities keep on reappearing is that they can 
appear anywhere in a program. Therefore, if one desires that an application attains a high security level, the 
developers are expected to all have good security expertise. However, because security implementation can 
be complex and error-prone, this is mostly not the case. This is a reason why AOSD is generating interest, 
in that it allows a separation of security implementation from the application logic, with motives 
comparable to those of our policy architecture: the (few) security experts can concentrate on implementing 
the security aspects, while the other developers can concentrate on the application logic. Another reason 
why AOSD can be useful is that it allows an easier adaptation of security aspects, even during the 
execution of the application, so that unanticipated flaws or environment changes can be resolved. Both of 
these advantages are also present in our Application Security Policy Management Architecture. This is not 
entirely unexpected, as the two approaches are based on the separation-of-concerns principle. To properly 
investigate the relationship of our Application Security Policy Management Architecture to AOSD, we 
have selected the Interaction Specification Language (ISL) [5] to provide concrete examples. In this 
language, interactions are used to allow dynamic adaptation of software components, with the following 
properties: 
 

x� Interaction schemes specify behavioral dependencies between components; instances of these 
schemes are called shortly interactions and are used to impose this behavior on specific objects in 
the application. 

x� The definition of an interaction scheme is independent of particular implementations; an 
interaction can link components, which are defined on different platforms. 

x� The interaction scheme is based on the interface of the components. 
x� An interaction scheme and an interaction can be created and removed during execution. 

 
A scheme defines different interaction Rules, which express the operations that have to be made on the 
linked objects. The left part of a Rule defines the method that will be adapted and the right part the 
Reaction that will lead to a rewriting of the method’s code at runtime. Consider  code fragment 1, where we 
implement the authentication example given in table 1. The security scheme can link any Object in an 
application to a module AuthenticationProvider, with authentication implementation from a provider, and 
to the access control policy AccessControl. The Rule expresses that every time a method from the object is 
invoked (obj.*->) the caller will have to authenticate himself and the policy will be checked to see if he is 
authorized to call the method. The AOP platform (Noah) [5], performs a check before every actual method 
invocation, to see if there are new interactions imposed and merges multiple interactions if necessary. The 
role of Noah, is similar to the Application-Manager role in our Policy Management Architecture, which 
manages interaction between application logic components. However, in the AOP approach the application 
logic has a more central or dominant role, security is implemented as an aspect. In the Policy Management 
Architecture, the different modules (Business logic, Security Management Logic, Security Enforcement 
Logic and Communication Logic) are considered more equal. This is because AOP is more a practical 
approach, while Application Security Policy Management is more focused on reasoning about the 
interaction between the modules. ISL is limited in the sense that there exists no higher-level policy 
management, security aspects can be hard coded, but in a real-life application there should also be a 
framework that allows one to easily (automatically) choose between different specific security aspects 
depending on the context. In other words, a convergence between AOP architectures and policy 
management is desirable. We could use the Application Policy Management approach for this purpose. 
The different elements in the Controls specification of table 1, are specified on a higher level than the ISL 
aspects implementation. This allows an easier policy management. They could however be mapped and 
compiled to ISL aspects, as the example clearly states.  
 
 
 
interaction security(Object obj, 

   AuthenticationProvider prov, 
   AccessControl policy) 
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{ 
     
   obj.* -> id := prov.authenticate(RSAPubKey, 1024); 
            if policy.authorized(_call, id) then 
           obj._call; 
            else 
                exception ‘unauthorized user’ 
            endif 
} 
 

 
Code Sample 1. ISL syntax example applied to example of Table 1 
 
There are also other methodologies, architectures and technologies in the area of software engineering that  
provide a similar approach to the separation of concerns principle and its application to security. These 
include CORBASec (Common Object Request Broker Architecture Security) [10], where the security logic 
is captured within a particular service of the ORB (Object Request Broker), the Java Security Manager 
[11], as well as other research projects where application security requirements are explicitly declared as 
executable content separate from the core application logic [9]. 
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