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Preface

This report concludes the workshop onAOSD technology for application-level
security (AOSDSEC), which took place March 23, 2004, in Lancaster, UK, in
conjunction with the AOSD2004 conference. More informatian on these events is
available at http://www.cs.kuleuven.ac.be/ distrinet/events/aosdsec/

and http://www.aosd.net/conference respectively.

The AOSDSEC workshop is situated in the domain of Aspect-Oréented Soft-
ware Development (AOSD), and more in particular in one specic application
domain: application-level security. The growing interestin this speci ¢ combi-
nation de nitely justi es a workshop fully dedicated to thi s topic, and the fact
that of all AOSD2004 workshops this one was the only one to car a specic
application domain stresses this even more. Being the rst varkshop covering
this topic, the scope of the event was deliberatly set quite boad as to initiate
contacts and discuss ongoing e orts in this speci c domain. The main goal of
the workshop was to assess the extent to which AOSD can be usddr the im-
plementation and enforcement of security requirements ando discuss the tool
support that is necessary to enable a full modularization ofthese requirements.

Ten papers were submitted to the workshop covering a diversy of topics
ranging from the application of AOSD technology for speci c security problems,
over technology supporting the speci cation and evolution of security aspects,
to issues with technology adoption. All submissions were amepted in order to
stimulate and facilitate discussions during the workshop. During the rst half
of the workshop, 5 selected papers were presented by the remgive authors.
The selection of these papers was based on the quality of the aterial, as well
as on the coverage of the domain that the organizers wanted taddress in the
workshop. The second half of the workshop consisted of 2 digssion sessions
(with two parallel discussions each).

In all, the workshop had average attendance (10 to 15 people) The main
results of the workshop are the initiation of contacts between di erent partic-
ipants, the identi cation of several interesting research topics during the dis-
cussion sessions (many of which are described in this repgrtand nally this
report that summarizes the key results of the workshop.

The organizers would like to thank all papers authors, speaérs, attendants
and other interested individuals in making this workshop na only a success,
but also a rst and solid base towards joint research activity. We hope that
everyone has enjoyed the workshop as much as we did and we hopz meet
everyone again on future AOSDSEC events !

This report consists of two parts: a brief summary of the fourafternoon discus-
sions, and all accepted papers. All discussed material isdely available at the
workshop's homepage (see URL above).



Discussion summary

This section summarizes the four discussions that were orgezed during the
second half of the AOSDSEC workshop. The summaries are maiplbased on
the presentations of the discussion summaries.

Topic 1: Specic AOP support for security (Viren Shah)

We started by discussing the necessary support for securityhat is lacking in
current AOSD tools. One of the main items on the whishlist wodd be pattern
based pointcuts which would enable us to select certain patterns (or structires)
in the static or dynamic representation of the program. An example is a dy-
namic call or object graph, with the following idea: select aset of classes/objects
that are structured by means of this and this relationship. In this context, also
temporal relationships can be important, e.g. sequential suctures. Coordina-
tion contracts (work by Jose Luiz Fiadeiro) were mentioned & one possible way
to support this.

Continuing on this topic, the question was raised whether sme specic
AOSD technology provides better support for security than ahers, and the
Caesar technology in particular was discussed in more dethi The main advan-
tages of this is its support (compile- as well as runtime) forthe separate binding
of security aspects. Moreover, by means of the idea of collabation interfaces,
software engineering models of security requirements canebmodeled cleanly.
However, concrete evidence of this thesis remains to be see@€ME (Concern
Manipulation Environment) was mentioned as well as one of tle possibly inter-
esting technologies in this context.

The next topic was the conict in speci cation between high-level models
and contextual information requirements. The former represent very reusable
structures, while the latter require very speci ¢ information per use-case. These
are actually two extremes, and we want the whole range betweethese extremes
to be supported by the tools. It was discussed that contextu&ainformation can
be represented either by meta tags speci ed by the aspect deloper (or security
binder), or by information that is speci ed by the applicati on developer himself.
Meta tags on the aspect side were said to be no better than to ha pointcuts
specifying this kind of information, however they might help in case dierent
(levels of) domain tags are available, having aspects dedidbased on these tags.

Finally, this has lead to the discussion of DSL's (Domain Spei ¢ Languages)
for security. In particular, specic pointcuts seem useful (e.g., for identifying
bu ers). Speci c languages (e.g., a language for access conol) seem useful as
well, especially since these languages might help the dewegler to think in a more
systematic way. Also, these languages only concentrate ome speci ¢ problem
domain and, hence, reduce the complexity of the language. Othe negative
side, it is hard to predict what features these languages shdd provide and it
is harder to learn di erent languages. In all, one might think about providing
di erent DSL's on top of a very powerful base language, and mgbe even switch
the underlying model depending on the DSL. It was mentioned hat this is
actually one of the ideas of CME. In this setting, a lingua france (ManageC++)
is necessary to coordinate and connect all di erent languags to eachother.



Topic 2: Full lifecycle support for security (Wouter Joosen )

In this discussion, a rst topic focused on the state-of-theart in AOSC with
regard to full life cycle support in general. At this moment, it is not clear
what an aspect exactly is {and how it can be represented{ dumg the entire
software lifecycle. We should study the results of relevante orts (e.g. the
AORE workshop) in this context. Focusing on security aspecs in particular,
we see that:

it is a novel and hard to capture requirement (e.g., what is aronymity or
privacy exactly ?);

it deals with expected behavior, but also (and more often), umexpected or
negatively speci ed behavior (e.g., misuse cases);

it has a close coupling with other concerns, and with the apgtation logic
in particular. So the question here really is: can we separa security from
other concerns during the entire lifecycle alltogether ?

Then, the plan was to zoom in on di erent phases of the softwae lifecycle.
First, the architecture and design level were discussed (ahthis is about as far
as the discussion went). For design, the value of UML extensins for security
was questioned. It was argued that the use of UML for protocad has been
studied (by S. Clarke et al.), as well as the use of UML for AOSDin general
(S. Clarke et al.). Regarding architecture, there is a largeamount of knowledge
on architectures in general, but there is a lack of clear notion and meaning.
For security in particular, this is even less clear. Hence, hhere de nitly is a clear
opportunity to disentangle and document security solutions in this context.

Finally, the issue of adoption was discussed. These kind ofethnologies
should rst be used by 'serious' users in order to convince tle rest of the world
of their usefulness. The problem here is why these serious &1s should be taking
the risk to do so. In any case, research e ort should de nitly be put into this;
the industry cannot be held responsible for this entirely.

Topic 3: AOSD and security in industry (Ron Bodkin)

The use of AOSD technology for security in industry should rst focus on
those problems for which a solution would have a major impact(or pay-o ),
which seem to be authentication, delegation, authorizatio (role-based and data-
driven) and audit. Besides, we should focus on solving the o 10 problems (e.g.,
session hijacking). For these problems, starting candidags should be identi ed
(which is possibly in uenced by the current momentum). Furt hermore, an inter-
esting question is whether one should start with either monioring or enforcing
activities in order to have a better breakthrough.

It was then discussed that industrial software security prgects often involve
many di erent roles, including security experts, sysadmins, database admins,
business developers and business managers. The separatafrthe business and
security concern should be clear for each of these roles. O¢h human factors
play an important role as well in an adoption process. In paricular, maturity,
trust and certi cation are of major importance.

Regarding tools, the necessity of special-purpose shouldebconsidered. Fur-
thermore, a study of the strengths and weaknesses of AOSD faosecurity is



necessary, providing a foundation for agreeing on how AOSDan di erentiate
itself and improve its weaknesses. Two of the strengths arehe simpli cation
of complex interfaces (e.g., AspectWerkz used to simplify AAS) and the high
pluggability of AOSD components making the plugging of secuty holes more
straightforward. Some of the di culties or dangers include the competition of
other approaches (e.g., code scanners, EJB and MDA) and an aneased need
for training personnel.

Finally, integration with existing tools and technologies such as security
servers, security frameworks and application servers is acial for adoption.

Topic 4: Security implications of AOSD (Bart De Win)

The main question tackled here is how we can know whether a coposition
(Base SecurityAspect OtherAspect) is acceptable in two ways: 1) itis really
delivering the expected security and 2) does it not harm the lase application
? One of the problems in this context is the speci cation of apect order and
precedence. After all, an aspect can, by playing with the orér of aspects,
in uence or even completely disable the e ect of other aspets. Therefor, one
of the things on our whishlist would be to be able to limit the speci cation
of orderings and, hence, the impact of foreign (hostile) aspcts. However, is
this really a new problem ? For instance, mixin based inheriance tackles this
problem di erent than traditional inheritance speci cati ons.

A second problem in this context relates to the meaning of corposition in
the context of AOSD. The new composition mechanisms of AOSD rake it con-
siderbly harder to understand what the actual, composed appcation will look
like. Furthermore, the exact semantics of composition is noclear for all tools.
Until this is the case, it will be very hard to guarantee correct compositions.

Another problem that was discussed in this context is the inroduction of
new security holes. In particular, the opening of (unintended) covered channels
was mentioned. Sharing information between an authenticaibn and authoriza-
tion module might for instance lead to the logging of information that was
not supposed to be logged. Leakage of sensitive informatioim the application
should be clearly prevented.

Because of the wide range of security problems, we decided farther only
focus on unintentional attacks that originate from aspect interference problems.
We identi ed several requirements:

Principle of least privilege: state what privilege any aspet would have
on a given aspect (i.e. the default access) and then explidit allow more
privileges for speci c aspects. This can be thought of as a salbox for
aspects.

Controlling the order of composition: one should for instarce be able to
specify that logging should take place before the decryptino of sensitive
information.

Aspects sharing state: in some way aspects must be able to conunicate
information with eachother. One must prevent leaking or interception of
this information for non-authorized parties.

In all, the core security problems seem to be situated in the dclarative
semantics for composition and in the compiler support.



Finally, we ended the discussion with the issue of adoption.In particular,
if a new version of an application is composed with a securityaspect, who
will guarantee or con rm that the result is correct ? This rai sed the questions
whether this situation is really worse than what we are used b have without
aspects. This is not clear, but it probably involves a mindse as well.
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ABSTRACT

Wit h the increasing popularity of Component-Based Soft-
ware Engineering, considering non-functional propertieslike
QoS and security becomes an ever-important challenge.
Both issues are crossutting concerns that benet from a
separated consideration as aspects. The interference of both
is a non-tri vial problem that hasto be dealt wit h at various
levels from speci c ation at desgn time to runti me support.
This paper tackles these problems by examining existing
approaches for describing QoS and security properties fol-
lowed by an attempt to unify concepts from both worlds.

1. INTRODUCTION

Componernt-basal software engineering has attract ed in-
creasing attention in the last years. Despite the fact that
it is not trivial to compose working applications from dif-
ferent, independertly developed software componerts, the
full Iment of non-functi onal requirements is of great inter-
ed for a variety of applications. Considering and enforc-
ing non-functional properties in component-based applica-
tions is a current research eld, which is closely related
to Aspect-Oriented Software Development: Aspect-ori ented
approachesbear the potential to capture arbit rary non-func-
tional requirements and properties as single aspects, thus
allowing for better separation of concerns.

The Comquad project focuseson thesetopics. Non-func-
tional propertiesinclude both quality of sevice (QoS) prop-
erties like response time or throughput , as well as security
requiremerts, e.g, con dentiality, integrity, or availability.
These properties are crosscutting concerns indeed, as they
a ect a wide range of system functions. Conseqlentially,
we handle them as aspects. The speci cat ion and runtime
support for these aspects is part of our component model

[4].

This work is part of the DFG-funded researd group 428
\Comquad { Components with Qu antit ative properties
and Ad aptivity" at DresdenUniversity of Tecnology. See
http://www.comquad.org/

Dealing with non- functi onal properties requires the spec-
i cation of these properties as well as their enforcemert at
runtim e. Aagedal introduced the Componert Quality Mod-
eling Language (CQML) [1] as a component-based speci ca-
tion language for non-functional properties of service o ers
and their corresponding requirements. He statesin histhess
that security properties could also be described by CQML
but he concertrates on quanti tati ve propertiesonly. Wit hin
the Comquad project, this language has been extended to
CQML™ [8] by adding a resource clauseto capture the re-
quirements for suci ent computati onal resources to full |
quanti tative demands.

The description of security properties is subject of an ar-
ticle by Khan and Han [5]. They introduce a framework
for the specicati on of security properties for components,
considering the protection of input and output data as an
example. Componernts are provided with a description of
required and ensured security properties, which are derived
directly from special security functions. Di erent security
requiremerts like con dentiality and acoountability may be
covered by one description. An active interface compares se-
curity properties of componerts before they are connected.
Mismatches between security descripti ons are detected but
can be ignored.

Mult ilateral security aims at enabling all parties to ex-
press and enforce their protection goals, while only minimal
trust in other partiesis required. Wolf and Pt zmann [10]
propose possbilities for realizing these objectives Their de-
scription of security requirements concertrates on the nego-
tiation between participants. Users only specify their per-
sonal weighting of protecti on goals, which are treated sep-
arately. Enforcement of protection goas by cryptographic
functions is hard coded within the system, while users can
specify their preference of concrete mecdhanisms by them-
sdves We have decided to use this approach within our
archit ecture, becauseit takes care of negotiation, which is
necesary to deal with potentially conic ting requirements.
Security con ict s are detected, leading to the negotiation of
compromises. If negotiati on fails, a connection between ser-
vice provider and user cannot be established. Furt hermore,
the approach is exibl ew.r.t. specicati on, i.e., the means of
enforcemert can be changed wit hout the necessty to alter
the description of security requirements.

The approaches cited above do not consider the joint
treatment of security and quantitati ve properties. There
is not only a need for uni ed treatment, implying a uni-
ed speci cat ion, but also the necesity to capture the in-
terference of these aspects, which is commonly referred to
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Figure 1: Distributed video on demand service sce-
nario

as feature interaction [6]. Protection goals usually imply
the employment of security mechanisms, which increasesre-
source requirements. This in turn reduces the amount of
resources available for other computati onal tasks, thus in-
uencing other non-functi onal propertieslike the achievable
QoS.

We handle security properties as aspects, which are mod-
elled by special system components for various security
medhanisms. These components are dynamically inserted
by our runtime ernvironment into component networks for
savicing client requeds during contract negotiation phase.
Users may weigh their preferences for certain mechanisms
and security goals, thus control ling contract negotiation ac-
tively. The details of contract negotiation are subject of
another publication [3].

In this paper, our rs t goalistoinvestigate possibiliti es for
a uni e d speci cat ion of quantit ative and security require-
ments. As we will show, CQML* is not expressve enough
for the speci cat ion of security requirements as proposed
in [10]. Furthermore, trade-o s between coni cts of both
quanti tative and security demands have to be considered.

The remainder of this arti cle is organized as follows: Sec-
tion 2 introduces suitabl e current approaches for describing
QoS and security properties using a simple example. The
semantic for negotiati ng prot ection goalsisthen extended to
deal wit h potential conict s with quantitative requirements
in Sect. 3, followed by a discussion in Sect. 4 why secu-
rity requirements still cannot simply be described by the
same means as quantit ative requirements. Starting points
for possible solutions are presented in Sect. 5 before we -
nally conclude with a short outl ook.

2. EXISTING APPROACHES FOR DE-
SCRIBING NON-FUNCTIONAL PROP-
ERTIES

Before we go deeper into the discussion of existing ap-
proachesto the issue of declarativ e description of non-func-
tional properties, let us take a closer look at a small exam-
ple application, which we will use to explain our concepts.
Fig. 1 shows a simple video on demand (VoD) service with
three involved parties: a client node, a video server hosting
the actual service, and a bank server acting as a payment
provider.

Five software components are acting together in this sce-
nario: The client application (A) transmits a customer
name and movietitl eto the booking interface (B) to receive
a video stream. (B) requegs the titl e from movie database

provides

n )
W Constraints

]n uses
n
n N quality
resources Quality Quality

| Statement | n | Characteristic

Component
Implementation

Figure 2: Simplied model of CQML *

(C) and gets a video stream for client (A) and the corre-
sponding price. (B) also queriesthe customer database (E)
for name's credit card], which can be used to setle debts
with payment provider (D).

2.1 Quality of Service and Quantitati ve Prop-
erties

The use of CQML* [8] for describing quantitative non-
functional properties of component implementations has
been anticipated introductorily. We will give a short
overview of its underlying concepts and explain how it can
be used to model typical QoS-related properties such as
timeliness or accuragy.

Fig. 2 depicts the basic elements of the CQML* lan-
guage: Component implementations feature one ore more
QoS profiles , i.e., operating modes consisting of a number
of quality statements, which describe what qualitiestheim-
plementation provides for its exported interfaces and what
it uses from imported interfaces of its collaborating compo-
nents. Furthermore, resources clausescan be usedto de-
clare the amount of needed resources Each of these quality
statements constrains a certain quality_characteristic in
its value range. Assuming for the example from Fig. 1 that
the quality statements low_delay, fast response , and
fast_network have already been de ned before for a set
corresponding set of quality_characteristics , we could
write for instance:

profile  videoBinding for B {

provides low_delay (B.booking.getVid eo);
uses fast_response (C.outvideo.getVi deo);
resources fast_network (network);

}

This simply meansa videoBinding can be provided for com-
ponent B, which providesa low delay for the getVideo op-
eration of the booking interface port booking if the run-
time environment guarantees fast response times for com-
ponent C's getVideo operation at port outvideo and if a
fast network resource is available. Of course, the example
is oversimpli e d and incomplete for the sake of clarity.

Quality statements and characteristi cs are usually pack-
agedin CQML ™ librari es categorized in domains for which
the corresponding semanti ciswell agreedupon. An in-depth
discusson of all concepts and features of CQML * [8] would
go beyond the scope of this paper. However, our short ex-
ample should have beendetailed enoughto demonstrate the
\l ook and feel" of describing non-functi onal properties with
thi s kind modeling languages.

2.2 Security Requirements

Security requirements of users are usually described by
protection goals. There is a variety of possible protection



goals which can be class e d into con dentiality, integrity,
and availability goals. Depending on the object of protec-
tion, we can describe more specic goals like anonymity as
con dential ity of communication circumstances

An important di erence to quantitati ve propertiesis the
fact that there may be coni cting security interests, espe-
cially in caseof protection goalswith individual perspectives
of involved stakeholders[10]. An example is the accountabil -
ity of messages One of the communication partners agrees
to be acocountable. Depending on the scenario, one of the
parti cipants gets an advantage over the other one. In con-
trast, full ling quantitat ive requirements mainly dependson
the availability of computational resourcesof the executing
machine; involved parties usually take no critical advantages
over others. Becausewe do not only consider protection
goals but also quanti tati ve demands, security requirements
of a user may be additi onally in uenced by conditio ns of his
system, e.g, available CPU time, memory etc. A system
providing multilateral security has to consider conict ing
interests. Because the approach in [10] explicitly aims at
providing multi lateral security, we investigate possibiliti es
to apply it in our scenario.

As an example, let us discusscon dentiality of communi-
cation in the video server scenario (Fig. 1) for the use case
\get video stream". Actually, thisis a protection goal about
which the participants share a common perspective: They
want to protect the content of their communication against
possible eavesdroppers in the unsecure communication net-
work. The participants may have di erent weightings for
thi s protection goal. The server is strongly interested in pro-
tecting the content of the video stream, because he wants
to prevent attacdkers to get the video data without payment.
The user is less interested in encrypting the video stream,
moreover, required computing costs may be undesirable to
him. But he would agree to use encryption if the video
saver insists.

To reduce potential conicts during
tiation, [10] introduces a ve level gradation
(unconditional , if_possible , dont_care, if_necessary |,
on_no_condition ) to express protection demands. The
negotiation results in a \y es" or \no" decision whether a
protection goal is to be enforced. Only the combination
of the weightings unconditional and on_no_condition
will produce a conict that requires interaction. If both
parti cipants use dont_care , the system can automatically
decide to enforce the protection goal by default.

In the example describ ed above, the user weighs the pro-
tection goal as foll ows:

nego-

communication_confidentiality = if_necessary
The provider of the video saver, however, usesthe weighting

communication_confidentiality = unconditional

Negotiation between user and video server results in the
decision \yes". The use of a concrete encryption mecha-
nism is determined by a comparison of the preferencelists of
use and video server. Mechanisms are not directly speci ed
along wit h protection goals in order to increase ex ibility of
choice.

3. ADJUSTING SECURITY NEGOTIA-
TION FOR COMPONENTS

The description of security properties introduced above
considers only use cases of single applications. In
componert-oriented architecture however, there are no
monolithic applications. Di erent componerts are involved
in processng use cases It would be dedrable to assaiate
security requirements of use cases to the componerts they
are assignedto, becausethis would allow the migration of
componerts between hosts wit hout the necessty to change
security descripti ons.

Becauseit may become impossble to ful Il both quanti-
tative and security requirements, we need a strategy in cae
of conicts. In caseof insuci ent resources either quanti-
tative or security demands have to be reduced. A rst step
in this direction is to extend the semartics of the weighting
describ ed above. The extension is based on the assumption
that participants willing to reduce their security require-
ments in caseof coni cts with requirements of others would
also be willing to reduce them in caseof insu cient compu-
tational power. The extended semantic, according to [7], is
as follows:

unconditional : The protection goal has to be enforced.

if _possible : The protection goal is enforced unless the
communication partner wants to prevent this by all
means (on_no_condition ) or in case of insu cient re-
sourceseven after reducing quantitative requirements.

dont _care: The protection goalis enforced according to the
communication partner's preferences If resourcesare
insu cient, security demands are reduced rst.

if _necessary: The protection goal is enforced only if the
communication partner requires it and if there is
enough computational power.

on_no_condition : The protection goal must not to be en-
forced.

Due to the fact that furt her negotiations may becomenec-
essary if componerts migrate or have to useservicesof other
componerts, the result of negotiation should re ect the com-
ponent' s original weighting. Table 1 describesthe extended
negotiation matrix, which allows the use of negotiation re-
sults for further negotiation:

Table 1: Extend ed Nego tiatio n Matrix

c
o
= —
(%) 5 > 5}
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e o S ° ® c
= c fa} - o <}
o | c c o o
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on_no_conditio n on_no_condition con ict
if _necessary if _necessary
dont_c are dont_c are
if _possibl e if _possible
unconditio nal con ict unconditional

Despite these adjustments, describing security require-
ments in CQML " raises some new problems, which are
pointed out in the next section.



4. PROBLEMS OF
PROACHES

It would be desrable to use existing techniques for quan-
titati ve propertiesto describe security propertiesin order to
simplify uni ed treatment.

However, there are someproblemsif we try to describe se-
curity requirements with CQML *. A closerlook at descrip-
tions of QoS-related and security properties reveals some
important di erences. First of all, the approachesfor quan-
ti tati ve properties inherently describe the sematrti c of these
properties. If the user demands low_delay for the video
stream, thi s can be expressel directly by response times on
a lower abstraction level. The requirements on other com-
ponents (fast_response ) aswell asthe requirements on the
resources (fast_network ) can be directly derived. In con-
trast, descriptions of security requirements considered here
capture the weighti ng of users but not the semarti c of secu-
rity properties themselves

Furthermore, QoS-related properties are in principal han-
dled as supply and demand. The necesity for negotiati on is
obvious for security properties but also necesary for QoS-
related properties. Espedally in case of conict ing require-
ments it is necessaryto de ne the preference of requirements
in order to make a decision.

We have to decide at which level security requirements
shall be described. There are di erent meta-levels of com-
ponents [2]: specicati on, implementation, installati on, and
instantiation. As described in Sect. 2.1, QoS+elated prop-
erties are usually assgned to implementations. Pro les de-
scribe di erent operating modesthat can be chosen depend-
ing on demands. However, security requirements should not
explicitly depend on the operating mode of a componert.
Therefore, we suggestto assign security requirements to the
speci cation of a componert.

Further security demands of users or others, e.g, the
saver providers themselves, may result in requirements on
the container itself or on all components equally [9]. So it
is likely that a system provider wants to execute only \ori g-
inal* components, which are not modied by others than
the component providers. Componerts have to be signed
by their providers to allow to teg their integrity and ac-
countability upon initial ization. CQML* does not directly
consider such global requirements. Therefore, they needto
be forwarded by uses/provides clauses. But these are in
fact rather inappropriat e for thi s purp ose. It would be more
desrable to let the container make global demands.

If we try to use CQML* to describe security require-
ments, we also have to solve the question of which clauses
to use for expressing requirements. We could either use
uses/provides or resources clauses. Specifying security as
resources is generally unsuitable. A resource is demanded
for and can be provided by the system or not. It would be
semantically curious to specify that a resource must not be
used.

Therefore, we had a look at uses/provides clauses. How-
ever, these are dedicated for specifying supply and demand.
To enable negotiation, we would have to introduce cyclic
speci cations. For an interface, each component hasto spec-
ify its demands, but it also hasto receive demands of other
componerts it wants to use

Resulting problems are pointed out in [7] and shall be
summarized in the following. Let us assume that the com-

EXISTING AP-

ponent B of the example in section 2 provides function
getVideo as part of Bookinglnterface exposed as port
booking :

interface  BookinglInterface {
VideoStream getVideo(String title,

}

component A{
uses Bookinginterface

}

component B{
provides Bookinglnterface booking;

}

As stated in section 2.2, the user (component A) wants
con dentiality only if necesary, whil e the video server (com-
ponent B) unconditionally demands con dentiality. To en-
able a successful negotiation, the interval of the provides
clause has to be part of the uses clause's interval of accept-
able values[1].Therefore, [7] introducesa number of quality
statements to express proper provides clauses for possble
security requirements. For our example, we need a suitable
provides desripti on for if_necessary and unconditional

String  name);

myPort;

/I for if_necessary:
quality confidentiality_all
{

confidentiality(op)
confidentiality(op)
confidentiality(op)
confidentiality(op)
confidentiality(op)

}

/I for unconditional:
quality confidentiality_all_but_o
(op:operation)

(op:o peration)

on_no_conditio n or
if_necessary or
dont_care or
if_possible or
unconditional,

n_no_condition

confidentiality(op)
confidentiality(op)
confidentiality(op)
confidentiality(op)

if_necessary or
dont_care or
if_possible or
unconditional;

Using these speci cations, we can express components'
requiremerts as foll ows:

profile  confidentiality if_necess
uses confidentiality_if_necessary
(myPort.getVideo);
provides confidentiality_all
(myPort.getVideo);
}

profile  confidentiality_unconditi
uses confidentiality_unconditional
(booking.getVideo);
provides confidentiality_all_but_on_
(booking.getVideo);

ary for A {

onal for B {

no_condition

However, the semanti ¢ of uses/provides in CQML* can-
not be met. Actually, for QoS+elated properti esthe \nego-
tiation" may restrict the uses interval of acceptable values.



That is the reason why the provides interval must be part
of the uses interval as cited above, e.g, [10::12] would be a
permissible restriction of [10::15] but [9::11] would not. A
succesful negotiation w.r.t. QoS-related properties would
yield exactly the value specied in the uses clause regard-
lessof any restrictions, e.g., simply the value 10 out of the
interval [10::12] above. This is not problematic at all be-
causethe uses clause just meansthat the using component
is able to process all possile input data of the specie d do-
main. The fact that the used component doesnot accept all
possible values of this interval has no e ect on processing.

In case of negotiation, however, each weighting species
a certain negotiation strategy. Therefore, valid results of
a negotiation have to be a acceptable weightings for both
componernts|as one can conclude, it hasto be the stronger
weighting. The negotiation specied in the uses clause is
only the result of negotiation when two componerts with
identical demands are connected. So negotiation in the
example above results in unconditional Even if both
if_necessary and unconditional would lead to enforc-
ing the protection goal, we have to prevent the stronger
weighting for further negotiations. Therefore, instead of
if_necessary as specied in the uses clause, negotiat ion
has to yield unconditional

5. PROPOSEDSOLUTIONS

First of all, we needtwo stagesfor uni ed treatm ent of se-
curity and other non-functional properties: (i) negotiation
of concurring requirements and (ii ) enforcemert of require-
ments.

At the rst stage, there has to be a negotiation between
di erent requirements. We have to specify strategies for
coni cting situati ons as already sketched for the extended
semantic of security requirements. However, we will need
more comprehensive language features if we want to de-
scribe further preferences. To give an example: Users also
want to specify which of the security requirements may be
reduced rst, e.g., whether con dentiality is more important
for them than accourtability. We have not yet considered
trade-o s between con i cting quanti tati ve demandslike per-
formance and quality of the data. Until now, we have not
yet been able to implement a convenient way to negotiate
quanti tat ive properties between di erent nodes as well.

For a real negotiation we needa new semarti c. As we have
seen in the example above, it is inappropriate to just allow
reducing the provides domain for a real negotiation. This
isonly suci ent for supply and demand. Instead, we needa
language feature that allows results of negotiationsto di er
from values specie d by uses clauses. The resulting value
must not conict with requirements of participants. The
existing uses/provides clauses are inappropri ate for this
purpose. At the moment, we use an XML-based descrip-
tion format to specify the weighting for negotiation. The
following code snippet shows the server provider's security
demandsfor the booking component B's booking port asan
example:

<negotiation_settings>
<preference>

confidentiality, integrity,
accountability, quality
</preference>
<demand

component_spec="B"
interface="booking"
confidentiality="unconditional"
integrity="if_necessary"
accountability="if_possible"
preference="confidentiality,
accountability, delay"/>
</negotiation_settings>

Potentially coni cting requirements are listed as sngle
items within the demandelement, together with their weight-
ing. An explicit preference list can desribe the ordering
in which single requirements may be reduced if they are not
weighted as unconditional. These preferencescan be de-
clared globally for all demands or overridden per demand.
We currently align the XML -binding of CQML * for better
interoperability with the negotation settings format.

The componernts' runtime environment has to provide a
se of rules to support comprehensive negotiat ion. Careful
study of interferencesbetween single propertiesis necessary
for this. First of all, a plausibility test for requirements of
single componerts is necesary. Second, the runtime envi-
ronment has to negotiate the resulting requirements on the
application. Participants haveto beinformed in caseof con-
i cts.

At the secondstage, the runtime environment t ries to en-
force the requirements. Now the system triesto connect
componerts by procesing CQML * statements. The strat -
egy of restricting requirements is predetermined by the re-
sult of the rst stage. The result of the secand stageis sent
to the other parti cipants. Becausethey have negotiated a
valid strategy for reducing, eac result of the second stage
is acceptable for them. Therefore, both usethe result with
less demands for computat ional power, i.e., the con gura-
tion both can full I. The current prototype of our model
[4, 3] performs negotiation by iterat ively aligning con ict ing
demands, but we will alsotry to nd an analytical solution
to thi s optimization problem.

To provide multilateral security, we have to enable the
parti cipants to set their requirements. That meansthat the
de<criptor which de nes the negotiation settings is not writ-
ten only by the componert provider. T he server provider as
well has to be enabled to con gure his preferencesand, if
necesary, to overwrite requirements suggestedby the com-
ponent provider.

6. SUMMARY AND OUTLOOK

In this paper, we have discussed possible steps towards a
uni ed treatm ent of security and other non-functi onal prop-
erties. We have mainly considered the issues of negotiat-
ing between potentially coni cting requirements and how
to raise the semanti c of existing approaches to the level of
componerts. Our current solution uses di erent languages
to describe negotiation preferencesand quantitativ e proper-
ties Even if these di erent languagesare used at di erent
levels, we need clear interfaces between theselevels. T here-
fore, a unied specicati on languageis dedrable. There are
two possible ways: A new specicati on language covering
both negotiation and description of quanti tati ve properties
on one hand. On the other hand, the existing CQML* can
be extended to allow to control the negotiation as sketched
in Sect 5. To reuse existing solutions as far as possible, we
are currently investigating the latter alternative. A uni ca-



tion of concepts and descriptions would however provide a
cleaner solution.

Existing CQML " requires consideration of further de-
mands, e.g., a suitable description for the semartic and the
enforcemert of security properties would be needal. Ad-
ditional meansfor describing global (security) requirements
would also become necessaryin contrast to the current prac-
tice of attaching all requirements to componerts.

Summarizing the problems pointed out with existing lan-
guages,the model hasto be extended to support all compo-
nent meta-levelsin auni ed manner and global requirements
on the runtime environment.
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Abstract A c

web-application attacker

Some security concerns, such as secrecy and integrity, 2.sendsa 5. sends secre p
are sensitive to ow of information in a program exe- 3. returns fequest with '"formyi
cution. We proposed a new pointcut to aspect-oriented  "hoter W b .+ LdirectsB
programming (AOP) languages in order to easily imple- B 7 losendarequestioA
ment such security concerns as aspects. The pointcut web-browser
identi es join points based on the origins of values, and 4. executes the script as 1f it is from A

can be used with the other kinds of pointcuts in existing

AOP languages. This paper presents an example how Figure 1: An Exploit of a Cross-site Scripting Problem
the pointcut can be applied to an integrity concern in a

web-application.

by taking an example security concern, how a secu-

rity concern crosscuts web-applications and how our new
1 Introduction pointcut primitive enables modularization of the con-

cern. Detailed description of the new pointcut primi-

Techniques to build secure software systems are cruciartive an_d their implementation issues can be found in the
for rapid development of network-based software systems Other literature(8]. _ _

in open network environments. Many techniques have e propose a new kind of pointcut, called dflow
been proposed such as runtime inspection, program ver-Pointcut, that identi es join points based on the ori-

i cation, and encryption. For example, a program veri- 9ins of data. Itis designed as an extension to AspectJ's
cation technique can identify problems that potentially ~ Pointcut language; dflow pointcuts can be used in con-
leak secret information to untrusted parties[9]. junction with the other kinds of pointcuts in AspectJ.

Application of those security techniques to a soft- This m_al_<es it easy for the programmers to adoptdflow
ware system often becomes crosscutting concerns adith minimal eorts. _ _
security is usually related to several participants to 1he restofthe paper is organized as follows. Section 2
the system, such as a resource to be protected,dives an example problem. Section 3 presents the design
and trusted/untrusted third-party program and data. of the data ow-based p_ointcut, and how it can solve _the
Aspect-oriented programming would be useful program- problem: Section 4 discusses related work. Section 5
ming technique to modularize those security concerns. SUmmarizes the paper.

In fact, there have been several studies that apply AOP

to modularize access control[3] and that propose an AOP . .
language for supporting authentication[13]. However, as 2 Example: Securlty Problem in

far as the authors' knowl_edge the_re have been few stud- Web—AppIications

ies to support the ow of information in AOP languages
although it is a crucial concept for ensuring secrecy and
integrity of software systems|[9].

Based on the above observation, we proposed a mech<Cross-site scripting is a security problem in web-
anism that supports the ow of information in an AOP  applications. By exploiting a aw of a web-application,
language[8]. The mechanism o ers a new pointcut prim- an attacker can reveal secret information from the
itive into AspectJ-like AOP languages in order to con- browser of the web-application's client[1]. The follow-
cisely determine the ow of information in aspect def- ing scenario with three principals, namely (A) a web-
initions. The mechanism is being implemented as an application, (B) a web-browser of a client of A, and (C)
extension to AspectJ language. This paper presents, an attacker, explains an attack (Fig. 1).

2.1 Cross-site Scripting Problem

17



Servlet
doPost(req,res)
doGet(req,res)

VAN .
Registration [ ' |Failure ' linventory
doPost(req,ref) [doPost(req,rep) [doPost(req,ref)

Response]
getWriter(

Request

getParameter(ke
setAttribute(key)
getAttribute(key)

Figure 2: Structure of a Web Application

The problem could have been avoided if A did not re-
turn the malicious script as a part of the response to B. A
solution to this problem on the A's side is not to generate
pages by using a string that comes from any untrusted
principal. A simple implementation is to remove special
characters that constitute scripts from strings that come
from untrusted principals, and to replace them with non-
special (or quoted) characters. This solution is usually
called sanitizing.

We here de ne a following sanitizing task for a web-
application:

Assume that the web-application is to gener-
ate a web pagé. When a string that originates
from anyone untrusted by the web-application
appears in the generated page, it replaces spe-
cial characters in the string with quoted ones.

2.2 How Sanitizing Crosscuts a Web Ap-
plication

In the web-applications that dynamically generates

many pages, the sanitizing can be a crosscutting con-write an appropriate respondClientString

cern because its implementation could involve with many
parts of the program. Here, we assume a web-application
on Java servlets framework, which de nes a class for
each kind of pages. Fig. 2 shows a class structure of
the web-application. Each Servlet subclass represents
a particular kind of pages. When a client browser sends
a request for a URL, the framework automatically cre-
ates an instance of a respectivéServlet subclass, and
then invokes doPost (or doGet, etc.) with objects rep-
resenting the request and a response. The method can
read values to the input elds from the request object,
and generates a new page by writing into a stream in
the response object. Alternatively, a method can dele-
gate another method to generate a page after performing
some process.

Fig. 3 shows de nitions of some of theServlet sub-
classes. WhendoPost method of Registration class

1 Another approach is to replace special characters when the

is invoked, it merely checks whether the requested ID
is found in the database, and transfer itself to either
Inventory page orFailure page. InFailure class, it

displays a message of failure with the requested ID. It
also places a link to the previous page by reading infor-
mation in the attributes of the request.

The sanitizing task is to wrap the call to
getParameter method in Failure class with a method
that replaces special characters. Although the task needs
to change only one place in the application, it crosscuts
the application because the similar modi cations need to
be done in many sibling classes when those classes also
use the results fromgetParameter for responding.

2.3 Usefulness of Data ow

Since the sanitizing task crosscuts, it looks a good idea
to implement it as aspects. However, it sometimes is not
easy to do so with existing pointcut-and-advice mech-
anisms because they do not o er pointcuts to address
data ow, which is the primary factor in the sanitizing
task.

The problem can be illustrated by examining
the (incomplete) aspect denition in Fig. 4. The
respondClientString  pointcut is supposed to intercept
any join point that prints an unauthorized string to a
client. (By unauthorized, we mean that a string is cre-
ated from one of client's input parameters.) With prop-
erly de ned respondClientString , the task of sanitiz-
ing is merely to replace all special characters in the unau-
thorized string, and then continue the intercepted join
point with the replaced string?.

With existing kinds of pointcuts, it is not possible to
in a declar-
ative manner.

First, a straightforward de nition is not appropri-
ate. For example, the following pointcut will in-
tercept strings that are to be printed as a part of
a response to a client. However, it will intercept
strings including “authorized' ones:

pointcut respondClientString(String s) :
call(* PrintWriter.print*(String))
&& args(s) && within(Servlet+);

Second, even if one could write an appropriate
pointcut de nition, the de nition is less declarative.
For example, an appropriaterespondClientString
could be de ned with auxiliary advice declarations
that detect and trace unauthorized strings. How-
ever, those advice declarations are not declarative

web-application receives strings from browsers. It is not r ecom-
mended because the replacement might a ect the intermediat e
process unexpectedly. Also, it can not sanitize strings tha t come
to the application via methods other than HTTP[2].

formal parameters of the advice (i.e.,

2In AspectJ, proceed is a special form to do so. When the
s) is bound by args point-
cut (e.g., args(s) ), the arguments to the proceed (i.e., quote(s) )
replace the original arguments in the continued execution.
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class Registration extends Servlet {
void doPost(Request req, Response res) {
String id = req.getParameter("ID");
if (<id is found in the database>)
<transfer to an Inventory page>
else {

reqg.setAttribute("PREV", req.getURL()); //store curren
/loriginating address of the

<transfer to a Failure page>

/lread input field

t URL as an

} /Itransferred page

}
}

class Failure extends Servlet {
void doPost(Request req, Response res) {

PrintWriter out = res.getWriter();
out.printin("<HTML>...Login failed for:
out.printin(req.getParameter("ID"));
out.printin("...<a href=");
out.printin(req.getAttribute("PREV"));
out.printin(">go back</a>...");

")

/lread input fiel

Ilback to the or
/by using the stored add

d & print

iginating page
ress

Figure 3: Implementation of Servlet Subclasses
(Type names are abbreviated due to space restrictions.)

because they have to monitor every operations that
involve with (possibly) unauthorized strings.

In order to de ne respondClientString  in a declarative
manner, a pointcut that can identify join points based
on the origins, or data ow, of values is useful. The next
two reasons support this claim.

First, data ow can use non-local information for de-
termining the points of sanitizing. For example, the re-
sult of getAttribute in Failure class in Fig. 3 needs
no sanitizing because if we trace the data ow, it turns
out to be originally obtained by getURL (i.e., not by
getParameter ) in Registration class.

Second, data ow can capture derived values. For ex-

ample, assume that a web-application takes a parame-

ter string out from a client's request, and creates a new
string by appending some pre x to the string, the new
string will also be treated as well as the original param-
eter string.

3 Data ow Pointcut

We propose a new kind of pointcut based on data ow,
namely dflow . This section rst presents its syntax and

example usage for the simplest case, and then explains

additional constructs for more complicated cases.

3.1 Pointcut De nition
The following syntax de nes a pointcut p:

p = call( s) jargs(x,x,::2) j p&& j pll p
dflow[ x, x]( p) j returns( Xx)

where s ranges over method signature patterns andx
ranges over variables.

The second line denes new pointcuts.
dflow[ x, x9( p) matches if there is a data ow from
x% to x. Variable x should be bound to a value in
the current join point. (Therefore, dflow must be
used in conjunction with some other pointcut, such as
args( x), that binds x to a value in the current join
point.) Variable x°should be bound to a value in a past
join point matching to p. (Therefore, p must have a
sub-pointcut that binds a value to x%) returns( x) is
similar to args, but binds a return value from the join
point to variable x. This is intended to be used only in
the body of dflow , as a return value is not yet available
when a current join point is created.

By using dflow , the pointcut for the sanitizing task
can be de ned as follows:

pointcut respondClientString(String o) :

call(* PrintWriter.print*(String))

&& args(o) && within(Servlet+)

&& dflow[o,i](
call(String Request.getParameter(String))
&& returns(i));
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aspect Sanitizing {
pointcut respondClientString(String s) : ...; // incomple te

Object around(String s) : respondClientString(s) {
return proceed(quote(s)); /[continue with sanitized s

}

String quote(String s) {
return <replace all special characters in s>;
}
}

Figure 4: (Incomplete) Aspect for the Sanitizing Task

The second line is not changed from the one in Sec-3.3 Excluding Condition
tion 2.3, which matches calls to print methods in
Servlet subclasses, and binds the parameter string to
variable 0. The dflow pointcut restricts the join points
to such ones that the parameter string originates from a
return value of getParameter in a past join point.

We also de ned an extended syntax ofdflow for ex-
cluding particular data ows. We call the mechanism
bypassing .

A motivation of bypassing can be explained in terms
of the sanitizing task. Assume aServlet subclass that
manually quotes the client's inputs:

3.2 Data ow Relation class ShippingConfirmation extends Servlet {
void doPost(Request req, Response res) {

The condition how dflow pointcut identi es join points PrintWriter out = res.getWriter();

can be elaborated as follows: assume is bound to a String address =

value in the current join point, dflow[ x, x9( p) matches quote(req.getParameter("ADDR"));

the join point if there exists a past join point that out.print("...Please confirm address:");

matches p, and the value of x originates from a value out.print(address);
bound to x°in the past join point. By originating from

a value, we mean the value is used for deriving an inter- }

ested value. For example, when two strings are concati- }

nated, the concatinated string originates from those two
strings. We let the originating-from relation be transi-
tive; e.g., the origins of the two strings are considered as
the origins of the concatinated string as well.

When an object of this class runs with Sanitizing as-
pect after lling its pointcut de nition with the one in

Section 3.1, the aspect intercepts method calls that print
address in ShippingConfirmation . As address has
The originating-from relation is de ned as follows. Let zjready quoted string, it doubly applies quote to the

v and w are two values. v originates from w when quoted string.
The following extended dflow syntax excludes
v and w are the identical value, or data ows that go through certain join points:

p = dflow[ x, x]( p) bypassing[ X]( p)

Intuitively, a bypassing clause speci es join points that
i n). should not appear along with a data ow. By using
bypassing, the following pointcut avoids intercepting
quoted strings:

v is a result of a primitive computation using

The above de nition is su cient for languages only
with primitive values. When a language also has com- pointcut respondClientString(String o) :
pound values, such as arrays and objects, we need to call(* PrintWriter.print*(String))
extend the matching condition for dflow . Although it && args(o) && within(Servlet+)
needs further study to give a feasible condition, we ten-  && dflow[o,i](

tatively extended the de nition in the following ways. call(String Request.getParameter(String))
dflow[ x, x9( p) matches when the value of or a value && returns(i))

reachable from the value ofx originates from the value bypassing[q](call(String *.quote(String))

of x% or a value reachable from the value o&k°. && returns(q));
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i --->» "John" "<SCRIPT..>" i --->» "John" "<SCRIPT...>"

e /0 ok G

\ \
N quote .

' Y "&itSCRIPT."
q --->» "John" q --->"John" X..
q
0 ---> "John<SCRIPT...>" o --->» "John&lt;SCRIPT..."
(a) matches (b) not matches

Figure 5: How data ow is restricted in dflow[o,i](...) bypassing[q](...)

The bypassing clause requires thato (an argument to where p and x range over pointcuts and variables. The
print method) to originate from i (a return value from form requests that, when a join point matching to p is
getParameter ) but not through q (a return value from executed, it will regard that the values of the to -variables
quote) after i . originate from the values of the from-variables.
Precisely, bypassing requires existence of at least one  For example, assume that a program usesipdate
data ow that does not go through join points matching method of Cipher class for encryption (or decryption),
to the pointcut in the bypassing clause. Fig.5illustrates but the system has no access to the source code of
computations that generate concatenated strings from the class. With the following declaration, the system
two strings. Assume that the original strings at the top will regard that the return value from Cipher.update
of the gure are the results of getParameter in the above originates from its argument. As a result, if a string
example. Then the dflow pointcut with bypassing matchesdflow pointcut, the Cipher encrypted string of
clause matches the computation (a) because there is athe string also matches to thedflow pointcut.
data ow to the string at the bottom of the gure with-
out going through quote. On the other hand, it does aspect PropagateOverEncryption {
not match the computation (b) because all data ows go declare propagate:

through quote; i.e., there are no data ows bypassing call(byte[] Cipher.update(bytef]))
quote. && args(in) && returns(out)
The semantics ofbypassing clause can be de ned by from in to out;

slightly extending the originating-from relation. Let v
and w are two values. v originates from w bypassingx

in p, when: The propagate declarations are designed to be

reusable; i.e., once someone de ned propagate declara-
there have been no such a join point that matches tions for a library, the users of the library merely need

p and the value bound to x is identical to v, and to import those declarations to track data ow over the

library.

either of the following conditions holds: The propagate declarations would be su cient for the
libraries that have only data ows between input and out-
put parameters. Coping with more complicated cases,
{ v is a result of a primitive computation using such as the ones involving with structured data or the

{ v and w are the identical value, or

X in pforsomei (1 i n).

3.4 Explicit Data ow Propagation 4 Related Work

We provide an additional declaration form that speci- TNere are systems that can examine data ow in a pro-
es explicit propagation of data ow through executions 9ram either in a static or dynamic manner (e.g., Con-
in external programs. This is useful in an open-ended Ned Types[10] and taint-checks in Perl[14]). Those are
environment, where a program runs with external code Useful for checking security enforcement. On the other
whose source programs are not available (e.g., a clasdand, when a breach of the security enforcement is found

library distributed in a binary format). by those systems, the programmer may have to x many
A declaration is written as a member of an aspect in Mmodules in the program without AOP support.
the following form: Information ow analyses (e.g., [11]) can detect a se-
cret that can leak by indirect means, such as the con-
declare propagate: p from x,x,::: to x,X,:::; ditional context and timing. For example, the following
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code does not have direct data ow fromb to X, but in-
formation about b indirectly leaks in x:

if (b) {x=0;}else {x=1;}

As we have shortly discussed, our data ow de nition
only deals with direct information ow. It does not re-

gard a data ow from b to x. Extending data ow de ni-

tion to include such indirect information ow, is left for

future study.

Giving more expressiveness to pointcuts in AOP lan-
guages are studied in many ways. Some oer point-
cuts that can examine calling context[5], execution
history[12], and static structures of a program[4].

Demeter is an AOP system that can declaratively
specify traversals over object graphs[6, 7]. It allows to
examine relation between objects, but the relation is
about a structure of data in a snapshot of an execution.

5 Conclusion
We presented dflow pointcut in aspect-oriented pro-

gramming (AOP) languages and its application to san-
itizing aspect for web-applications. Since the pointcut

[4] K. Gybels and J. Brichau. Arranging language
features for more robust pattern-based crosscuts.
In Proceedings of the 2nd International Confer-
ence on Aspect-Oriented Software Development
(AOSD2003), pages 60{69. ACM Press, 2003.

[5] G. Kiczales, E. Hilsdale, J. Hugunin, M. Kersten,
J. Palm, and W. G. Griswold. An overview of As-

pectd. In ECOOP 2001, pages 327{353, 2001.

[6] K. Lieberherr, D. Orleans, and J. Ovlinger. Aspect-
oriented programming with adaptive methods.

Comm. ACM, 44(10):39{41, Oct. 2001.

K. J. Lieberherr. Adaptive Object-Oriented Soft-
ware: the Demeter Method with Propagation Pat-
terns. PWS Publishing Company, Boston, 1996.

[7]

[8] H. Masuhara and K. Kawauchi. Data ow pointcut
in aspect-oriented programming. In A. Ohori, edi-
tor, Proceedings of The First Asian Symposium on
Programming Languages and Systems (APLAS'03)
volume 2895 of Lecture Notes in Computer Sci-
ence pages 105{121, Beijing, China. (or Kanazawa,
Japan or Nanjing, China.), Nov. 2003.
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Evolution of Aspects for Legacy Sys tem Security
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ABSTRACT

This paper shows how aspects can be succesfully enployed in
the suppot of system evolution. The context is a @se study on
migrating a legacy client-server application to overcome the
security problens asseiated with ‘messagetanpering’ attacks.
The focus is on authorization isstesin which apectsare used to
add a searity mecdhanism based on digital signatures The
approah provides for future ewlution of the gstem. In
particular, it is srown how factbring of aspgectual concerrs allows
the scope of the security bounday to bevaried illustrating reuse
of the aspects.

Whilst the aspects are added non-ntrusvely, it is demongrated
how aspects can modify the control-flow behaviour of a server.
We propog a progamming idiom tha conforms to Design by
Contact.

Categories and Subject Descripbrs

D.3.3 [Programming Languages]: Language Condructs and
Feaures

General Terms
Design, Experimentation, Seurity, Standardization, Languages

Keywords
Aspects, sectty, legacysystem

1 INTRODU CTION

The wak reported on here arose from the needto extend a cae
study tha our third year undegraduge sudents use in thar study
of didributed systems. The package is based aound ahomre
banking system written in Java that sugports multiple distributed
bank serves aswell asmany home wsers It consists d a number
of sepaate neworked modules deding with a variety of
middleware isaues including load bdandng and routng. Whilst
the system is not large by comparison with real home benking
systems, it is large erough to presen real problens in tems o
sale and complexity. Over the years, the system has bkeen
extended and nodified as new features were introdued and
sdtware engineeing principles sich as gefacbring were
enployed Our mostrecert requirenert was to extend the searity
fadliti es within the system andwe felt that it would be usful to
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students if we were to approac the problem usng agects.
Indeed the package bs been so extersively modified that it
exhibits dl the propeaties of legacy software, in paticular:
modifications to the original spedficaion by differert people with
variable amount of doawmentation of dubius qudity. We felt
that the tme to make even small modifications would be
prohibitive and we did not wish to change the existing couse
materials that describe the system Therebre, extending the
systemin anonintrusive manne should bea good test of the use
of aspects and shoutl endle usto mntinueto grow the system in
a comprehensible way. Our aim is not to address 8 secuity
isstes, for exanple we @ not addressisswes of Decertralized
Trug Management [3]. In this paper we report on the problems
we ercountered how the poblems were overcome and the
insights we gainedinto AOP.

A number of reseachers[5, 15, 16] have idertified reasms why
aspects ae a god mechanism for improving searrity in software
systams:

Current approactes b the development of secuity
architectures br applications resut in sdtware hat hes
application codetanged with security code[16]. Tedhniques
that help to control ard reduce his pervasveness stould be
exploited.

Security experts will be able to better focus their efforts an
secuity issiesif these ae cacertrated ard separated from
therestof the application.

In [5] it is discussed how secuity requiremerts can be viewed
through a nurber of questions: how, what whee ard when
should secuity issuesbe addressedin the agpli cation.. In the past,
there have beensucces$ul attempts to facor out some of these
questons. That is, what ard how can be addessd, for exanple,
throughthe wse d libraries, for cryptography, or througha servee
suwch asJAAS, the Jva Autherticaion ard Authorization Service.
However, the question of whee, for exanple, should each
secuity concernbe implenerted at the keginning of eachmethod,
or only in some method< and the question of when, for exanple,
should a cacern be addressedwhen same agplication condition is
satsfied or not? areboth still tangled with the agpli cation. This is
becawse he cals to the secrity libraries or sewvices have to be
made from within the applicaton. Currertly, aspds are
beginning to adiress some of these whee ard when isswes. For
exanple, [11] discusses bw to make cals to JAAS using asecs.



In our work we have wsed aspects D implement authorization
requirements based on diital signatures. We were able not only
to spaate the lower level mechanism of implementing a digital
signature, but alsoto facta out the palicy of where we wart this
seaurity concen to be gplied.

The useof aspects in sotware development has been dividedinto
two categories [2, 10]: developnment and piodudion aspects.
Development aspects can be used duiing the development of
applicatons to facilitate debugging, tesing ard performance
tuning, and are notpar of the final build of the application. In our
work we made use of logging aspects to asdst in debugging.
Produdion aspects are intended to beincluded in the build of an
application, and provide additiond fundiondity for the
applicaion. There is evidence that produdion aspects are helpful
in factoring the design of green-field developments [1, 9], aswell
as for existing systems [3, 6]. In this pgoer we explore ther
applicaion in the evolution of a legacy system, underthe grict
congtraint that no charges are tdoe made intrusively.

Our work is bagd on the ue of a @se study encompassng
multiple servers in a pototype horme baking applicaion. The
existing system is secure o the degree that users nust log-on
before accessig an accaunt. However, messages ktween clients
ard serves are not signed, exposing the system to attacks cawsed
by messaye tanpering. Qur initial goal in this work was to add
digital signatures to the system to erhance thke authorization
mechanisms. We focused on authorizaton isswessimply to clarify
the sepamation of concern issues. Having achieved this and solved
some interesting but unexpeded problems @ncerning the degree
of interacion betweenan aspect and the legecy code, we turned
our attertion to future system evdution. We give a spcific
illustration of evdving the system in the light of revised searity
requirements inwlving a transfer of responsbility for signing and
cheking messagesbetween savers We discuss the benefits of
well designed aspects that are resale in systemevdution.

The paper is organized as follows. In sedion 2, we discussrelated
work ard presen relevart details of the case stly. In secton 3,
we spedfy our initial additiond seaurity requirements and discuss
the design and implenertation necessar to meet them In
paticular, we desaibe he difficulties of developing aspects tat
must modify control flow behaviour and how the exception
mechansm is of assstance in sdving this problem. Furthermore
we show how our apects were factored to enhance separation of
concems. In section 4, we introduce a equirement to move the
seaurity bounday and show how the fadoring of our aspectud
seaurity code smoothes the evolution of the system. Section 5
draws canclusions ard outlines fLiture work.

2 BACKGROUND AND RELATE D
WORK

21 Related Work

Secuity is increaingly becaming an area tlat attracts the
atention of the AOSD comnmunity. In many ways seculity
represerts an ideal cardidate for the sepration of concerrs,
becaise it permeatesall areas 6 sdftware systens. Secuity would
thusben€fit from techniques that hep to sructureand nodulaize
it.

Onre exanple of using secuity aspect is to moduarize acess
control. In [6] auherticaton is se@rated from the application,
here an FTP server. Aspeds were used to paform the task of
checking username/password combinations, while aher aspds
represerted the auherticated user thus holding important security
information for the duration ofan FTP sesgon.

A differert approachto moduarizing access catrol is preerted
in [11]. Laddad shows how JAAS, the Jawa Authertication and
Authorization Service canbe added to appli cations using aspects
rather thanmaking cals to this service from the apli cation code.

Security issiescanaso relae tothe nation of secure cale: many
progranming larguages fave feaures that caneadly be used in
swch a way as to leave secuity flaws. In [15] Viega,Bloch ard
Chandradiscuss how aspects can hdp developers to be consistent
in their implenmerntation of secuity policies by, for exanple,
checking that cdls to the SecuityManager ae included where
neectd replacing all cals to non-secue functions by cals to
seaure fundions providing buffer overflow protedion or logging
data that may be relevart to secuity.

An dternative appoach to implementing nonfundiond

requirenerts is the we d reflecton language
systams/archtectures In particular Welch and Stroud [16] presert

a portable gpproach based on thé Kava meta-object protocol.

They presemh a cag stdy in which a secuity system based on

proxies ad inheitance is re-iimplemented usng Kava This

resuts in better erforcenert of secuity but the use of reflecton

doesraise issues d efficiency Their approach is portable as t is

not dependert on specializedlanguege systens a architecures as
is the case wh most other work on reflecion.

Other work has looked at the factorization of middlewarescditware
[17], based on a mining gpproach to discover scatered code in
legacy systens that can be refadored as aspects This is in
contrast to the wak presened in this paper where we are ading
functiondity.

2.2  The Case $udy

The case stdy that we are vorking on wasdeveloped asatoal for
illugrating concepts in conarent programming and for
ill ustrating softwareengineering techniques.As sich, the sditware
has been continually amended as new requiremerts were
specified

The system was basedon the following scerario. A bank wished
to provide its existing customers with the ahlity to perform a
number o different banking trarsactions using their home
computers. The bank started this developmert from the pint at
which a cwstomer alread/ had one a more accants at one or
more o its branctes ad each branch had a computerbased
banking systemto maintain its accaunts. In addition, the branch
computers canmunicated with a ceatral machine at the benk's
headjuarters. The arclitecure d the home banking system is
shown in Figure 1.



Client Name Brarch
Sewer Sewer
Client Queue Proxy Branch
Sewer Sener Sener

Figure 1 The hone banking system

A Branch Server is an existing branch system there are nany
branches. The Gient represerts a aistomer's mactine. Betweena
Client and its Branch Server are thee itens of middleware.The
Quele Server interfaces with all Clients and queues cistomer
requests bdore passng them on © the Proxy Sever. One of its
purpose is to smooth out the flow of requests to the Proxy
Server. The Proxy Server acs asa rauter, using the custamer’s
acount nunber to route the request to the gppropriate branch.
The PRoxy Server uses tle faciities d the Nane Server to
determine the IP addressof the apropriate Branch Server. The
home banking system was designed so that eachof the srvers
could behostd on separate machines. Indeed, thee is provision
for installing multiple Proxy Servers stould the loadng on a
single serverbecame too high. It was ewisagedthat the Queue,
Proxy and Name Severs would be housd a the bank's
headquaters. The shaded area illustrates tha the Queue Sever
ack s aninterface betweenthe Clients and the Servers and deabk
with same security concerrs.

Client requests are in the form of asynchronous messages
packaged as strings constructed accarding to a poprietay
protocol known to each serve. Every message cotains the
customer’s idertifier amd accaint number. Responses to client
requests ae also messages conforming to a spedfic protowl and
are rauted back from the BranchServers via tle Rroxy and Queue
Savers to the Cient. The Queale Sever is responsble for
forwarding arespon to the gppropriate client.

In the initid prottype implementtion, seaurity is minimal:
auhertication is performed by the Branch Server wsing a simgle
password. Client requests arerejectal by the Queue Sever winles
the client has siccesfully loggedin. If the Quewe Server receives
a login request message it passes it directly to the appropriate
Branch Server for auhertication. The Banch Server returns a
messageto the QueueServer and the Client indicaing whether or
not the adherticaion sweeeded If the login is succesful, the
Queue Server will accep all future requestsfrom that Client urtil
thedient ends tle ssgon.

3 Adding Digital Signatures

The piinciple o digital signaturesisto cdculate asignature based
on a gven messge string, and send tis signature alongwith the
original message On arrival the reépient cancheck wtether the
signature stll matches the message. By adding a mechansm for
signing messajes wing dgital signatures we arealle to reduce
greatly the suscepibility of our system to ‘messagetanpering’
attacks Our focus in this reseach is on authorization: the sigrng
and cheking of messages, ignofing the sparate isae of
auhertication.

As was autlined atove, messagies are pckaged as stngs
accading to proprietary protocols. As messagesare pased
around fom sever to server, they are taken goart and built up
againas hey ge processé. A small charge in the protocol atone
server or client, will impact on all subsequent serves. At each
point where messagesariive ata server a thorough checking of
the messageformat takesplace ard dl the adion in the sewver
depends on this precise format of the messageAltering amessage
format, by adding a digital signature would impact on the main
code structure in eachserver Therebre, apectsare rebvart as
animplemertation technique, because we reedto interact with the
message @ssing code that dosscus the system An alternative
approach based on te use of the Delegation or Proxy pétern
would involve restucturing of the legacycode.

For reamns d traceablity from requiremerts through design to
implementation, it is important that we relate asgct structurally
and functiondly to the requirements As we show belbw, these
details emerge iteratvely with design and implementation of the
aspectua details. These isstes, which we expore further below
suggestthat the wse of early aspds i.e. & the requirements sage
[7, 14], exdoited within the mntext of a twin-peaks aproach
[13] aid the developmert of secuie code.

3.1 Reating Requirements ard Aspects

The requiremert to improve authorization security through the use
of digital sigreturesertails:

(1) Generating and chedking signatures atappropriate places
thatis, ata seurity boundary, ard storing user keys at sies
where the dgning of messages ard the clecking of
sigraturestakesplace.

(2) Modfying message bnding to allow incorporation of
sigretures in messaes. h this system the Queue Server,
Proxy Server ard Branch Server have legtimate reasans for
viewing (same of) the conterts of a messaye aml therefae
have to unmarshdl and marshdl themessage.

The initial secuity boundary, that is the perimeter of an area
encanpassing those parts d the systam that ae to be secued,
included all the serves and parts of the dients. The shadedareain
Figure 2 illustrates this. Note that the aspects are not required to
ersue searity of the whole o the client. Prior to signing
messages, sedqity is recesarily the responsibility of same other
combination of software/hardware.

Client Name Branch
Saver Saver

Client Queue Proxy Branch
Saver Sever Sever

Figure 2 Banking application with secuity boundry

Our initial design involved two asgects cres<utting the two
requiremerts (in addition to crosscuting within, ard as it
emerged aciloss severs) The aspcs were a secuty agect
respnsible for gererating ard marshalling signaturesin the client



and an agect respnsible for unmarstelling and checking
signatures inthe server

In orde to remove this crosscutting of the requirements, the
agects were faciored asfoll ows:

Ag Aspectto gererate a dgital signature

Ac Aspectto check a dgital signature

Awm Aspectto ersure signature is marshalled

Ay Aspectto ersure asignature is unmarshalled

This allows us to facor the asgcs acraes the s/stemin the
following manner. Aspects A; and Ay are wsed a the ‘signing
saver, ard asgcs A; and Ac at the ‘checking’ serve. This
fadoring dso allowed us toremove a degree of crossautting with
the original requirements Our aspeds now divideinto two forms:
thoe concemed with messge manipulation @ low level
mecharism) ard those cancerred with details ecific to digital
signatues (ie. operating at more d a policy level). This
distinction is significant when conddering system ewlution, as
we discuss insedion 4.

3.2  Asped Details

Here we present the asgcts that were developed to implenert the
digital signatures for our authentication srvice In this discusson,
we leave asde the issue of the distribution of the keys, and
coneentrate on some of the problems we encounteed during this
development.

On the client side, aspecs Ay ard Ag were implenerted &
shown in Figures 3 and 4 respedively. We defined a new dass
DigSig with a rumber of methods to create and check dgital
signatures and a dass Padkaging with methods to pack and
unpack messages(these clasesare rot shown here). Aspect Ay
defines apointcut which intercepts the moment that message are
about b be sent to theserver. The bankng system communicates
between its canporerts using sakess, ard the messags are sert
as Stings udng the method printIn(). The around advice ersures
that mershalling takesplace, @ing the pack() method from DigSig.

appropiiate signature will be generated and pased on & a
parameter to the pack() method of asgctAy,.

public asp ect AG {

pointcut generateSig (String message, String signature):
within (AM)
&& call(* Packaging.pack(..))
&& (args(message, signature));

String around (String message,String signature):
generateSig (message,signature){
return (proceed (message,(DigSig.CreateDigSig(message))));
}

}

Figure 4 Aspect Ag

The reasm for the gproach taken here — in AM to pack with a
null argument that is subsequently redacedby a dgita sigrature
by AG (creaeDigSig(message)) — is to enalbe this secuity
mechanism to be changedin the future.

publi c aspect AM {

pointc ut marshal (String anArg): call(* *.printin(..))
&& (args(anArg))
&& target(java.io.PrintWriter+);

void around (String oldArg): marshal(oldArg) {
String newArg = Packaging.pack (oldArg, null);
proceed (newArg);
}
}

Figure 3 Aspect Ay

A separate aspect Ag hasits pointcut defined on thecall to pack()
within thearound advice d the asgct Ay. This ersures that an

1 publi ¢ void run() {

2 open client sockets for communication

3 while (true) //serve for duration of client session
4 try {

5 read a client request message

6 if (message is not in expected format){

7 send Error message to client

8 continue

9 Ylend if

10 if (request is a login command) {

11 try{

12 forward client details to proxy server
13 get response from proxy server

14 if (response == succesfull login){

15 log client account number for this session
16 }

17 forward response to client

18 } catch (Exception el)

19 Ml end if

20 else

21 add message to queue

22 } catch (Exception e2){break}
23 Y/ end while

24 close sockets

25} /lend run

Figure 5Pseuwdo cade for the run methodin QueueServerThread




On teserversideit is the Quele Server where nessages fom the
clients arive and which must implemert the cteding aciivity.
Within the Quewe Sorver code is a class named
QueueServerThread which extends Java’sThread class In Java,
the cale thata Thread object execues rmust be implemerntedin an
argument-less public void method named run(). The besic design
of the run() method in QueueServerThread is shown in Figure 5.
Thereis one threadfor eachclient session.

The run() method iscdled from the start() method nvoked bythe
condructor of QueueServerThread. The run() method mntans a
number of try-catch statenerts, as well as loop control
statemerts, break and continue, which make it difficult to follow
the flow of the program. This dealy illustrates why it would be
best not to tamper with this application!

The point at which a clent request eners the Queue Server is
found on line 5. This represents a good join point to intercept the
incoming messagelmmediately the message arwes itis validated
(lines6 to 9) for thingslike missirg commard, missirg password,
or attempts to use sewviceswithout authorization. If the message
is found to be invalid, a nessageis ent to the dient ard the
processng of the messge stops — the thread retums to the
beginning of the while loop to obain the net dient messge.
Note that currertly the vaidation of the messaye does rot include
message dmpering checks and that is what the aspgect will

address ly interceging the messaye lefore it undergees all its
othe validdion chedks.

Figure 6 shows the asped Ay which takes care of the
unmarshalling. It uses around advice, which first calls proceed()
in order to obtdn the result of the readline() Satenert, it then
conwerts this udng the unpack() method from DigSig, and returns
the nodified message 6 the rogram

public aspect AC {

pointc ut checkSig (String uncheckedMessage):
within(AU)
&& call(* Packaging.unpack(..))
&& (args (uncheckedMessage));

before (String uncheckedMessage):
checkSig(uncheckedMessage) {
if (!DigSig.IsCorrectSig(uncheckedMessage)) {
printWriter.printin("E*Aspect intruder");
/lany other code to raise alarm
throw (new SecurityException());
Ylend if
}
}

publi c aspect AU{

pointc ut unmarshal() : call (* *.readLine(..))
target(java.io.BufferedReader+);

String around () : unmarshal() {
String signedMessage = proceed ();
String unsignedMessage =
Packaging.unpack(signedMessage);
return (unsignedMessage);
}
}

Figure 6 Aspect Ay

Finally, there isan asgctto check whether the dgital signatureis
correct Idealy, asppd Ac should be defined & follows: ‘if during
the run() method it is discovered that tere is an intude, then
stop exection of the run() mehod for that dient sesson’. The
idea beng tha the discovery of an intrude is sufficiently seious
tha we would notwant it to continue proessng, and contacting
othe servers with potentially hamful dag

We reslved to define aspect Ac as peserted in Figure 7.

Figure 71 Aspect Ac

Notice that we defined apointcut for A¢ in the around advice o
the apect A, as t does the unmarshalling, simlar to the way
aspect Ag was constucted ontop of aspect Ay. AspectAc works
as fdlows: it retrieves the uncheckedmessageand ersuresthat it
is chedked through the DigSig class If the result of this test is
false, a messagds seri to the client indicating that anintruder has
been interceged, ard a SecurityException is thrown. It is this
throwing of the excegtion which will ersure that the programwil |
effedively abtardon the run() method. This is becawse the
excepion thrown in the asgct will be cawght on line 22 of the
run() method which has thecall to break to handle the excefion.

It is worth noting that the design of the aspects conforms to a
more gereral gtuation where nessage are trarsmitted
asynchronouwsly betweennodesard are regired to be validated on
recept.

3.3. Altering the flow of program and the
exception

In aspct Ac we deliberately dlow the aspd to throw an
excepion, in order to cawse the pogram to stop exeaiting the
method it wasin (here, run()). Throwing anexcegtion in anasgect,
thus causing the aiginal program to charge its coursein such a
drarretic way, appearsdrasic. Before we resarted to this acton a
number of different strategieswere explored:

Rewrite the run() method entirely, and make sure that the
new verson is caled insteadof the aiginal one. This is rot
possille, becawse the cdl to run is hidden within the start()
method of the library Thread class In addition, the
complexity of the existing run() method is such that the risk
of failing to re-implement it correctly is high.

Alter the valies d locd varialdes in the run() method, for
exanple séting the nessaye b null, and then picking this up

1 We have rot shown the cetails of how to obtain accesgo the
locd variabe, printwriter, represeiting the autput streamto the
client.




when the format o the message ischecked(seeline 6 in
Figure 5). However, this stategy would tie our agecta lat
closer to the actal application code, making it less
maintainable and less re-usale.

Hande the excefion using adiice for the run() method.
This would involve ome compli cations, without miti gating
the cantrol flow issuesof our chosen apgproach

Given that the nature d the agectsis to improve the level of
seaurity in our application, and in paticular to remove the danger
of tanpering with messages ging into the bank system, there is
same justification for the more sefous acion we chose.

However, this propcsal violates o aspect style rles aiginally
idertified by Kerstenand Murphy [9]:

do not allow excepions introduced by a weaveto percolate
out from the weave, and

before and atfer advice should notalter the pre- and pos-
condionsof amethod.

Thesetwo rules togetter ersure that the aplication of an aspect
to a chsswill not affect how the class fts into the exising clas
structure, nor will it modify the caitracts between client ard
supplier methods in the existing class gructure, which in turn
makes undestanding debugging and testing of the application
much easer.

In aspectAc the excepion is thrown deliberately to ‘percolate out
from the weare’. Had the excepion beencaught in the apect, the
desired gfea would have been lost.

A prefered opton would hare been to ue a dedicaed
aspectException, that is, an excepion which canonly be thrown
by aspects. Assuming that such an exception would be a sibclass
of Exception it could gill be caught within therun() method. Suc
an exception would fadlitate managed interadions beween an
agect ard the control-flow of legacycode.

With respect to the secad style rule, it is an interesing question
whethe the pre and po$ condiions of the run() method ae
affected by the exception thrown in the aspect. We argle that the
pre-condition is not affecied becawse the design of the run()
method is such tha no assumptionsare made aboutthe validity of
the message string it is designed to work with. The postcordition
is in fact stengthenedby the kehavior of the aspect, becaise the
origina pog-conditons of the method (i.e those beore
introdudng aspects) dill hold, and a1 additiond one has been
introdued. This is pamissble unde subontrading [12] and
hence indicates that we still operateaccading to the principles d
Design by Contrad.

The abo\e suggests that thee shoutl besome modification to the
Kersten ard Murphy agect dyle rdes, to cater for a stuctured
‘percolation’ that ill adhaes to the principles of Design by
Conract.

4, System Evolution

In realty it may well be that some of the seversin the kenking
system, those towards the back-erd, will be adequately proteced
by other mechanisms than our digital signatures, including
physicd isolation, private networks, and propietary security
protomls. Additionaly some of the servers towards the client end
might be to some degree outside the scope of the banks own

searity domeins, for exanple, neworks of ATMs run by
afiliated organizations. As busnesss e/olve in the context of
internal restructuring, mergers, ard loose federal arrangenents
with heterogeneous organizations (such & large supermarket
chains), the secuity boundiry we esgblished in Secion 3 may be
requiredto shift acossmachine boundaries

Client Name Branch
Saver Saver

Client Quele Proxy Branch
Saver Saver Sewer

=/

Figure 8: Banking application server gructure with amended
seaurity bounday (now Proxy defines the boundary)

In Figure 8 we show oneposshle new macine bounday, where
the Roxy Server now defines the pant where clients interface to
the banking system The sdution preseerted in sectbn 3 is alde to
gracefily accanmodate this change. The reasm for this liesin

the gructuring of our aspects. The low level mecharism on which

we have built seaurity — aspects © marshd and unmershd digital

signatures— is independent of the asjcts that gererate and check
digital sgnatures This supportts moving of our bounday: Aspects
Ay ard Ag both move to the Quelte Server, and aspects Ay ard

Ac move to the Proxy Sever.

During the development of this scerario anintermedate stete may
be required to test the system This intermedate state could look
as fdlows: the Bank Client with aspects tomarshal and gererate
(Aw anrd Ag); the Rroxy Server with aspects for unmarshallingand
checking (Ay ard Ag); ard the Queue Saver in betweenthe two
with aspects for marshdling ard unmarshaling as well as
generating signatures (Ay, Ay ard Ag). .

Furthermore, the structuring of the asjct mears we canflexibly
accanmodate chargesin secuity palicy swch as rew algorithms,
chargesin key length and soon. Such changes in policy would be
ercapsuated in Ag and Ac and no charges b Ay, and A would
berequired.

Findly, in Section 3 itwas notel tha the definition of the aspects
displays minima coupling with the gpplication code In this pgper
we have shown howthey can be used b add digital signatures to
messagesunder scerarios with differing searity boundaries. In
addition, given the genedity of the aspects, paticulady thoe
defined for marshalling and unmarshalling, they will be alde to
provide suppart to scenarios ertirely outside the realmof secuity.
Applicaions with dgnificant 10 functiondity can bendit from
being able to easily validate or otherwise nodify and erhance tte
input and outputarguments by using the aspects.

5. Conclusions and Future Work

The contribution of this pgper is in showing how aspects can be
used to evdve legay code. We have shown that taking one step
of evdution (digital dgnatures) through an aspects approach,
enhances future evolutions in a nunmber of dimensons (moving



the secuity boundary, changesto secuity policy and during the
developmert phasg. We have al® shown how a srver's control
flow behaviour @n be nodified tirough the use of aspects, and
that this does rot necesarly break te two agect style rdes &
defined in [9].

Sinceour aspects relate to asinge overall conaern —authorization
—their relationship is oneof coopeation, rather thanconflict. In a
more realstic scerario, system evdution would be likely to
involve simultaneass work acress a number of cross-cuting
concerns with a high likelihood of conficting requirements An
approach to resdving swch conflicts is givenin [14]. Ouw
approah to partitioning the agects relating to aconaem should
allow conflict resdution to operate at a firer grarulanty: for
exanple, replacing our signing dgorithm with a faséer one canbe
doneindgendently of the marshdli ng aspects.

In future work we plan to invesigate implemerting further
additionsof functiondity to oursystem. The aim being to explore
a wider range d interacion patterns between aspects and legacy
code, ard alo between the aspects thenselves. From this we
would hopeto be ale to identify some analysis and design
pattems to encapsuate our approach in a gereral way. This will
allow usto give further condderation to the question of whether
there slould be same modification to the Kersten and Murphy
apect yle rues, to caterfor a gructured ‘perclation’ that still
adhees to the principles of Design by Contract.

An dternative to our use of a method wth a nul argument in
apect Ay that ges replacedin aspect Ag, would beto ue the
Facory pattern, allowing us to vary our approach to signing.
Further work is needed b consder whether, in general, this would
be a ketter approach

Thiswork is a pat of a lager programme of work on faurity, and
in paticular on seaurity requiremens. In contrast to the work
preserted here, which concerrs itself with secuing an
implemertation, we are also working on specifying searity
requirementsindependently of implementation [8].
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Abstract

Engineering access control in distributed applica-
tions is a challenging problem for many applica-
tion domains. It should be possible to set and man-
age one organization-wide access control policy that
must then be enforced reliably in a multitude of ap-
plications running within the organization. This is
severely complicated by the fact that an access con-
trol policy can be ne-grained and dependent on ap-
plication state, and hence its enforcement can cross-
cut an application in an intricate way.

Based on the observation that the access control
enforcement points in an application are essentially
pointcuts, this paper proposes a new approach for
engineering access control into applications.

Experience with the access control concern also
clearly shows the need for full life-cycle support for
aspects.

1

Engineering access control in distributed applica-
tions is a challenging problem for many application
domains [3]. It should be possible to set and man-
age one organization-wide access control policy that
must then be enforced reliably in a multitude of ap-
plications running within the organization. This is
severely complicated by the fact that an access con-
trol policy can be ne-grained and dependent on ap-
plication state, and hence its enforcement can cross-
cut an application in an intricate way.

State-of-the-art commercial systems, such as
Tivoli Access Manager [12], provide for centralized
management of access control, but as soon as poli-
cies are dependent on application state, explicit calls
to the authorization engine must be inserted in the
application code.

Based on the observation that the access control
enforcement points in an application are essentially

Introduction

Tine Verhanneman is supported by a grant from the
Institute for the Promotion of Innovation through Sci-
ence and Technology in Flanders (IWT-Vlaanderen)

pointcuts [9], this paper proposes a new approach
for engineering access control into applications. Our
approach is based on the concepts of access interface
and view connector, presented in gure 1:

The Access Interface represents an abstract view
on an application re ecting only access control rel-
evant information. Such an access interface should
be relatively constant within one organization, but
could be application domainspecic (for instance
medical organizations will probably use a dier-
ent access interface than nancial organizations).
Through this interface, a centrally managed and
con gured access control module receives noti ca-
tions of access attempts from applications, and can
query applications for application state while de-
ciding whether these accesses should be allowed or
not. The access control module can be con gured
by means of declarative policy rules that specify the
access control policy in terms of the access interface.

View connectors bind the access interface to dif-
ferent applications. They map application specic
concepts to the domain concepts represented in the
Access Interface and assign object instances to do-
mains, which constitutes a group of objects, gov-
erned by the same set of access rules. By imple-
menting view connectors using a dynamic, wrapper
based AOSD system, applications can be connected
to an access control module at deployment time.
The view connector can be made con gurable too,
so that the mapping of application concepts to do-
main concepts can be set declaratively.

The rest of the paper is organized as follows: the
next section elaborates on the access interface con-
cept and the way access rules are set up in terms of
this interface. How this abstract view is tied to a
particular application by means of a view connector
is shown in section 3. In section 4, a possible imple-
mentation is described. We discuss future work and
related work in sections 5 and 6. and draw conclu-
sions in section 7
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Figure 1: Overview
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2 Access Control View

In this section, a simpli ed application is presented
to illustrate the introduced notion of an Access In-
terface. Thereafter, the key concepts of this inter-
face are set forth and illustrated by means of a rudi-
mentary policy.

Figure 2 depicts the class diagram of a simpli ed
medical application, which is inspired by the HL7
Reference Information Model [10]. Herein a Person
can adopt several Roles, such as for example the
Patient and/or Employeerole. Act represent med-
ical examinations, observations, ...To support, for
instance, causal relations and reasoning, Acts can
be linked by means of an ActRelationship

Based on this model we can now formulate ac-
cess control rules, which can be made quite com-
plex, as access decision may depend on object state,
subject state, environment, the invoked operation
(with its parameters) and additional access con-
trol attributes, subject and objects have been la-
beled with. The following discussion addresses pol-
icy rules including only object state and access con-
trol attributes, like the access rule described below:

Only members of the medical sta can

view and modify medical data. Patients,

on the other hand, can only view their

own medical data.

Medical data are contained in the classes
Act, ActRelationship and the attribute

Person.disabilityCode

Access Interface  An access interface provides
a domain specic and abstract view on the appli-
cation, only displaying and adding information rel-
evant for access control. For example, concepts like
\high risk transactions" for nancial applications;

"#$%&*+,$-$,&.1/$,0& 1
2,19%3#3$%$%4&56/+78

or \emergency access" for healthcare applications
can be dened in an access interface. The infor-
mation exposed by this abstract view may support
both generalizing rules a ecting a large group of ob-
jects as ne-grained rules pinpointing specic ob-
jects. So, the granularity of the access control is de-
termined by the access interface, just like the terms
the access rules are formulated with.

At present, two sorts of terms have been de ned:
attributes and actions.

Attributes: In fact, we can distinguish access
control attributes and application attributes .
The former augment the object's state with ad-
ditional security related information, such as
roles and data sensitivity level. The latter rep-
resent state information that is not security-
related by nature, but can in uence the access
control decision; e.g. the vip-status of a person
may command the enforcement of another ac-
cess control policy. The attributes must be pro-
duced by the objects implementing the \Access
Interface" whenever the access control requests
them. What is more, access control rules may
only be set up in terms of these attributes.

Actions: The actions in the Access Interface
enumerate the permissions that are relevant for
the access control policy rules. Modiers, ac-
cessors and constructors are some straigthfor-
ward examples of actions.

What has been omitted from this interface are
conditions, e.g time-constraints, or provisional con-
straints. It should be fairly easy to include these.

<access-interface>
<interface>MedicalData</interface>
<attributes>
<attribute>owner</attribute>
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Figure 2: Classdiagram
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</attributes>
<actions>
<action>view</action>

</actions>
</access-interface>

Policy Rules  We restrict ourselves only to pos-
itive authorization policy rules, de ning the actions
that subjects are permitted to perform. Below, the
example policyrule is written down in terms of the
Access Interface. Some clari cation is needed for the
domain-element, which constitutes the collection of
objects the rule is to be applied to. How objects are
assigned to domains is discussed in further details
in section 3.

<policy-rule>

<domain>PatientData</domain>
<access-interface>

MedicalData
</access-interface>
<subject>MedicalData.owner</subject>
<actionlist>

<action>view</action>

</actionlist>
</policy-rule>

The constructs, elaborated on in this section, sup-
port a high-level view on access control, enabling
a person who has no extensive expertise into the
implementation of the application, to draw up the
access control policy. In the next section, the con-
crete mapping of the Access Interface and Policy
Rule onto the application is discussed in further de-
tail.
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3 View Connector

A view connector essentially binds an access inter-
face to a particular application. Two concepts can
be identi ed in relation to this connector:

View-Connector A view-connector indicates
for an object type how the values of the attributes
in the access interface should be retrieved, and also
how the methodinvocations in the object's interface
can be mapped onto the actions in the access inter-
face.

<view-connector>
<type>Act</type>
<access-interface>
MedicalData
</access-interface>
<attributes>
<attribute>
<name>owner</name>
<value>Act.getPatient.getPerson</value>
</attribute>
</attributes>
<actionlist>
<action>
<name>view</name>
<value>get*</value>
</action>

</actionlist>
</view-connector>

Domain-Membership A domain represents a
set of target objects of an access rule. This set can
in principle contain objects of varying type. What is
more, domain-membership can be determined based
on (dynamic) parameters, like for example deploy-
ment location. In the following example, the domain
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PatientData is being de ned as all objects of the
type Act, CognitiveActRelationship and also as
the value of the attribute Person.disabilityCode

<domain>
<name>PatientData</name>
<list>
<type-attribute>
Person.disabilityCode
</type-attribute>
<type>Act</type>
<type>ActRelationship</type>
</list>
</domain>

For every policy rule, it has to be veried that
there exists a view-connector for every type of which
instances belong to the rule's domain. As long as
domain-membership is determined by static criteria,
this veri cation should be fairly simple.

Secondly, in order to be able to pinpoint speci c
objects and assign them to a domain, support for
naming object-instances should be provided.

4  Prototype

In this section, a possible implementation of the ac-
cess control logic is suggested. First, the overall ar-
chitecture is described. Subsequently, we describe
into further detail how a dynamic wrapper based
AOSD system, such as for instance JAC [15] and
Lasagne [16], can be used for the implementation of
view connectors to connect the access control mod-
ule at deployment time to the application. The ac-
cess module itself, will not be dealt with in great
depth, because this can be designed with existing
object oriented/framework methodologies.

Architecture Figure 3 depicts an overall
overview of the architecture of the access control
elements. Access control policies are administered
centrally in a Policy Database by the Management
server. Whenever a target is accessed, the invoca-
tion is intercepted by the Reference Monitor, which
passes on the rei ed method invocation, along with
additional information, such as the client's identity,
to the Access Control Decision Function. Possibly
the latter requires additional information from the
target, which is retrieved by means of the Attribute
Retriever.

Generic Implementation The presented ap-
proach is generic, in the sense that the wrappers are
only used to intercept the method invocation, and to
redirect the rei ed method invocation to the access
control module, i.e. merely as reference monitor.
This approach allows for a generic wrapper, which
is nor type nor instance specic, but on the other
hand stresses the access control module extensively.

Figure 4 presents the collaboration diagram of the
access logic:

1. Rule Matching: In a rst step, all the rules
must be selected which are to be applied to
this method invocation. The domain(s) the
target belongs to can be retrieved by means
of its identity and the membership mapping,
discussed in section 3. The view connector con-
veys which action the method invocation maps
to. By means of the domain and the action, we
can retrieve the rules, introduced in section 2
that are applicable. For reasons of convenience,
we will call this module the \RuleMatcher".

2. Attribute Retrieval: Once the applicable rules
have been retrieved, the necessary attributes,
needed by the access rule, must be lled out by
means of the attribute mapping, introduced in
the view connector.

3. Access Control Decision: Finally, if all infor-
mation is available to the Access Control De-
cision Function, the latter can allow or deny
access.

5 FRuture Work

In the previous sections, a powerful approach is pre-
sented, to disentangle access logic from application
logic, while supporting at the same time complex
access rules based on application state. However,
extensions and improvements can still be made. Be-
low, an overview of further work is given:

Access Decision Information In section 2
the only application state we have taken into ac-
count are object state and object access control at-
tributes. Our objective is to extend the information,
the access decision function has at its disposal. Be-
low, one of these extensions are discussed:
Parameters of methods: In the Access Interface,
the notion of an action has been included, but the
parameters of these methods have been neglected
until now. Sometimes it may, however, be neces-
sary to take into account the value of these parame-
ters, while selecting the access rules to enforce. For
example, the amount of money to be transferred
in a transaction, may determine which policy rule
is applicable. One possibility, is to extend the no-
tion of an action in the access interface so that it
also includes parameters. Another possibility, is to
introduce the concepts \LowRiskTransaction" and
\HighRiskTransaction" in the access interface and
to Il out the treshhold values in the view connector.
In fact, both options may be valuable.

Domain Membership In section 3, it has al-
ready been pointed out that it has to be known at
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Figure 3: Architecture
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deployment time which types are represented within
a particular domain to assure that every required
view connector has been provided.

Aspect Interference Typically, the access con-
trol aspect must be capable of retrieving application
state information, but does not need to be able to
modify application state. The access control module
is a trusted component. So, whenever this module
retrieves information from the application to make
an access control decision, this access should not be
mediated by the reference monitor, i.e. it should
be possible to switch the access wrappers \on and
0 ". The same remark holds for other aspects too;

it should be veri ed that accesses initiated by the ac-
cess module itself, do not cause any undesired side-
e ects.

Validation Last but not least, it is our objective
to validate the presented approach by verifying to
what extent the di erent access models (DAC, MAC
and RBAC) can be implemented by means of access
interfaces and view connectors.

6 Related Work

The presented work is related with several research
domains,which are discussed below.

In the domain of access control engines exten-
sive research has been carried out, e.g. the Flexi-
ble Authorization Framework (FAF) [11], Woo and
Lam [18], and Bertino et al. [1].

The decoupling of authorization logic from ap-
plication logic has been the prime objective of ar-
chitectures like Resource Access Decision Service
(RAD) [4] and the IBM Tivoli Access Manager [12]

With respect to the binding of access control func-
tionality to applications, mainstream commercial
systems, such as for example J2EE [5] and .NET
[13] use fairly simple method-level interception tech-
nigues. The usefulness of AOSD techniques for
binding access control logic has been shown earlier
by B. De Win [7]. He uses the AspectJ tool to modu-
larize this binding. Our view connectors can be seen
as a special case of Collaboration Interfaces, pro-
posed by K. Ostermann and M. Mezini [14], tuned
to the access control scenario.

7 Conclusion

The de nition of an access control view on an ap-
plication, provides abstractions that can be reused
throughout applications based on the same domain
model, so that also maintainability and manageabil-
ity are improved. An access interface only displays

information relevant for access control, and there-
fore facilitates the translation of (high level) require-
ments into access rules. In a next phase, this access
interface can be bound in a natural way to a par-
ticular application by means of view connectors. In
terms of the access control aspect development and
lifecycle, the access control view o ers thus an extra
step in the reconciliation of the ful Iment of access
control requirements with the integration of access
control logic in the application and provides a clear
separation between the di erent roles, the security
o cer, deployer and security module provider play

in the overall picture.

Status At the time of writing, no implemented
prototype is available yet. Two masterthesis stu-
dents are, however, working on a realisation in JAC.
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Abstract. This pape first presats work in the areaof gpplicaion secury managenent and then
investigates redtions to the application of Aspect Oriented Sdtware Development (AOSD) to secuity, as
they arebothgroundel on thesystens engneeing principle of “Separaton of Concerns”

1 Introduction

As pervasive canputing becomesmore d areality, it is dsened that the multiplicity ard heterogeneity of
conmputatonal devices ad netwvorks pesentnev challenges or resaurcefrierdly crypto protocols,
auhenticaion modek, and he managenent of pernissions,credetials ard agplicaion scurty updaes [4,
7]. The focus on developing cryfo protocols that canbe run on devices withlittle computational power
seens to be lessemg, except inthe areaof ad hoc sensr netvorks [4], aswe ae now seing Smart-
Phones PDA’s and PockePC'’s aailable on he market, with powerfd micropro@ssors, rasonable
memory, ard networking capsbilities. New nodels for auhertication, based on attributes raher than
naming, caoltinue to energe ard ako influence he way we think abait managng credenias ard
permissons [7]. We therdore obseve cangantly changig secuity protocols, prodicts and nechansms,
basedon new researchdevelopmerts, wineralility reports, ard changng security regiremerts refleding
the dynanics of the deployment envionment Our focus is on nmanaging the uplates of appicaton
software security, suchhat te busihess bgic (or functional requrements) reed not be totally rewarked
with every searity updae. This is therdfore an gplicaion of the Sgaraton of Concens principle, which
is a fowndation of sdftware andsystens emgineeing [5, 8. We have foundthat Sectity is often exracted
as a sepable concern [3]dueto its orthogonal nate with resgect b the functional reqiremens o a
system.

The first bady of researt that we looked into was he aea ofpolicy-based nanagenent, where
secuity policies are ften defined semrately fran those for resouice nenagenert, configuration, quality of
service, ®llaboration ard other sytemwide cacens. Rlicies are geerally definedas rues that govern
the choces n behaior of a system [6]. Secuity Policies are typically conamed with defning access
contols and how pemissbn b sevices ad resaurces arelimited to authorized uses. However, Security
Management Policies may be ®nsiderad as an mtegraion of configuraion management (“the rebvant
actions,basel on the conditonsreallting from an eveti) and accessontrols (“authorized users mst be
correctly corfigured). It is therefore possible to update the rdes aml propasitions for correct sectity
configuration and operation, basedon the context or situation of the agplication, without modifying the
basefunctionality of the apfication itself. Within the last few mnths, we have alsotaken more interest n
the cevelopmerts o Aspect Orierted Sdtware Derelopment (AOSD) aml its uilization for separating
securty concens from the appicaion, aml hence mdularizing the tasksassocated with specficaion and
updat of searity policies. We hae fourd that there is a sgnificant rdationshp betveen he cacepss ard
chalenges d our work in pdicy-based gearation of concernsard the objectives d AOSD. We ae of the
opinion that while policy-basd techiques originated from the need for absicting ard reasoimg about
operatiorel concerrs [1], AOSD'’s intiatives are inovercoming isstes @sed to sdtware developers, that
object-oriented programming do ot conpletely resole [1, 2] Nevertheless, we have bund some
relationships between he wo when gpplied to searity managenent, which we pre€nt in this pasition
pape.

The paer continues with secion 2 by describing our cumrent work in searity managenent
policies, including the badground arditecure and operation, followed by a descrption of the two main
managenent abstacions in secion 3 — he Secuity Poicy and he Secuty Context Secion 4 cbseswith
the dsaussbn abaut the relationghip betveen our work and developments in AOSD.
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2 An Application of the Sepaation of Concerns Principle

Thereis a common quote that software developers are not cryptographers [3], and the revase @n be
applied. A software developer will tend to be well informed and motivatedabou what are knavn as tke
functional reuirenents of he application, and pically places little enphasis on @ early conprehension
of the application’s constnati requrements, such @security and pormance. Aperon with a sytens
secuity backgrourd and portfolio will be interestedin performing a threat amlysis o the aplication’s
functional spesificaion, and to sfart contributing © the development of policies ard procedires b protect
the bisinessresaurces ad likewise those @ the use. It is at timesimpossble for thesetwo development
roles b work in parallel, ard there nay evenbe miscommunication ashe concernsre not clealy ddined
For exanple, an application devagbe thinks nitially in terms of the correct quies for acceseg a
databese and retrieving necessarydata, whle the seurity officer will be focusing on strateges for
controlling access tthe database.

In our opinion, all software programs may be bgicaly abstaced into a setof states(the cdlective
valuesof aprograns variables at a certain timejransition functions (functions hat operate on a gbse of
the varidles of the current state sxlvanceto the nextstate) andcontrols on these trasitions (rules that
constrainthe possililities of the next state) We also refer to contr ols aspolicies for the remainderof the
paper. Figure 1 depits the rdationshp betveenthese abstractappicaion logic pars:

transition 1.1

transition 1.2

transition 1.3

exit
policy 1

entrance entrance entrance
policy 2.1 policy 2.2 policy 2.3

Figure 1. States, Trangions and Controls (referred to asPolicies)

The state®f an application epture its objetives andherefore ca bereferred b as the aplication logic,
or the setof propasitions that represeinthe achevemert of a particular objective. Trarsitions are
trangormations of a déned date twards meetng oherobjectives d the applcaion, in corformance wih
the contols impo®d by policies that define if a targethteis acceptable. We thefore e security logic as
applicable to the cantrol of trarsitions between statesAn application developewill therefore start ¥
understandng the dbjective states the alication andthen implement the trarsitions, while the security
developemill start fromthe transitionsrad define the acqatable target stes, baston exit policies fran
the currat state (e.gState 1)and etrance plicies of the target(eg. St 2.1, 22, 2.3). We further reason
that the functional requirements d any applicaion can be sgaraed into a setof “universal states an
relatedtrarsitions. This model is depictedin figure 2. We proposehat any application is egntially an
instance ofthis model which defnesthe pioperties of ead of these stateand he functional logidor each
transtion for a paricular sé¢ of applicaion requirements. Corsider a workflow clien apgication that
receives athorized workfow items from a server and #lows the user t@rocesghe iten and therreturn it
to the serer. Firstly, the workflow application (software, dta, aml resource$ must be “Available” to the
userbase on an nstallation. The aplication can eitherlange state ttRunning’ by the use invoking the
application to check ard retieve all outstandng items, or by the serer pwshing a critical workfl ow item to
the user ad alertinghim. The latter wouldentail a “@nnect” state, which is a lssstate ¢ “Running” and
thus conforms to the sane controls that agply to the trarsition to the “Running’ state.In both ewverts the
application’'s data ad requred resairces wil be loadedinto the memory of the device inorder to advarce
from the “Available” state. A pticy on the “load” trarsition states th canditions that must prevail before
the state of “Running” or its subasé “Connected” cahe accepted. The can also bednsitions beteen
the Running-Gnnected statand the Running state, as they exdwimstancalata between eadtther.
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Therdore, when a applicationsends data tanothe processseavice or nework inteface, werepresent
this as arf'out” transition to the “Conrected state.Sulsequently, whenthe appication read data froma
processservice onetwork interfacehis ddined as a “in” transitionfrom the “Conneted” state. Fronthe
“Running’ state anapplication then trarsitions to the “Terminated” state wheits resources are wadel
from the memory of the hog. The aplication ca then be reset in ordeto place it back in the sttof
“Available”. We hae done work on descibing and anayzing tis formally, butit is not preseited in this

pape.

reset

monitor

O
Available ¢

out in
N 4 O unload-c
load-c <Running>
X Connected
N

transmit

Figure 2. General StateModel for an Application

Basedon this statemodel, we defined a plicy language that facilitaes the declaraion of cortrols for
particula transtions, and anr@hitecture forassociatig, maitoring andmareging these plicies with their
respective applications.

3 The Application Secuity Poli cy Management Architecture

The catral componentof the archiecure is refared to as the Applicaion-Manage, which manage the
interacion betwveen he aplicaion logic components. We idenified four apecs d appicaion logic,
which may be implemernted andmaintained by se@ratesoftware @velopmert expertise:

(1) Business Logc: The sdtware that implemerts the functional requremens d the application, by
considenng the obgctive states indeendently of lie secuity concerrs for the trarsitions. The
instancesof these dgic components ae rderred to as Patlets in the achitecure. However, the Partet
class is a@ntanerfor the logic,andthe sdtware dveloper implemerts an inerface calledPartlatde”.
The Application Manager instantiates a “LocalPartlet” fa each Partlalbe husiness lodc
implemenrtation installed A “Remote Partlet” is cread as a proxy tanoher partlet or senice ona
neworked host(this is further clarified in the CommunicationsLogic pat).

(2) Seaurity Manacenent Logc: Each lusines logic software bunde includes a Searity [Managenent]
Pdicy, which contains a sebf Controls that cerespnd to declared trasitions (see fgure 2) of the
application. A Security Mamgement Pdicy thereforeverbally staes: “Bebre or after a trasition T in
a pogram x occus, thenthe pdicy P (x, T, {C1, C,, ..., G}) must be plied beore anew universal
state S is acged,where all he ontrols G...C, are orrectly executed.”

T« {load, load-c, monitor, trarsmit, in, ou, uoad unload-c, reset}
C.= {requiremen, utility, instarce, tarsition, utility-p araneters, pstcortrol directive}

The rms thatconpose he control tuple ae ddined in table 1.
(3) Seaurity Enforcementl ogic: The Security Efiorcermrent Logic is he sdtware hat provides the uility
for exeating the stated condl. The resit of installing an apdication (Partlate) with its Secuity
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Pdicy is an irstarce of the apptication (Partlet) witha Security Contd. The Seurity Cortext is a tree
structure, where eactodeis referred to as dSecurity Context Elemnt”. The elenents are either:

- Active ElementExecion of this type of node invdkes aparticdar utility / Security Provier

- Input Element Executon o this type of rode prompts the useof the applcaion with a user
interfaceto provide daa or make a decsion (eg. usename andpassword)

- Passive Elment: Execttion of this type of node just reurns a staticconstart value from the
appicaion hog profile/ registry

- Session ElementExecdion of this type of node reads or writes dita to the relewnt
communicaions chanel or sessn (i.e. an nstance of the Cono®r comporent of the
communicaions bgic).

The root of he tree structuresialways an Ative Elermrent, and ts parameters may require execubn of
any other Searity Context Element, including anothe Active Elenent.

(4) Comnunications Logic: The Communicaions Logic is a ftware dstraction d the available netvork
interfaceson the applicatiofhost Wheneve an gplication rguiresa @nnection to aother sevice,
process reurce ordevice it creates aSessionand hence a Conaer, trarsferring its Security
Context to the Connector. Cotrols of pdlicies are tlerefae relewant to the “in”, “out” and “transmit”
trarsitionsof the application.

Figure 3. UML of Application and Security Policy Management Architecture

When Security Plcies are upated the Application Manager first cryptographically verifies the orign, as
they are either sige(with the pivate key of the alministrator) Java objects or document, and then
geneates ad replaces e modfied Searity Contextof the runnng Patlet. The next time the Partlet
carriesout a sectity-relevant trarsition (asdefined by our universal stateard trarsition model), it execues
within its new Security Catext. The padlicy is a set & propositions and asertons that define what reurce
is being proteded, how it is to be proteced, aml wheniit is to be protecied. The most complex partof the
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pdlicy is defining the Corrols. The fields of a seurity policy cortrol are expained in tade 1 with

exanples.

Element

Description

Example

REQUIREMENT

This is a hgh lewel classification of the
requirement handed by the contol or
assertion

“Authentcaion”

UTILITY

This gecifies the resurce identifier of
the uility that provides he functionality
of the requirement. This would havebee
developed by a secuity utility developer,
and nmay be reuse for different
applications

“AuthentcaionProvide”

INSTANCE

The uility will typically have differert
modes in which it canbe instartiated and
this allows the pdicy to specify this
paricular mode.

“RSAPubKey”

TRANSITION

This is the exlicit connection to the
separabn o conceans priciple disaussel
in section2. The policy actually specifie
the trarsitions for which the catrol or
assertiomeedso be eecutal.

“IN, OUT”

[PARAM = VALUE]

This is anoptional field, but pecifies
paraneters that may be regired by the
utility being used

“KeyLength =1024"

DIRECTIVE “;” or *>"

This is either a semi-colon “;", whic
specifies ttat the corirol is camplete, a it
may be d>", which specifis that there ig
a sbsejuent control that operates o the

h“> {Control 2 that specifts a
hash function as tle utility}”

outputof this one.

Table 1. Spedfication of Controls and Asertions

Our experience with wsing this separation ofbusiness appicaion logic, secrity managenent logic,
securty enforcement logic and ommunicatons bgic has poven useful from the point of system
requremerts specification until the sdtware is éployed ard maintained We were alie to delegate the
tasks d developing cerin software @mporens to differert develgment pamerswith different expertise,
and supportedhodular updates withouthenging thefunctional focus of the apication. Additionally,we
were alfe to defire secuity requremerts at tle applicaion layer independently of the network available.
Therdorewe did not have o dedcake time to deaing with the secutly issues bBlueboth versus those of
Wave aN. Furthernore, ncorporaing new securty erforcement techniquesush as Srart Cards proved to
be aseantessupgadefor meeting the protecion goak of the gplicaion.

4 The Relation to AOSD

Although we were satisfied withthe flexibility and extensibility of our pdlicy-based architecture, we
thougtt that sellirg the concep to developers, with estblished development practces, vould be more
chalenging. We reasmed that the methodblogy might seen proprietary tothe arclitecture preseted, and
that devebpes might sensehat the babnce of rust would have  be $ifted avay from the appicaion
towards he cetral Applicaion Manager. Oneof the aithors however had he notion that there night be
same interestig comectionto the developmerts in AOSD (Aspect @iented $ftware Develpment), as it
has he sane underlying principle d "separaton of concerns” yt hasenmergedfrom the bioaderfield of
sdtware engneeringard nd application secuity in partiaular. These & explored in thissection.




The avantges of AOP for implemening nonfuncional aspedt of an applicaion like persistence ard
pefformance havebea discussel much more in-depth however. Security resesachers are curently
expeimenting with the idea b useAOSD  hep software devebpmentgroups secte their appicaions|1,
2]. An important reasa why well-krown sectty vulnerahlities keep on reappearing is that they can
appear arywhere in a poogram Therefore, if one desires that anapplication attairs ahigh security leel, the
devebpeas ae expeced to all havegood searity experise. However, beause segrity implementtion can
be conplex ard eror-proneg this is mostly notthe cag. Ths is a reasowhy AOSD is grerating interest,
in that it allows a segation of secuity implemertaion from the appication logic, with mdives
comparabe tothose of our policy architecture: théfew) security expets can oncentrag¢ on inplementing
the secuty asped, while the oher developers ca concetrate o the gplicaion logic. Another reason
why AOSD canbe useful is that it allovs an easie adapation of secuity aspects, eve during the
executionof the applicationso thatunanticipated flaws or envronment charges ca beresoled Both of
these advatages are also psent in our ApplicatiorSecuity Poicy Managenent Architecure. Thi is nat
entirely unexpected, abetwo approabesarebasel on the sgaratbn-of-concens principle. To properly
investgate the relationghip of our Applicaion Secuity Policy Managenent Architecure to AOSD, we
have selectedthe Interaction Specification Langya (ISL) [5] to provide onaete exanples. In this
language interacions areused to allow dynamic adapdtion o sdtware conponents, with the following
properties:

x Interacion shemes spedy behaioral deperdencies béween comonents; instancesf these
schenes are cdkd shatly interacions ad are usel to impose his behavior on ecffic objects in
the appication.

X  The definition of an interaction shene is indepadent of paticular implemengtions; an
interacion canlink comporents, which ae definedon differentplatforms.

X  The nteraction schemis bagd onthe nterface of theeonponents.

X An interactionscheme ard aninteraction canbe created andemoved duing execttion.

A schene definesdifferent interacion Rules, which express he operaions that have to be made onthe
linked objects. The left parbf a Rule dénes the method that will be adapteand the rightpart the
Reaction that will lead to a rewriting tifemethod’s odeat runtime. Caxsder codefragment 1, whee we
implemert the authertication exanple given n table 1. The sectity schene can Ink any Objectin an
applcaion to a module AutherticationProvider, with authenicaion implementtion from a provder, and
to the access cawl policy AccessControlThe Rule expresses that evemeia mettod from the object is
invoked (obj.*->) the callerwill have to autrenticate hmself andthe pdicy will be checked to see ifhe is
auhorizedto call the method. The AOP platform (Noah) [5], performs acheckbefore every actual nethod
invocation, tosee iftherearenew interactions imosed ad merges multiple interactions if necesiry. The
role of Noah is similar to the Appication-Mareger role in our Pdicy Management Architecture, wtich
manages literaction betveenappicaion logic conrponens. Howewer, in the AOP gproach he applicaion
logic has a rare central or dommant role, ecurity isimplemented as an aspedt the Policy Managenent
Architecure, the different modues (Business bgic, Searity Managenent Logic, Secuity Enforcement
Logic and Communicatiohogic) are considetemore equal. his is because AOP isore a practical
appoach while Applicaion Securdy Polcy Managenent is more focusel on rea®ning @out the
interaction between the nodues. ISL is limitedin the sense that thme existsno highe-level policy
managenent, securiy agpect canbe had coded but in a real-life application thereshout al® be a
framewak that allovs ore © easily (atomaticaly) choosebetwea different speific security aspects
depending on the @ntext. In other words, a mnvergence béveen AOP architectures and policy
management is desirableWe caild usethe Applicaion Polcy Managerent appoach for this purpo<e.
Thedifferet demens in the Controls specfficaion of table 1, are specified on a higher level than the ISL
aspecs implementtion. This allows an easier policy managenent. They could however be napped ard
conmpiled to ISL aspectsas he exanple clearly states.

interaction security(Object obj,
AuthenticationProvider prov,
AccessControl policy)



obj.* -> id := prov.authenticate(RSAPubKey, 1024);
if policy.authorized(_call, id) then

obj._call;
else
exception ‘unauthorized user’
endif

Code Sample 1. ISL syntax exampleapplied to example of Table 1

Therearealso other methodblogies architecturesand technologies in thereaof softwae engineeng that
provide a sinlar appoad to the sepeation of mncens priciple am its applicaion to securly. These

include CORBASec(Comnon Object Request Brokétrchitecture Segrity) [10], where the security logic

is capured within a particular senice of tte ORB (Objed RequestBroker), the Jara Secuity Manager
[11], as wellasother researclprojects wlere apgication secuity requirements are exficitly declaredas
executéle mntent sepaate fromthe coreapplication dgic[9].
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