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Abstract

Third party components seem to be an easy solution when im-
plementing a sofisticated software application. This paper takes a
closer look at the security implications for a system that uses third
party components. We will focus on third party components for
which the source code is not available and thus the exact behavior
is unknown. Different methods that can be used for testing and
validating the given specifications as well as the undocumented be-
havior of these components will be discussed. On-line as well as
off-line methods will be presented. We will conclude that no single
method provides an acceptable degree of security and, because the
testing and validation effort must remain lower than designing and
producing the component for yourself, not even the combination of
all possible methods provides a sufficient degree of security for a
mission critical application.
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ABSTRACT

Third party components seem to be an easy solution
when implementing a sofisticated software applica-
tion. This paper takes a closer look at the security
implications for a system that uses third party com-
ponents. We will focus on third party components
for which the source code is not available and thus
the exact behavior is unknown. Different methods
that can be used for testing and validating the given
specifications as well as the undocumented behavior
of these components will be discussed. On-line as
well as off-line methods will be presented. We will
conclude that no single method provides an accept-
able degree of security and, because the testing and
validation effort must remain lower than designing
and producing the component for yourself, not even
the combination of all possible methods provides a
sufficient degree of security for a mission critical ap-
plication.

1 Introduction

The use of components is becoming increas-
ingly important and wide-spread: they enable
a cost-effective composition of the system, since
every vendor only needs to concentrate on the
development of a particular aspect of the system.
Moreover, components can be reused as they are
developed as independent units of the framework.
This paper focusses especially on the use of third
party component from which the source is unavail-
able, COTS!' components.

New security issues arise when deploying such
third party components, because new principals
and roles are involved. In addition to users and
application system owners, one also needs to take
into account the component vendors and host
providers. Appropriate protection is needed for the
applications and their systems on the one hand and
for the component vendor on the other hand:
Applications and systems need to be protected
against malicious components: memory safety,
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stack safety, flow safety, ... The threat that a flow
of data or events may be changed, so that data or
events are forwarded to a component without the
required access rights, is particulary relevant in dis-
tributed component-structured systems, since those
systems have different user-access policies on the
various computers on the network.

The component vendor needs to be protected
against wrong incriminations, malicious surround-
ing components and malfunctions of hosting envi-
ronments, unlicensed employment of components,
stealing of data initialisation and source code.

Another recent evolution in component-oriented
software, is the need for run-time adaptation and
customization. Framework support enables the
hot-swapping of components within the application.
During the deployment of the application, com-
ponents could easily be plugged out and plugged
in, without the need for bringing the application
off-line.

In this paper we will mainly focus on the security
of the application, when third party components
are integrated at run-time. We will give a short
overview of possible security solutions for the
construction of a safe and reliable system and we
will evaluate them in the context of a run-time
adaptive environment.

We will conclude this evaluation by stating that
none of the presented techniques will entirely
eliminate the security problems in a reasonable
fashion, even not when used in combination with
each other. This is an important consideration
when deciding to use third party components
in mission critical systems, because the entire
framework of components is just as safe as the least
safest component in the entire network.

2 Possible security techniques

By and large, the techniques can be divided into
three categories, which will be presented in this
section: code instrumentation, trust-based relation-
ships and component testing. The first two tech-
niques will be shortly enumerated, so that we can



elaborate on the last one.

2.1 Code instrumentation

The first category contains techniques that alter the
machine code in a way that critical operations can
be analyzed before or monitored during the execu-
tion of the code in order to detect attacks and secu-
rity deficiencies. These techniques are enforced by
the framework or the programming language. The
next paragraph describes briefly three categories of
code instrumentation: fault isolation, security au-
tomata and language based security.

Firstly, the framework can provide fault isolation,
which allows non-trusted code to execute in a safe
system part where it cannot cause damage and it
can be monitored. An example is the java sand-
boxing approach. This technique seems very safe,
although — in practice — it could be very difficult to
separate a small part of an application into a differ-
ent sandbox without creating a lot of overhead and
without disrupting the needed interaction between
different components.

An alternative approach enforces the security pol-
icy by means of security automata: the code is only
allowed to execute if the next step corresponds to a
transition in the automaton. This technique hard-
ens a system quite effectively, but is hardly appli-
cable in a real system, since the construction of a
complete state diagram of an adaptive system with
enough internal state information is quite complex.

As a last example, language based security pro-
vides security-related information, obtained during
parsing or other programming analysis. This in-
formation can be used to check whether the code
complies to its security policy. The Java security ar-
chitecture, Proof Carrying Code and .NET library
interception belong to this category of techniques.
The current security policies are not instantiation
specific and do not cover interaction between ob-
jects. Therefore, security policies are only part of
the solution.

2.2 Trust-based relationships

The second category of security techniques for con-
structing a secure framework, consists in trusting
that the component will behave as specified or as
certified. This trust can be established directly or
distributed.

Specification trust takes in various forms: one can
trust the vendor, the software component itself, the
contract of the component (specified preconditions,
postconditions, required security permissions, pos-
sible state transitions, ... ).

Certification trust is used to establish trust in
a component by relying on a trusted third-party
certifier or a distributed certifying network.

Although these techniques of trust relation-
ships are widely used, we state that you cannot
rely only on such trust. Trusted specifications or
certifications handle trust of components in isola-
tion. Whenever such components are used, extra
integration problems could appear. Therefore the
Trust Information service should be extended with
a Conflict Resolution Service and extra integration
testing. Also, certified component contracts are not
enough elaborated on and standardized.

2.3 Component testing

Instead of using code instrumentation or trust re-
lationships, the last category of security techniques
uses bare testing to improve the security and reli-
ability of a system in the adoption of third party
components.

Different test-stages Tests could be done at dif-
ferent stages: isolation testing, integration testing
and system testing.

As a first step, the component could be tested in
isolation. This test verifies the quality of the spe-
cific component and checks the promised functional
behavior.

In a second stage, the integration of the compo-
nent into an application could be tested. Even if
the specific component is of high quality, there is
no guarantee that the application will tolerate the
component. If the application environment does not
adopt the integrated component, undesirable inte-
gration problems could arise. Therefore integration
testing tests the integration of a specific component
in combination with other components.

In a third stage, the functionality of a com-
plete application, with integrated third party com-
ponents, could be assessed. Thereby the complete
system is verified to behave correctly.

Software wrapping The approach for testing is
based on the notion of software wrapping.

Software wrapping allows the data, flowing in and
out of the component at the public interface level,
to be intercepted. Also communication with other
components and events is examined before passing
through. Software wrapping isolates software com-
ponents from the rest of the application and vice
versa. It is an additional software layer to encase
the component to be tested and verified.

The actual tests take place in between the exter-
nal interface of the wrapper and the internal inter-
face of specific components. Input could be rejected
or adapted and output could be verified or dropped.
Once a component is isolated, the testing process



could try to understand whether or not the com-
ponent is interacting with the rest of the system as
expected.

Software wrappers are transparent for the appli-
cation and the wrapped software components. They
have the same interface as the wrapped software
and could easily be plugged around or removed from
software components.

Off-line and online testing In the next section,
a distinction is made between off-line testing and
online testing.

In off-line testing, testing is done without any dis-
turbation of the running application. A replica of
the running application is built, or complete isolated
tests are performed.

In contrast, online testing is done by assessment
of specific components in the running (production)
application. Messages passing in the running ap-
plication are directly influenced by the components,
which are tested.

2.3.1 Off-line testing

Off-line tests don’t interfere with a running applica-
tion. The tests are performed in advance to guaran-
tee its well-behavior. In the next paragraphs, three
examples of off-line testing are discussed: black box
testing, fault injection and replica system testing.
The component must be analyzed and tested as
a black box, since the source code of a COTS com-
ponent is often unavailable. Even more, sometimes
the vendor fails to provide a correct or complete de-
scription of the COTS component’s behavior.
Black box testing starts without any knowledge of
how the component works internally. We only know
how to address the component’s interface, and have
some knowledge of what output should be expected.
Black box tests assert the description of the func-
tional behavior of the COTS component. Those as-
sertions could be either of components in isolation
(isolation tests) or of components during integration
(integration tests). If the description fails, either the
description is adapted, or a software wrapper is im-
plemented for extra input and output checks, since
the core functionality of a COTS component cannot
be adapted.
Black box testing is (next to white box testing) used
on a regular basis in traditional software testing.
Fault injection consists in passing corrupted data
between components. This type of testing presents
the system scenarios not found in typical testing.
Instead of addressing problems related to defective
software, fault injection relates to defective software
environments.
By using fault injection to analyze software compo-
nents, it is possible to prepare for the worst possi-
ble outcomes and anticipate them in the production

system. Fault injection is a good test procedure for
verifying the robustness of the off-line system and
specifically the software components, without the
risk of bringing your online production system in
any danger.

In the previous paragraphs, components were
tested in isolation and during integrating. In this
paragraph system replica tests analyze the complete
system behavior.

Since online testing could endanger running appli-
cations and since tests on complete systems could
give better feedback on integration and combination
of components, the following approach is suggested:
instead of testing the integration of the component
on a running system, a complete copy of a running
system infrastructure is made. Thereby not only
the complete structure of the connected components
is crucial, but also framework support is needed to
copy the internal states of every component in the
application (a system state transfer solution).
With this detailed copy of structure and internal
state, a complete off-line system replica could be
built, ready for testing purposes. In a realistic sce-
nario, a message stream could be recorded at the
input and the output of the online system to be re-
played in the off-line system replica.

This technique enables complete system testing in
an environment that is very similar to the actual
online system, without any risk for the mission crit-
ical online system. Of course, extra framework sup-
port is needed in order to make the complete copy
(structure and internal states). Therefore, further
investigation on this technique is needed.

2.3.2 Online testing

Online tests act on running applications. Therefore,
those tests are limited because they may not inter-
fere with the normal functioning of the system. In
the next paragraphs, two online test procedures are
described: employment agreement tests and data
collection.

In the first case, the wrapper around the used
COTS component tests the employment agreement.
The employment agreement is the application and
component specific agreement between the applica-
tion and the component considering the agreed be-
havior of the component in that application. The
agreement is a matching between the needs of the
application and the specification of the component.
Tests within the wrapper check if the component
and the application cooperate as agreed. Two dif-
ferent wrapper approaches are used.

One approach blocks inputs to the component
which do not conform to the preconditions of the
component’s specifications, so that the component
is prohibited to execute on those inputs.

The other approach is to capture the output be-



fore the component releases it, to check that the
postconditions are satisfied, and to allow only those
outputs that satisfy those constraints.

Another online approach, is to use wrappers
around the components, not for online testing pur-
poses, but for data collection. While running, all in-
put, output, and events are logged into a database.
The collected data could be analysed off-line. The
advantage of this technique is that there is no inter-
ference with the running applications. The major
disadvantage is that there is no direct protection.
The application owner can only react when the evil
has already taken place.

2.3.3 Evaluation remarks

In this section we make some remarks about the use
of component testing techniques for the validation of
third party components. These remarks are perfect
starting points for future discussions about secure
integration of COTS components:

e The complexity of possible integration prob-
lems, and the comprehensiveness of off-line
techniques like black box testing and fault in-
jection, suggest that combination of off-line and
online tests are a necessity to provide a certain
level of behavior validation.

e Although combination of off-line and online
system is suggested in the previous paragraph,
adaptive systems will, in extremis, adopt com-
ponents at run-time, just seconds before us-
ing them. Therefore, online testing techniques
need to be further elaborated. And in such ex-
treme adaptive systems, testing should be com-
bined with other security techniques like code
instrumentation and trust-based relationships.

e An important remark to keep in mind while us-
ing testing techniques for validation, is that the
effort to test a third party component (program
effort for constructio the testing wrapper, run-
time overhead for the tests, ...) may not ex-
ceed the effort to efficiently code the component
yourself. Therefore testing techniques should
be combined with trust-based techniques and
code instrumentation to diminish the needed
degree of testing.

e Since writing a wrapper to test a specific com-
ponent is nothing more than combining some
generic tests into a specific wrapper, a generic
testing framework should be used to simplify
the testing procedure.

3 Conclusion

The increasing use of third party components in
component-oriented frameworks introduces a new

set of security issues. In this paper we focused on
possible techniques for run-time integration of such
components, especially in mission critical systems,
with repsect for memory safety, stack safety, flow
safety, ....

Code instrumentation techniques (fault isolation,
security automata, language based security,. ..) are
theoretically very secure. In practice however, those
techniques are still too immature to handle all secu-
rity issues or imply a lot of integration and run-time
overhead.

Trust-based relationship try to solve the problem of
malicious components by trusting vendors or appli-
cations at the one hand and by using trusted cer-
tifiers at the other hand. Although trust relation-
ships are widely used, this solution does not cover
the problem of conflicts between components at in-
tegration time and of a mismatch between the cer-
tifier’s test policy and your particular application
requirements.

The problem of integration conflicts or com-

ponent validation can be solved by testing the
component yourself. You can test the software far
away from your running application or on your
application itself or even better, a combination of
both techniques.
Testing every component yourself seems to be the
ideal solution. However the problem is you have
to check every possible input and output, even
the most unexpected, always have to keep an eye
on every possible side effect, and have to make
sure your online system keeps on going during the
complete testing process. Off-line testing can help,
but who says no input you consider safe and valid
for a certain COTS component could not trigger an
unexpected event at any future system state in the
application ?

The conclusion of this paper is that, with the
current state-of-the-art, you cannot safely rely on
any third party component, not without combining
so many techinques for testing and validation,
not without thinking of so many unlikelinesses,not
without creating so many run-time overhead,
in any better way than writing the component
yourself.
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