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Abstract

In
ã

this
ä

paperå weæ unifyç three
ä

essentialè featuresfor flexibleé systemsoftwê are:aë componentì
orientedí approach,self-adaptationandseparationê of concerns.ì Weè proposeDiPS

î
(Distrinet
ï

ProtocolStack),
ð

aë componentframewæ ork,í which offerscomponents,ì anë anonë ymousinter-
actionë modelandë connectorsto handlenon-functionalaspectssuchasconcurrencì yñ .ò DiPS
has ef
ó

fectively been used in industrial protocol stacks [7] and deè vice driô vô ers [10].

1  Intr oductionõ

This
ö

paperå eè xplainswhy componentì frameworkí technology
ä

is neededfor flexibleé systemsoftwareë (such
ï

asë
de
÷

vice drivô ers,è protocolå stacksandë objectrequestbrok
ø

ers)andë how weæ areë usingç DiPS (Distrinet Protocol
Stack),
ð

a componentframework,í to b
ø
uildç complex adaptablesystemê softwareë suchê asë protocolstacksê and

de
÷

vice drivers.è
W
ù

eè statethatthere
ä

arethreeessentialfeaturesfor flexible systemsoftware:aë componentorientedapproach,
self-adaptationê andë separationê ofí concerns.Thereeè xist seê veralè systemsê andë paradigmså that

ä
eachè offer oneí orí

tw
ä

oí ofí these
ä

features.Recent
ú

operatingí systemresearch[4] [5] showsæ the advantageë of providing reusableû
systemê componentsì asë basicb

ø
uilding blocks.Otheroperatingsystemsfocuson the

ä
flexibilityé of the

ä
systemê

that
ä

alloë ws to
ä

adaptë itself to changesì in the applicationë setê it must supportê [13][12]. Systemsoftwareë on
tomorro
ä

w’s embeddedsystems(such
ï

aspersonalå digital
÷

assistantsë (PDA
ü

’s),ê cellularphoneså orí cars)mustbe
intelligent
ý

enoughè to adaptthe
ä

internal
ý

structureto neþ w, eè vô en non-anticipatedservicesê andë to
ä

inte
ý

gratethe
ä

necessarysupportê for it (such
ï

asë anew communicationì protocolorí anew disk
÷

cachingì strateê gy), eè venè atë run-
time.Strict

ð
separationê ofí functionalandë non-functionalcodeì hasproå vô ento

ä
beanessentialè featurefor adapt-

able,maintainableandë reusablesoftwareë [6][8][11]. In
ã

thispaperå we illustratethat
ä

theDiPSframeworkí uni-
fies componentsupport,self-adaptabilityand separationof concernsin one paradigm,whichæ is a strong
combination for system software.

DiPS is not a completeì operatingí system,ê b
ø
utç ratherû aë componentframe

ÿ
wæ ork to b

ø
uildç systemê softwê are.ë W

ù
e

areconvincedthatotherí operatingí systemê abstractions,ë suchê asë interrupthandlingorí memorymanagement,
can benefit from the DiPS approach. Our research is also heading in that direction.

Weè first introducethe
ä

mainDiPSabstractionsin section2. W
ù

ediscuss
÷

aë simplifieddisk
÷

dri
÷

vô erdesignin sec-
tion 3

�
to
ä

showæ thestrengthsê ofí DiPSconcerningì componentsupport,ê self-adaptationê andseparationof con-ì
cerns.Section

ð
4
�

presentså someindustrial
ý

projectsthat benefit
ø

from the DiPS
î

componentframe
ÿ

wæ ork. The
paper is summarized and some conclusions are givô en in section 5.
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2  The DiPS appr
�

oachõ

W
ù

eè noþ w introduce
ý

the most� important
ý

DiPS abstractions,suchê asMessage, Component,� Connector
andë ReflectionPoint. Fò or an in depth discussion, we refer to [9].

2.1  DiPS Components

The
ö

coordinationì model� (i.e.
ï

ho
ó

w componentsì interactwith eachè other)í andtheconcurrencì yñ model� (ho
ï

w to
ä

copeì with concurrentthreads)
ä

arecompletelyì separatedê from the functionality
ÿ

of the components.ì Weè will
elaborate on the concurrencè y model in the neñ xt section when discussing DiPS connectors.

DiPS componentsare independentpiecesofí softwareë whichæ implementa well-definedæ functionality and
ofí fer

ÿ
a fix

�
edinterf

ý
ace.ë The

ö
modularapproachë allowsæ to

ä
fine-tune
�

softwê areby
ø

collectingnecessaryandmost
suitableê components(suchasadisk

÷
scheduling,ê anë errorhandling

ó
or aë cachingcomponent).ì Components

�
do

not containì anyñ internalmultiprogrammingto allow re-usein differentconcurrency contexts. A componentì
interprets
ý

theinformationin anë incomingDiPSMessage, processeså it andë sendsit further. This
ö

approachis
ý

similarê to the tasks in Minix [15] which processmessages.DiPS
î

alloë ws additionalë information
ý

to be
attachedë to

ä
a message,which weæ call meta-information. This informationcanì be anonë ymouslypro-

vided by other components, or eô vô en by a user leè vel service.è

2.2  DiPS connectors

DiPSconnectorsì areusedto
ä

connectì components.ì Such
ð

aë separatedê coordinationì model(components
ï

do
÷

not
know abouteachè other)is necessarywith dynamicself-adaptationin mind, sincein thatcaseì restructuring,
replacing, introducing or removing components is an essential feature.ô
Next to

ä
theseparatedcoordinationmodel,connectorsì alsoencapsulatethe

ä
concurrency model.� In

ã
traditional

operatingsystems,such asë Unix, synchronizationê codeì typically cross-cutsì the functional code, which
makesè thesystemê dif

÷
ficult
�

to
ä

understandandmaintain.By
�

separatingê the
ä

concurrencì yñ model� in the
ä

connec-
tors,aë well-trainedæ systemengineercanì applyë theconcurrencì yñ modelindependentfrom

ÿ
the
ä

softwê areë b
ø
uilderç

who de
÷

velopedè the
ä

functionalcomponents.ì Separation
ð

of concurrencì yñ codeì from the
ä

functionalcodeì is an
important feature in other paradigms such as concurrent objects in [6] and aspects in [8].
Examplesof DiPS

î
connectorsareë the

ä
MutexConnector which only allowsæ onethreadatë a time

ä
andë the

ä
ActiveConnector which is composed of a buffer and a scheduler (see also the figure).

2.3  DiPS reflection points

Schedulingor cachereplacementû policieswill oftendepend
÷

on thekind
�

ofí servicesrunningû oní anë operatingí
system.Traditionaldesktop

÷
operatingí systemsê willæ oftení installabest-ef

ø
fort strategy whichwillæ haveaccept-ë

ableperformancecharacteristicsì for mostdesktopapplications.ë Disk intensive,è memoryconsumingapplica-
tionscouldperformbetterwith a morespecificê disk schedulingorí pageå replacementstrategy. The

ö
modular�

DiPS approach allows the replacement of such a strategy	 .

DiPS reflectionpointå connectorseè ven allowæ self-adaptationê by dynamically
÷

changingì the communication
pathin aë chainì ofí components,ì insteadofí having to

ä
changeì componentsatë run-time.A reflectionpointå will

decide what is the most suited forwarding path based on the meta-information in the incoming messages.ë

3  Example: a Disk Dri



v� er�

In this sectionê weæ explain howæ theDiPSapproachë benefitsthe
ä

devô elopmentof deviceô drivers.è Weè proposeå a
simplifiedê disk driverè onlyí to shoê wæ theadvantagesë of the

ä
approachë withoutæ ovô erloadingè the

ä
discussion
÷

withæ
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details.
÷

Weè thereforealsomakeè abstractionof theactualinterruptandë errorhandling.W
ù

eshoê wæ the
ä

design
÷

ofí
suchê asimplifieddriverè in thefigure.Connectors

�
whichæ just



connectì components,ì withouteè xtraconcurrency

supportê arenotþ shown. The
ö

Reader componentì hasbeen
ø

partially zoomed� out;í internally
ý

it hasaë similarê
structureê asë the ComposedSeekerComponent. The caching components(CacheReader and
CacheMonitor) andë the

ä
CachingReflectionPoint areë logically partå of theReader componentì

b
ø
utç areë eè xplicitly shoê wn in the

ä
figure
�

to simplify the
ä

discussion.
÷

W
ù

e focus
ÿ

ourí attentionë oní two aspects:sep-
arationë ofí the

ä
typical wæ ait/signalcyclesñ between

ø
thedri

÷
vô er andë the

ä
disk controllerì from thefunctional

ÿ
codeì

and self-adapting behaë vior according to caching strateô gies.	

3.1  Separating coordination from functionality

Generally
�

the
ä

task of a deviceô dri
÷

vô er is to
ä

translate
ä

an incoming
ý

requestto
ä

oneí orí more de
÷

vice specific
requests,based

ø
on the statusofí the

ä
de
÷

vice andë the type
ä

of request.Whenaë hardwarerequestis sentê to
ä

a
de
÷

viceô controller,� the
ä

dri
÷

vô er is
ý

typically
ä

blockedè at that
ä

pointuntil the
ä

controllerreturnswith anë interrupt.(In
ï

somecasesì thehardw
ó

arerequestû is
ý

immediatelyreturned,soê that
ä

noþ blockingis needed.)þ F
�
orí instance,

ý
when

a readrequestarrives,thedri
÷

vô er requeststhe
ä

disk
÷

controllerto
ä

positionå the
ä

disk armabovô e aë specificê cylin-
der.ò Thiscannotbedone

÷
immediately,� sothe

ä
dri
÷

vô er is blockeduntilç thediskarmis correctlyì positioned.å This
kind of coordination is often handled by inserting a sleep/wakë e up combination into the functional code.è

DiPS completelyseparatesê this mechanism� into anë EventBarrierConnector (
ï
EBC)

�
which actsasa

barrierwhichæ is closedì untilç both
ø

the
ä

messageandanë (interrupt)
ï

eè ventareë receivô ed.An exampleis shownæ in
thefigure.TheSeeker componentpreparesaë controllerrequestto

ä
positionå the

ä
diskarmë atë aë specificcylin-

der.ò The message� is then block
ø

ed in
ý

the EBC until an interrupt evô entè from the deviceô is received.è The
SeekerCont component will interpret the answer from the disk after the barrier is opened.
The managementofí stateê transitionsis best

ø
separatedê from the functional components[2]. Thereforeweæ

introduceaë separateStateMachineConnector whichæ manages� theinternal
ý

statemachine� of the
ä

driverè
anddelegatesë messages� to different

ÿ
components,ì basedoní the

ä
currentstateofí the

ä
drivô erè .ò By separatingê the

ä
status management from the functionality, components can easily be reused in other conte� xts.

3.2  Self-adapting behavior

Supposewe proå videô the
ä

disk dri
÷

vô er withæ aë data
÷

cacheandë someê cachingstrateê gy suchasaTrack-at-a-
time Strategy (see

ï
the
ä

figure) [15] to improvô eè I/O performance.By usingç suchê aë strategy, aë whole
track is readinsteadof oneí sectorê . The idea is that

ä
muchmoretime

ä
is lost by

ø
seekingê a specificcylinderñ

comparedto
ä

therotationor transfer
ä

time.So,
ð

onceí thediskarmis movô edto
ä

aspecificcì ylinder,� it
ý

hardly
ó

mat-�

terswhetheræ oneí sectoris reador thewholetrack.
ä

Sevô eralreadrequeststhat
ä

arecloselytogetheron the
ä

disk
÷

(for examplereadinga large	 contiguousfile) will resultin a highercache-hitratio (by
ï

theCacheReader)
and as a consequence performance is gained.ë
Theperformancegainë ofí a track-at-a-time

ä
strateê gy	 is lost

�
thoughwhenthephysicalñ data

÷
blocks
ø

ofí aë file
�

areë
widely scatteredê on thedisk,

÷
because
ø

cache-hitì ratio will bepoor in this
ä

case.ì It wouldí bebetter
ø

to dynami-
÷

cally choosefor
ÿ

a moreappropriatecachingstrategy (cfr.ò theUser-defined Strategy in
ý

thefigure).
Notethat

ä
someê disk controllersì do hardw

ó
areë caching.Whensucha hardwarecachingì deviceô is addedë to

ä
the
ä

Reader
CacheReader

�

Seeker SeekerContEBC

StateMachineActiveè
Connector
�

DiskScheduling
�

Track-at-a-time Strategy

CachingReflectionPointMessageQueue

Connector
�

User
�

-Defined Strate� gy

Cache-hit ratio,
de

�
vice characteristics

CacheMonitor
�

Cache-hit ratio

Cache

Algorithm
� Composed

Seek
�

er� Component
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systemê thereis no pointå in having the
ä

driverè do it asë well (for
ï

that
ä

specificê de
÷

vice). This clearlyì showsæ the
ä

need for dynamic self-adaptation, driven by user leè vô el services and the system itself.
The
ö

componentì approachin DiPS
î

alloë wsæ that
ä

userç -levô el servicesê customizesystemê behavior by integrating	

newæ , evô ennon-anticipated,policyñ componentsì [3]. To achieë vô eself-monitoringê behavior weshouldintroduce
monitoringcomponentsin thedriverè itself (for exampletheCacheMonitor whichæ providesô cache-hit
ratio info) orí in

ý
othersubsystemsê suchasë the

ä
file system(cfr. device characteristics info). This

ö
informationflo

�
ws through

ä
the
ä

systemasë meta-information,whichæ is
ý

attachedë to DiPS
î

messagesandis usedç
by the CachingReflectionPoint to decidewhich is the most appropriateë cachingstrategy of the

ä
moment to delegate incoming messages to.ë

4  Industrial context

W
ù

eè noþ wæ discusstw
ä

oí industrialprojectså our researchû groupis
ý

involvedè in. Sincethese
ä

projectså haveè eè xtended
flexibility requirements,they heavilyô benefitfrom usingthe

ä
DiPS componentì framework.í The first projectå

focuses on protocol stacks, the second on USB device drivers.è

4.1  A flexible protocol stack envir onment

Theconteì xt ofí this projectareë vô ehiclesè whichæ areë ableë to communicateì wirelesswith a base
ø

centreviaô sev-ô
eralè communicationchannels(and

ï
viceô vô ersa) [7]. Services

ð
(agents,applications)ë canì be dynamically

÷
uploadedç to

ä
thevô ehicle.è Which communicationchannelì is

ý
usedfor

ÿ
interactionbetween

ø
a serviceoní aë vô ehi-

cleì andë thebase
ø

centreis completelyì transparent.
ä

Dependent
î

ontheservicesê thatareë availableë onthevehicle,è
dif
÷

ferentcommunicationì protocolsareneeded.To sende-mails,aë regularTCP/IPprotocolå stackê is needed,
for
ÿ

voice-ovô er-IP,� extraé protocolsareë necessaryþ andë soê on.í It is clearì that
ä

thesystemoní avô ehiclecannotsup-ê
portå allë possibleå serviceswhichæ will be

ø
inventedè in the

ä
nearfuture,

ÿ
nor is

ý
it
ý

acceptableë that
ä

the
ä

vehicleè soft-ê
wæ areë mustbe

ø
reinstalledeè veryè time aë usersubscribesfor aë servicewhichæ requiresa newæ communication

protocol... [13]å
The
ö

DiPS componentapproachë allowsæ to
ä

insertnewæ communicationì layers
�

into
ý

aë runningprotocolstack,
which is

ý
not a trivialô challenge.It

ã
also alloë wsæ user le

�
vô el servicesto

ä
influencethe

ä
underlyingç systemby

expressingcommunicationì preferences(such asë communicationì speedorí cost).ì Thesepreferenceså flowæ
throughthe protocolstackê asë meta-information� attachedto eachè networkí packetè (message).This

ö
allowsæ to

ä
switchbetweencommunicationchannelsì wheneæ vô er necessary(for instance

ý
whenGSM coì verageè is

ý
lost
�

dur-
÷

ing data
÷

transmission).A specializedê compositionì algorithmë is usedto translateserviceê specificê require-
ments into a stack of communication protocols and hardware drivers [14].è

4.2  A flexible device driver envir onment

Thisprojectå is focusedontestingdevices,ô i.e.checkingì whetheræ the
ä

operationof aë deviceô completelyfollows
thespecificationofí its

ý
standard(in

ï
casuUSB [1]). Comple

�
xé driverè architectures,ë suchasUSB, ha

ó
vô e aë lay-

eredarchitecture.Testinga de
÷

vice’sê USB functionality in
ý

allë situationsê requiresû in
ý

the first placeå a deviceô
driverè that

ä
alloë ws test

ä
applicationsë to inject specificê messagesequences,manipulateddataandevô enè mal-

formedcontrolmessagesatë anyñ placeå in the
ä

drivô er stackê to
ä

seeê whetherthede
÷

vice reactsproperly.ò A modu-
lar andanopení deviceô dri

÷
vô er implementation

ý
is
ý

essentialè to
ä

alloë wæ suchê tests.T
ö
oday’í sê USB implementations

do not allow such a flexible manipulation.é
On theotherí handit is crucialì that

ä
changesin theprotocolå specificationitself caneasilybe integrated	 in a

driverè implementationby adding,replacingor remoû ving basic
ø

b
ø
uildingç blocks.TheUSB standardê is a rap-

idly evolving new standard that is likæ ely to change.è
TheDiPSapproachë is veryefè fectivô eto developsuchê flexible andë compleì x softwareasë aë USB

�
dri
÷

verè architec-ë
ture [10]. Relevantcontribì utionsof DiPSincludeits anonymouscommunicationì model(meta-information)
andconnectorsfor

ÿ
handlingnon-functionalþ issuessuchê asë theinteraction

ý
andthe

ä
concurrency model.� Weè areë
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�

conì vincedô that DiPS is well-suitednot onlyí for USB
�

dri
÷

vers,è b
ø
ut for flexible de

÷
vice dri

÷
vô er de

÷
velopmentè in

general [10].	

5  Conclusions
�

In
ã

this paper,� weæ showæ theadvë antagesof usingç DiPS,aë componentì framewæ ork,í to
ä

devô elopsystemsoftwê are,ë
suchê asë protocolstacksandë deviceô dri

÷
vers.è Projectswithæ industrialpartnershaveè clearlyshown the

ä
needfor

adaptability of system softwë are to user leë vô el requirements.è
DiPS
î

unifiespowerful paradigms,å suchasë componentorientedprogramming,self-adaptationê andë separation
ofí concerns.Thisstrongcombinationì alloë wsusç to

ä
de
÷

velopè afle
�

xible protocolstackfor
ÿ

wirelessvô ehiclecom-
munication and a USB device driver architecture.è
Experiencesin applyingë DiPSin these

ä
tw
ä

oí systemsoftwareë areasdri
÷

vô eourí researchto
ä

wardsë otheroperatingí
system abstractions, such as interrupt handling, CPU scheduling and memory management.ê

6  Refer
�

ences�

[1] Compaq,Hewlett-Pæ ackard,Intel, Lucent,Microsoft, NEC andë Philips. Uni
�

versalè serialê busç (USB)
ï

2.0
specification. http://wwwê .usb.org/, Apr. 2000.

[2] Design Patterns. E. Gamma, R. Helm, R. Johnson, J. Vlissides. Addison-Wë esleè y, 1995.

[3] D.
î

De
î

vriendt.ô A dynamicallychangingì webæ servê er.ò M.Sc.
 

Thesis,K.U.Leuven,Departmentofí Computer
Science, 2000.
ð

[4] B. Ford,K. VanMaren,J.
!

Lepreau,e.a..TheFLux OS
"

toolkit: ReusableComponents
�

for OSimplemen-
tation. Proceedings of the Sixth IEEE W
ä

orkshop on Hot Tí opics in Operating Systems, May 1997.í
[5] E. Gabber,� C.

�
Small,
ð

J.
!

Bruno,J.Brustoloni,andë A. Silberschatz.
ð

ThePebbleComponent-BasedOperat-
ing System. In Proc. of the USENIX 1999 Annual Technical Conf., June 1999.è

[6] J. Itoh,
ã

Y
#

. Y
#

okoteandM.
 

T
ö
okí oro.í Scone:Usingconcurrentobjectsfor low-levô el operatingsystemspro-

gramming. Technical report, Department of Computer Science, Keio Universityè , 1995.

[7] P
$
.ò Kenens,S.

ð
Michiels,W. Joosen,

!
F.ò Matthijs,P

$
.ò V

%
erbaeten,e.a..è The

ö
SmartMo
ð

vô e communicationarchi-ë
tecture. Technical report, SmartMove internal use onlyè , K.U.Leuven, Aug. 1999.è

[8] G.
�

Kiczales,e.a.Aspect-OrientedProgramming.Proceedingsofí ECOOP’97,Finland.Springer
ð

-Verlag
LNCS 1241,  pp. 220-241. June 1997.

[9] F.ò Matthijs. Component
�

Framewæ ork Technologyè for ProtocolStacks.PhD thesis,K.U.Leuven,Depart-
ment of Computer Science, Dec. 1999.

[10] S.
ð

Michiels,P. Kenens,F
�
.ò Matthijs,

 
D. W

ù
alravens,è Y

#
. Berbersandë P. Verbaeten.è ComponentFrame

�
workí

Supportfor
ÿ

Developingè De
î

viceô Dri
î

vers.è Proceedingsofí InternationalConferenceon Software,T
ö
ele-

communications and Computer Networks, ví ol. 1, FESB, Split, Croatia, pp. 117-126. June 2000.

[11] B. Robben.LanguageTechnologyè andMetalevelè Architecturesfor DistributedObjects.
"

PhD Thesis,
Department of Computer Science, K.U.Leuven, May 1999.è

[12] M. I. Seltzer
ð

,� e.a..è An Introductionto the
ä

architectureof the
ä

VINO
%

Kernel.è HarvardUni
�

versityè Center
for Research in Computing Technology Tè echnical Report TR-34-94, 1994.

[13] M. Seltzerand C.
�

Small.
ð

Self-monitoringand Self-adaptingOperatingSystems,
ð

Proceedingsof the
ä

Sixth Workshop on Hot Topics in Operating Systems, May 1997.í
[14] I. Sora,S. Michiels,

 
F
�
.ò Matthijs, D. W

ù
alravens,è e.a.è Policiesfor

ÿ
DynamicStack

ð
Composition.
�

Internal
Technical Report, Department of Computer Science, K.U.Leuven, Novô . 2000.ò

[15] A. Tanenbaum. Operating Systems, Design and Implementation. Prentice-Hall. 1987.ë


