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Abstract

In this paper we unify three essential features for flexible system
software: a component oriented approach, self-adaptation and sep-
aration of concerns. We propose DiPS (Distrinet Protocol Stack),
a component framework, which offers components, an anonymous
interaction model and connectors to handle non-functional aspects
such as concurrency. DiPS has effectively been used in industrial
protocol stacks and device drivers.
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Abstract

In this paperwe unify threeessentiafeaturesfor flexible systemsoftware:a component
orientedapproachself-adaptatiomndseparatiorof concernsWe proposeDiPS (Distrinet
ProtocolStack),a componenframework, which offers componentsan anorymousinter-
actionmodelandconnectorgo handlenon-functionalaspectsuchasconcurreng. DIPS
has efectively been used in industrial protocol stacks [7] andagedrivers [10].

1 Introduction

This paperexplainswhy componenframevork technologyis neededor flexible systemsoftware (suchas
device drivers, protocol stacksand objectrequestrokers)and how we are using DiPS (Distrinet Protocol
Stack),a componentframework, to build comple adaptablesystemsoftware suchas protocol stacksand
device drivers.

We statethattherearethreeessentiafeaturesor flexible systemsoftware:a componenbrientedapproach,
self-adaptatiomndseparatiorf concernsThereexist several systemandparadigmghateachoffer oneor
two of thesefeaturesRecentoperatingsystemresearcti4] [5] shaws the advantageof providing reusable
systemcomponentasbasicbuilding blocks.Otheroperatingsystemgocuson the flexibility of the system
that allows to adaptitself to changesdn the applicationsetit mustsupport[13][12]. Systemsoftware on
tomorrav's embeddedystemgsuchaspersonaligital assistant¢PDA's), cellularphonesor cars)mustbe
intelligentenoughto adaptthe internalstructureto new, even non-anticipategervicesandto integratethe
necessargupportfor it (suchasanev communicatiorprotocolor anew disk cachingstratgy), evenatrun-
time. Strict separatiorof functionalandnon-functionakodehasprovento be anessentiafeaturefor adapt-
able,maintainableandreusablesoftware[6][8][11]. In this papemwe illustratethatthe DiPS framework uni-
fies componentsupport,self-adaptabilityand separatiorof concernsin one paradigm,which is a strong
combination for system softwe.

DiPSis not a completeoperatingsystem but rathera componenframeawork to build systemsoftware. We
arecorvincedthatotheroperatingsystemabstractionssuchasinterrupthandlingor memorymanagement,
can benefit from the DiPS approach. Our research is also heading in that direction.

We first introducethe main DiPS abstractionén section2. We discussa simplifieddisk driver designin sec-
tion 3 to show the strengthof DiPS concerningcomponensupport,self-adaptatiormnd separatiorof con-
cerns.Section4 presentssomeindustrial projectsthat benefitfrom the DiPS componenframeawork. The
paper is summarized and some conclusions sengn section 5.



2 The DIiPS appoach

We now introducethe mostimportantDiPS abstractionssuchas Message, Conponent, Connect or
andRef | ecti onPoi nt . For an in depth discussion, we refer to [9].

2.1 DiPS Components

Thecoordinationmodel(i.e. how componentsnteractwith eachother)andthe concurreng model(how to
copewith concurrenthreads)are completelyseparatedrom the functionality of the componentsWe will
elaborate on the concurrgnmodel in the ne section when discussing DiPS connectors.

DiPS componentsre independenpiecesof software which implementa well-definedfunctionality and

offer afixedinterface.The modularapproactellows to fine-tunesoftwareby collectingnecessargndmost
suitablecomponentgsuchasadisk schedulinganerrorhandlingor a cachingcomponent)Componentsio

not containary internalmultiprogrammingo allow re-usein differentconcurreng contexts. A component
interpretsheinformationin anincomingDiPSMessage, processeit andsendst further This approachis

similar to the tasksin Minix [15] which processmessagesDiPS allows additional information to be

attachedo a messagewhich we call net a- i nf or mat i on. This informationcanbe anorymously pro-

vided by other components, orem by a user iel service.

2.2 DIPS connectors

DiPSconnectorareusedto connecttomponentsSucha separatedoordinationmodel(componentdo not
know abouteachother)is necessaryith dynamicself-adaptationn mind, sincein thatcaserestructuring,
replacing, introducing or rereing components is an essential feature.

Next to the separatedoordinationrmodel,connectorslsoencapsulatéhe concurreng model.In traditional
operatingsystems,such as Unix, synchronizationcode typically cross-cutsthe functional code, which
malkesthe systemdifficult to understancandmaintain.By separatinghe concurreng modelin the connec-
tors,awell-trainedsystemengineeicanapplythe concurreng modelindependentrom the softwarebuilder
who developedthe functionalcomponentsSeparatiorof concurreng codefrom the functionalcodeis an
important feature in other paradigms such as concurrent objects in [6] and aspects in [8].
Examplesof DiPS connectorarethe Mut exConnect or which only allows onethreadat a time andthe
Act i veConnect or which is composed of auffer and a scheduler (see also the figure).

2.3 DIPS eflection points

Schedulingor cachereplacemenpolicieswill oftendependonthekind of servicesunningon anoperating
systemTraditionaldesktopoperatingsystemswill ofteninstall abest-efort stratgyy whichwill have accept-
ableperformancesharacteristicfor mostdesktopapplicationsDisk intensive, memoryconsumingapplica-
tions could performbetterwith a more specificdisk schedulingor pagereplacemenstrateyy. The modular
DiPS approach alles the replacement of such a stggte

DiPS reflectionpoint connectoreven allow self-adaptatiorby dynamicallychangingthe communication
pathin a chainof componentsinsteadof having to changecomponentat run-time. A reflectionpoint will
decide what is the most suited famgling path based on the meta-information in the incoming messages.

3 Example: a Disk Drwver

In this sectionwe explain how the DiPS approactbenefitsthe developmenof device drivers.We proposea
simplified disk driver only to shaw the advantageof the approactwithout overloadingthe discussiorwith



details.We thereforealsomake abstractiorof theactualinterruptanderrorhandling.We show thedesignof

suchasimplifieddriverin thefigure.Connectorwhich just connecicomponentswithout extra concurrenyg

supportarenot shavn. The Reader componenhasbeenpartially zoomedout; internally it hasa similar

structure as the ConposedSeeker Conponent . The caching components(CacheReader and

CacheMbni t or) andthe Cachi ngRef | ecti onPoi nt arelogically partof the Reader component
but areexplicitly shovn in thefigureto simplify thediscussionWe focusour attentionon two aspectssep-
arationof the typical wait/signalcyclesbetweerthe driver andthe disk controllerfrom the functionalcode
and self-adapting betar according to caching strafies.

3.1 Separating coordination fom functionality

Generallythe task of a device driver is to translatean incoming requestto one or more device specific
requestshasedon the statusof the device andthe type of requestWhena hardware requestis sentto a
device controllet thedriveris typically blocked atthatpointuntil the controllerreturnswith aninterrupt.(In
somecaseghehardwarerequesis immediatelyreturned sothatno blockingis needed.For instancewhen
areadrequestrrives,thedriver requestghedisk controllerto positionthe disk arm above a specificcylin-
der This cannotbedoneimmediately sothedriveris blockeduntil thedisk armis correctlypositioned This
kind of coordination is often handled by inserting a sleaggwp combination into the functional code.

DiskScheduling Composed — — Tr= — _|\i C— —
A'QOFIt%m SeelerComponerft __ Lse_ek’ﬂ' ~_EBC )~ | SeelerCon{
GtateMachlve At
Connector, devi cg ¢l Q%‘C'%err?&?' Track-at-a-time Stratgy

~

.
UserDefined Stratgy

CacheReader
CachingReflectionPoint

MessageQueue
(Cachertit ratiss — - |CacheMonitdeat >g

DiPS completelyseparateshis mechanisninto an Event Bar r i er Connect or (EBC) which actsasa
barrierwhichis closeduntil boththe messagandan (interrupt)eventarereceved. An exampleis shawn in
thefigure.TheSeeker componenprepares controllerrequesto positionthedisk armata specificcylin-
der The messagas then blocked in the EBC until an interrupt event from the device is receved. The
Seeker Cont component will interpret the answer from the disk after the barrier is opened.

The managementf statetransitionsis bestseparatedrom the functional componentg2]. Thereforewe
introducea separatést at eMachi neConnect or which manageshe internalstatemachineof thedriver
anddelegatesmessageto differentcomponentshasedon the currentstateof the driver. By separatinghe
status management from the functionalitymponents can easily be reused in other gtmte

3.2 Self-adapting behaior

Supposeve provide the disk driver with a datacacheandsomecachingstrat@y suchasa Tr ack- at - a-
time Strategy (seethefigure)[15] to improve I/O performanceBy usingsucha stratey, a whole
track is readinsteadof one sector The ideais that much moretime is lost by seekinga specificcylinder
comparedo therotationor transfertime. So,oncethe disk armis movedto a specificeylinder, it hardlymat-
terswhetheronesectoris reador thewholetrack. Severalreadrequestshatarecloselytogetheron thedisk
(for examplereadinga large contiguoudile) will resultin a highercache-hitratio (by the CacheReader)
and as a consequence performancaiisegl.

The performancegain of atrack-at-a-timestrat@y is lost thoughwhenthe physicaldatablocksof a file are
widely scatteredn thedisk, becaus@ache-hitratio will be poorin this caselt would bebetterto dynami-
cally choosefor a moreappropriatecachingstratay (cfr. theUser - def i ned Str at egy in thefigure).
Notethatsomedisk controllersdo hardwarecaching.Whensucha hardwarecachingdevice is addedto the



systemthereis no pointin having the driver do it aswell (for that specificdevice). This clearly shows the
need for dynamic self-adaptation,\am by user kel services and the system itself.

The componengapproachin DiPS allows that userlevel servicescustomizesystembehaior by integrating
new, evennon-anticipatedpolicy component$3]. To achieve self-monitoringbehaior we shouldintroduce
monitoringcomponentén thedriver itself (for examplethe CacheMoni t or which providescache- hi t
r at i o info) orin othersubsystemsuchasthefile system(cfr. devi ce char act eri sti cs info). This
informationflows throughthe systemasmeta-informationwhich is attachedo DiPS messageandis used
by the Cachi ngRef | ecti onPoi nt to decidewhich is the most appropriatecachingstrateyy of the
moment to delgate incoming messages to.

4 |ndustrial context

We now discusgwo industrialprojectsour researclgroupis involvedin. Sincetheseprojectshave extended
flexibility requirementsthey heavily benefitfrom usingthe DiPS componenframenork. The first project
focuses on protocol stacks, the second on USieelrivers.

4.1 A flexible protocol stack enironment

The context of this projectarevehicleswhich areableto communicatevirelesswith a basecentrevia sev-
eral communicationchannels(and vice versa)[7]. Services(agents,applications)can be dynamically
uploadedo the vehicle.Which communicatiorchannelis usedfor interactionbetweena serviceon a vehi-
cleandthebasecentreis completelytransparentDependenbnthe serviceghatareavailableonthevehicle,
differentcommunicatiomprotocolsareneededTo sende-mails,a regular TCP/IPprotocolstackis needed,
for voice-over-IP, extra protocolsarenecessargndsoon. It is clearthatthe systemon a vehiclecannotsup-
portall possibleserviceswhich will beinventedin the nearfuture, nor s it acceptablehatthe vehiclesoft-
ware mustbe reinstalledevery time a usersubscribedor a servicewhich requiresa new communication
protocol... [13]

The DiPS componentapproachallows to insertnew communicationiayersinto a running protocol stack,
which is not a trivial challengelt alsoallows userlevel servicesto influencethe underlying systemby
expressingcommunicationpreferencegsuch as communicationspeedor cost). Thesepreferencedlow
throughthe protocol stackas meta-informatiorattachedo eachnetwork paclet (message)This allows to
switchbetweercommunicatiorchannelsvhenever necessaryfor instancevhenGSM coverageis lostdur-
ing datatransmission)A specializedcompositionalgorithmis usedto translateservicespecificrequire-
ments into a stack of communication protocols and hareldrvers [14].

4.2 A flexible device driver environment

This projectis focusedontestingdevices,i.e. checkingwhetherthe operatiorof a device completelyfollows
the specificationof its standardin casuUSB [1]). Comple driver architecturessuchasUSB, have a lay-
eredarchitectureTestinga device’s USB functionality in all situationsrequiresin the first placea device
driver that allows testapplicationsto inject specificmessageequencesnanipulateddataand even mal-
formedcontrolmessageat ary placein thedriver stackto seewhetherthe device reactsproperly A modu-
lar andanopendevice driverimplementatioris essentiato allow suchtests.Today's USB implementations
do not allev such a flgible manipulation.

On the otherhandit is crucialthatchangesn the protocol specificationitself caneasilybe integratedin a
driver implementatiorby adding,replacingor remaoving basicbuilding blocks. The USB standards a rap-
idly evolving new standard that is lédy to change.

TheDiPSapproacths very effective to developsuchflexible andcomplec softwareasa USB driver architec-
ture[10]. Relevantcontributionsof DiPS includeits anorymouscommunicatiormodel(meta-information)
andconnectordor handlingnon-functionaissuesuchastheinteractionandthe concurreng model.We are



convincedthat DiPS is well-suitednot only for USB drivers,but for flexible device driver developmentin
general [10].

5 Conclusions

In this paperwe shaw the advantageof usingDiPS, a componenframework, to develop systemsoftware,
suchasprotocolstacksanddevice drivers.Projectswith industrialpartnershave clearly showvn the needfor
adaptability of system sofeave to user kel requirements.

DiPSunifiespowerful paradigmssuchascomponentrientedprogramming self-adaptatiomndseparation
of concernsThis strongcombinatiorallows usto developa flexible protocolstackfor wirelessvehiclecom-
munication and a USB diee driver architecture.

Experiences applyingDiPSin thesetwo systemsoftwareareaddrive our researchiowardsotheroperating
system abstractions, such as interrupt handling, CPU scheduling and memory management.
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