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Abstract
é

The
ê

combinationof aspect-orientedprogrammingë andframework technology
ì

boosts
í

softwarereuseandbrings
í

separationof concernsto
ì

a new, moregeneric
level. On the

ì
onehand,

î
A

ï
OPenablesthe

ì
separateimplementation

ð
of crosscutting

concerns.Frameworks,on the
ì

otherhand,allow usñ to
ì

reuseandcustomizea parë -
ticular

ì
implementationin differentapplications.By meansof a securityexample,

weshow the
ì

easeandpoë wer of the
ì

A
ï

OPlanguageAspectJ
ï

to
ì

analyzeanddesigna
solutionin terms

ì
of a framework. W

ò
e alsosuggesta numberof improvements.

K
ó

eywô ordsõ
challengeö problem,÷ AspectJ,framewø ork,ù securityú

1 Intr oduction

The
û

focusof theaspect-orientedcommunityhas
ü

shiftedoverý the
þ

yearsÿ from designinga�

specializedú language
�

andweav� erý for eachaspect,towø ards� a� generallyapplicable� aspect
languagebased

�
onafew clearlyö defined

�
typesof crosscuts.A notableeý xampleofù suchú a�

languageis AspectJ.On
�

theupside,ú theeffort ofù designing
�

alanguageandweav� erý now
has
ü

to
þ

be
�

done
�

only once.The
û

do
�

wn sideú is thatimplementing
�

aspects� becomesharder
ü

because
�

it requires� more� programming.÷ As aresult,� reuse� of aspectcodebecomes
�

more
an� issue.

Theway aspects� areimplementedcanö vary accordingto thecharacteristicsof the
þ

crosscutsö between
�

applicationandaspectcode.ö First, it canö be
�

usedto inv� asi� v� elyý add
codeö to an� applicationin

�
an orthogonalù way.	 In this case,the

þ
crosscuttingnature
 ofù

theaddedcodeö is completelydescribedby thespecificationú of the
þ

pointcuts.Theap-�

plicationis independentofù the
þ

aspect,soú it remainsfunctionaleý venwithout theaspect.
Thereare� v� eryfewø concernsthatcanbe

�
describedin this

þ
wø ay� .	 Thebest-knowneý xample�

is a� deb
�

ugging� aspect.� A genericexceptionhandlingmechanismis anothercandidate
[8].

At the
þ

othereý xtreme,aspect� codeö canö bedeepcrosscutting,whenapplicationstate,ú
structureor logic influences

�
theaspectcodeö in suchawaythatthe

þ
aspectis onlyù appli-

cablein onespecificapplicationcontext. In



this
þ

case,the
þ

aspectforms
�

an� inte
�

gralpart
of theapplication.� Moreover,� anapplication� canbe

�
composedö ofù acollectionof aspects

1



together
þ

with a� corestructureú onwhichthe
þ

yÿ are� based.A
�

number
 of lar
�

ge� systemsú ha
ü

v� eý
been
�

b
�
uilt� this way [7, 10].

Betweenthese
þ

twoù extremeslies a rangeofù aspectsthat
þ

are not orthogonal,ù but�

not
 totally dependent
�

eitherý . These
û

aspectstypically
þ

address(non-functional)concernsö
that
þ

need
 somecooperationö from the applicationin
�

orderù to work. T
û
o improv� eý reuse�

in this
þ

wide area,� a commonapproachis to extract the
þ

genericpartofù theaspect� from
the
þ

applicationspecific,ú and� presentit as� a� library of functionsandclasses.ö Theuseofù
frame
�

work technology
þ

[6] cantake this
þ

a stepú further
�

. Themain� advantageofù frame-
wø orksù où v� erý librariesis that

þ
the former canö encodeandenforce(to somede

�
gree)� howø

the codeö shouldbe
�

used. Especiallyin the caseof non-functionalconcerns,ö this
þ

en-ý
forcementcansimplifyú usage� of often complex implementations.The real challenge
for aspectprogrammersis

�
to design

�
the
þ

solutionú in
�

suchawaythat
þ

it is
�

able� to combineö
a generalspecificationwith aspecializedapplication.�

In this
þ

paper÷ , weø startú from twoù specificú securityú aspects� for which we then try
þ

to b
�
uild� a moregenerally� applicable� framewø ork,ù using� AspectJ1.	 The paper÷ showsø in

somedetail
�

howø to implementconcernsas� aframe
�

work in AspectJ.Some
�

stepsú areev� ený
moregeneraland,� withø adaptation� the

þ
yÿ shouldú be

�
applicableto

þ
otherù aspect-oriented�

technologies.Toù conclude,ö weø point outù the
þ

weakø and� strongú points÷ of the
þ

AspectJ
languageto

þ
handleframewø orks.ù

2 Security Aspects

The problemof adding� security to an applicationis very well suitedto
þ

investigate
aspect-basedframe

�
works. On the

þ
onehand,

ü
it canbesolvú edý in

�
a� generic� manner� with

reusablemechanisms.� F
�
orù example,accesscontrolhasthe

þ
sameú requirementsfor most

of the
þ

applications: allo� w or den
�

yÿ accessto
þ

certainö resourcesin the
þ

system.ú Also, the
mechanismsmustbeused� in a correctmanner. To gi� v� e a simpleexample,authentica-�

tion mustha
ü

v� eý happenedbefore
�

access� controlö canbeperformed.÷ On theotherhand,
ü

the specificú policies÷ (i.e. who shouldú get� accessand� to whatø resources)� are clearlyö
applicationdependent.

Toù summarize,security lies in betweenthe two eý xtremesand� is an ideal target�

for ourù investigation.Toù keepý a good� focus,we willø onlyù discuss
�

access� controlö and
confidentiality.	

2.1 Accesscontr� olõ
Basically, access� control canbe

�
described
�

as follows : at a certainpoint, the
þ

appli-
cationasks� the

þ
user� to authenticatehimself,after� whichø it cancheckaccessbased

�
on

this identity.	 The k
�
eyÿ to turn

þ
this description

�
into an� aspect-oriented� implementation

�

is the identification
�

ofù the
þ

important(domain)concepts,and ho
ü

w theyÿ relate� to
þ

the
þ

applicationat� hand. In this
þ

case,ö theseconceptsare� threefold
þ

:� the
þ

entityý that
þ

hasto
be authenticated,the

þ
resourcesfor whichø we want to controlö access,� and� the

þ
access

pointorù thepathfrom
�

the
þ

authenticated� entityý to the
þ

resources.Algorithm
�

1 showsø the
skeletoný of animplementation2

�
,� whereø thepointcutshavealready� been

�
abstractedfrom

1W
�

e� assumethe
�

readeris familiar enough� with� the
�

languageandits semantics.For� further information,
tak

�
e� a look

�
at [1].

2
�
A

�
more elaborate� description

!
is

"
av# ailablein

"
[2].

2
$



the
þ

application.F
�
orù a concreteapplication,� oneù would fill

%
in
�

theabstractpointcuts÷ to
specifyú wherethe

þ
aspectsshouldú beactivated3

&
.	

Algorithm 1 AccessControl
'

(generalized)
(

abstractaspectIdentification
)

{
Subjectsubject= null;*

public+ SubjectdoLogin()
!

{ <login>, }
}

abstractaspectAuthenticationof� eachcflo� wroot(Authentic� ation.accessPoin� ts())
�

{
pri+ v# ateSubjectsubject;
abstractpointcut+ accessPoints();
before(Object

-
caller):. accessPoints()&& hasaspect(Identificatio

/
n){*

Identification
)

id
"

= Identification.aspectOf(ca
)

ll
�

er)� ;
if(id.subject

"
== null)* {

id.doLogin();
"

}
subject= id.subject;

}
public+ SubjectgetSubject()0 { returnsubject;}

}

abstractaspectAuthorization
�

{
abstractpointcut+ check. edMethods();�

before():
-

check. edMethods()� {
Authenticationau= Authentication.aspectOf();
Subjectsubject= au.getSubject();
<chec

1
k

2
access>3

}
}

2.2
4

Confidentiality

The
û

tar
þ

get� ofù confidentialityö typically
þ

emerges� in dif
�

ferent
�

forms. For example,� ob-ù
jects

5
containingsensitiv� eý information

�
requireencryptionwheneø v� erý theyÿ arewrittenø to

a� streamú (e.g.
(

to
þ

a� file or to
þ

a� connection).A particularcommunicationlink between
�

dif
�

ferentpartsof an� applicationmight beunsafe.� Here,it is usefulto encryptý all� the
þ

traf
þ

fic où v� erý thisconnection.Perhaps
6

less
�

obvious,� sensitiú veobjectsresiding� in memory�

might� beswappedout to disk
�

by
�

the
þ

operatingsystemú andassuchcauseö securityleaks.
To av� oidù this,

þ
it is necessaryto obfuscatethe

þ
sensitiú ve internalsof theparticular÷ object

at� all� times.
þ

Dueto
þ

spacelimitations,we will onlyù addressthe
þ

first one.ù Othertar
þ

gets�

couldö behandledin a� similarú manner.
Analogouslyto the

þ
previous� example,� thefollo

�
wingø conceptscanö be

�
identified:the

objectù (or object-structure)thatmustremainconfidential4,� theoù wnerø ofù the
þ

objectand�

thekeyÿ materialusedfor this
þ

purpose.Theresultingcodehasthe
þ

sameú structureas� in
1. Theimplementationreliesonù Jav� a� objectù serializationto

þ
addencryption.A

�
pointcut÷

is declared
�

for
�

thepoint wherea sessionú needing
 confidentialityö starts.At thatpoint,
theappropriate� keý y is constructedaccordingto somekeyÿ agreementmechanism.

3
7
Another

�
important

"
issue

"
is

"
the

�
specificaccesscontrol. polic+ y8 . Configuration

9
files

:
pro+ vide# the

�
necessary*

fle
;

xibility< . In
)

our� implementation,
"

we� use= J
>
AAS

�
[4].

4
?
The locationandmechanismchosen. to

�
perform+ the

�
encryption� aredependent

!
on� the

�
particular+ tar

�
get.0

For� the
�

object-centric� approach,we� rely on� Ja
>

v# a Cryptography
9

[9] andthe
�

serializationmechanism.

3
@
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Figure1: Security
�

frame
�

wø orkù

2.3 Aspectframeworksõ
Thetwo distinct

�
securityrequirementsof the

þ
previoussectionsú caneachbe

�
painlessly

deplo
�

yedfor a concreteapplication.� Howev� erý , oftenù a combinationö of dif
�

ferentprop-
ertiesý is required.Rather

C
thanmixing all� aspectstogetherandendup� withø chaos,em-ý

bedding
�

themin
�

a� generic� structureleadsto a better
�

result. This is
�

whereframewø orkù
technology
þ

really comesinto play.
Toù generalize� the aspectsinto a� framework, we haveý to

þ
identify the pointswhere

aspect� customizationö is
�

desirable
�

(thesoú calledö hot spots).Firstly
�

, weø want to
þ

supportú
v� ariation� of the

þ
placeswhereø the aspectsareto be

�
applied.� This canö be achie� v� edý by

specifyingú the pointcutsabstract,andthenlet an� aspectdeplo
�

yerÿ overridethem.
þ

Forù
aspect� codeö thataddsadditional� beha

�
viour� orù datato applicationobjects,thedeployerÿ

shouldú alsospecifyhow instances
�

of the
þ

aspectare� attachedto
þ

the
þ

application.� These
û

techniques
þ

werealreadyappliedin
�

theaspectcodeofù the
þ

pre÷ viousexamples.� Secondly,
whenø functional interchangeabilityis desired(e.g. the specificú login mechanismfor
Authentication),the implementationofù that functionality is extractedfrom the

þ
aspect�

codeö into
�

an� abstract� mechanism,according� to the
þ

Strategy� designpattern÷ [5].
The powerful techniquesofù abstractpointcutspecificationú andinheritance

�
ofù As-

�

pectJ÷ have enabledus to designa� generic� framewø orkù with a� clearstructure,asshoú wn
in figure1. Thecoreofù theframework containsö the

þ
bareaspects.Thepolicyÿ partcon-ö

sistsof the
þ

abstract� pointcuts,and� thusprovides� the
þ

way to
þ

specifyú thedeplo
�

ymentÿ in
an application. Forù eachabstractmechanism,� several concreteimplementations

�
canö

be av� ailable� withinø the framework. In orderù to instantiatethis
þ

framewø ork,ù a� security
engineerwill haveto

þ
defineaconcreteö policyÿ according� to theneedsofù the

þ
application.�

Furthermore,he
ü

orù shecanimplementadditionalmechanisms.
Combiningthe

þ
securityú concernsin

�
the
þ

frame
�

work has
ü

additional� benefits.Some
�

securityrequirementsare� not totally
þ

independentof others(e.g.
(

non-repudiationre-
quiresauthentication).Thosedependenciescanö be insertedandenforcedwithinø the
framework. Consequently, the securityengineerý does

�
not needto

þ
wø orry about� them

þ
any longer.	 Moreo

D
v� erý ,� by

�
choosingö agood� representationfor the

þ
variouspolicies,÷ more�

4
E



generic� policiescanbe built (e.g. securesessionú instead
�

of authentication,confiden-ö
tiality
þ

andintegrity). Theendresultis compareableö to a� specificú aspectlanguagefor
securityú ,� b

�
ut� withoutø the

þ
costofù a� specialú purposeweaverý .	

3 Discussion

The twoù examplesin the
þ

pre÷ vioussectiondemonstratedthat
þ

it is possibleto design
�

a
frame
�

work ofù aspects� using� theAspectJlanguage.
�

Constructssuchas� abstract� point-÷
cutsö andaspect-inheritanceare� veryhelpful for generalization.Howeø ver,� there

þ
arestillú

a� numberofù dif
�

ficulties, especiallyý if the framework becomesmorecompleö x. Some
�

ofù thesecouldö be orù already� have been
�

easilyý amendedby smallú changesö in the lan-
guage� and� weaø ver. A numberofù dif

�
ficultiesaremorefundamental,becausethe

þ
yÿ rev� ealý

limitations
�

ofù thecurrentmodelofù AspectJ.
�

Within the
þ

implementationof an� advice,� weø oftenù needaccessto runtimeinforma-
tion in the

þ
pointcut. Normally

F
,� this

þ
is av� ailable� through

þ
parameterization.÷ Howeø verý ,�

whenthe
þ

pointcutdefinition
�

is part÷ of theframework, it canö oftenù not
 be
�

foreseen
�

what
type ofù parameterswill be

�
required.� Forù this purpose,an� introspectionAPI is acces-�

siblewithinø advice� implementations.Unfortunately
G

,� this approach� tends
þ

to
þ

look
�

more
like runtimemeta-programming.Thecomplexity ofù writing meta-programsis oneù ofù
thereasonsthe

þ
aspect-oriented� approachwø as� developed.A moreopenmechanismthan

þ
parameterpassingcouldö be

�
the
þ

answerhere.
A moreprofoundproblem÷ is the

þ
use� ofù pointcut÷ definitions.

�
As thesedefinitions

arestatic,ú the
þ

yÿ canonlyù be
�

referencedandeý xtendedin a� staticway.	 This restrictionfor
instancemak� esit impossible

�
to isolatean abstractpointcutdefinition

�
into
�

a� separate
construct,andrely� onù dele

�
gation� to selectú oneù of manyÿ concreteversions,ý depending

on wherethe
þ

original pointcut÷ is
�

used.� The sourceú ofù this problem÷ is
�

the
þ

fact that
theeý xpressivepowerø in definingpointcutsis limited to a combinationof pointcut÷ des-

�

ignatorsas� definedby the AspectJ
�

implementers.We suggesta more� openweaving�

process,suchú that
þ

pointcut÷ definitionscanbethe
þ

resultof a function
�

eý valuationoù v� era�

representationof theapplication� structure.
Aspecttechnologies

þ
with aframeworkù approach� [3] insteadofù based

�
ona language

canhandlethesecondpointmuchbetter, as� the
þ

yÿ already� provide� a� representationof the
þ

applicationstructure.ú Ho
H

wev� erý , weø feel
�

thatprogrammingin
�

theseframe
�

worksis
�

more
difficult,

%
partly because

�
the flexibility� is oftenù too

þ
high.
ü

A
�

mix� ofù a� languagebased
�

approachwith a framewø orkù basedtranslatorcouldperhapsyieldÿ the
þ

bestresult.
It is alsointeresting

�
to
þ

look at� the
þ

developmentprocessof aspect� frameworks. A
�

critical point÷ is
�

the definition
�

ofù the
þ

main� conceptsö and� their
þ

interplay.	 The
û

best
�

ap-
proachis to

þ
startfrom a� concretesolutionú and� then

þ
try to

þ
abstractawø ay� the

þ
crosscuttingö

points. Howev� er, this
þ

generalizationis far� from easy,� mainly becausereasoningin
termsofù aspects� is stillú new and� not so well understood.� Supportfor aspect-oriented
developmentwø ouldù be

�
highly
ü

beneficial.
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