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Abstract

The combination of aspect-oriented programming and framework
technology boosts software reuse and brings separation of concerns
to a new, more generic level. On the one hand, AOP enables the
separate implementation of crosscutting concerns. Frameworks, on
the other hand, allow us to reuse and customize a particular imple-
mentation in different applications. By means of a security example,
we show the ease and power of the AOP language Aspect] to ana-
lyze and design a solution in terms of a framework. We also suggest
a number of improvements.
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Abstract

The combinationof aspect-orientegrogrammingandframewvork technology
boostssoftware reuseand brings separatiorof concernsto a new, more generic
level. Ontheonehand,AOP enableghe separatémplementatiorof crosscutting
concerns Framavorks, on the otherhand,allow usto reuseandcustomizea par
ticularimplementatiorin differentapplications.By meansof a securityexample,
we shav theeaseandpower of the AOP languageAspecto analyzeanddesigna
solutionin termsof aframevork. We alsosuggest numberof improvements.
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1 Intr oduction

Thefocusof theaspect-orientedommunityhasshiftedovertheyearsfrom designinga
specializedanguageandweaver for eachaspectiowardsa generallyapplicableaspect
languagdasednafew clearlydefinedtypesof crosscutsA notableexampleof sucha
languages AspectJOntheup side,theeffort of designingalanguageandweaver now
hasto bedoneonly once.Thedown sideis thatimplementingaspectdbecomesarder
becausé requiresmoreprogrammingAs aresult,reuseof aspectodebecomesnore
anissue.

The way aspectsaareimplementedcanvary accordingto the characteristicef the
crosscutbetweerapplicationandaspectode. First, it canbe usedto invasively add
codeto an applicationin an orthogonalway. In this case the crosscuttingnatureof
the addedcodeis completelydescribedy the specificationof the pointcuts. The ap-
plicationis independendf theaspectsoit remainsfunctionalevenwithouttheaspect.
Thereareveryfew concernghatcanbedescribedn thisway. Thebest-knevnexample
is a dehuggingaspect.A genericexceptionhandlingmechanisnis anothercandidate
[8].

At the otherextreme,aspectodecanbe deepcrosscuttingwhenapplicationstate,
structureor logic influencegheaspectodein suchaway thattheaspecis only appli-
cablein onespecificapplicationcontext. In this casetheaspecformsanintegral part
of theapplication.Moreover, anapplicationcanbecomposef acollectionof aspects



togethemwith a corestructureonwhichthey arebased A numberof largesystemdave
beenbuilt thisway [7, 10].

Betweenthesetwo extremeslies a rangeof aspectghat are not orthogonal,but
nottotally dependengither Theseaspectsypically addresgnon-functionalconcerns
thatneedsomecooperatiorfrom the applicationin orderto work. To improve reuse
in this wide area,a commonapproachis to extractthe genericpartof the aspecfrom
the applicationspecific,andpresentit asa library of functionsandclassesThe useof
framework technology{6] cantake this a stepfurther The mainadvantageof frame-
works over librariesis that the former canencodeand enforce(to somedegree)how
the codeshouldbe used. Especiallyin the caseof non-functionalconcernsthis en-
forcementcansimplify usageof often complex implementations.The real challenge
for aspecprogrammerss to designthesolutionin suchawaythatit is ableto combine
agenerakpecificatiorwith a specializedapplication.

In this paper we startfrom two specificsecurityaspectgor which we thentry
to build a moregenerallyapplicableframework, using Aspectd. The papershows in
somedetailhow to implementtoncernasaframeavorkin AspectJSomestepsareeven
more generaland, with adaptatiorthey shouldbe applicableto otheraspect-oriented
technologies.To conclude,we point out the weak and strongpoints of the AspectJ
languagéo handleframeworks.

2 Security Aspects

The problemof adding securityto an applicationis very well suitedto investigate
aspect-baseftamenorks. Onthe onehand,it canbe solvedin a genericmannewith
reusablamechanismsFor example,accessontrolhasthe samerequirement$or most
of theapplications allow or dery accesdo certainresourcesn the system.Also, the
mechanismsnustbe usedin a correctmanner To give a simpleexample,authentica-
tion musthave happenedeforeaccessontrolcanbe performed.On the otherhand,
the specificpolicies (i.e. who shouldget accessand to what resourcespre clearly
applicationdependent.

To summarize securitylies in betweenthe two extremesand is an ideal taget
for our investigation. To keepa goodfocus,we will only discussaccessontroland
confidentiality

2.1 Accesscontrol

Basically accesscontrol canbe describedasfollows : at a certainpoint, the appli-
cationasksthe userto authenticatédnimself, afterwhich it cancheckaccesdasedon
this identity. Thekey to turn this descriptioninto an aspect-orienteimplementation
is the identificationof the important(domain)conceptsand how they relateto the
applicationat hand. In this case theseconceptarethreefold: the entity thathasto
be authenticatedthe resourcedor which we wantto control accessandthe access
pointor the pathfrom theauthenticate@ntity to the resourcesAlgorithm 1 shawsthe
skeletonof animplementatiof, wherethe pointcutshave alreadybeenabstractedrom

1We assumehe readeris familiar enoughwith thelanguageandits semantics For furtherinformation,
take alook at[1].
2A moreelaboratadescriptioris availablein [2].



the application. For a concreteapplication,onewould fill in the abstracipointcutsto
specifywherethe aspectshouldbe activated.

Algorithm 1 AccessControl(generalized)
abstracaspectdentification{

Subjectsubject= null;

public SubjectdoLogin(){ <login> }

abstracaspeciuthenticationof eachcflaroot(Authentiation.ac@ssPoits()) {
private Subjectsubject;
abstracpointcutaccessPoints();
before(Objectaller): accessPoints@& hasaspect(ldentificatiyy
Identificationid = Identification.aspectOf(tiar);
if(id.subject==null) {
id.doLogin();

subject= id.subject;

}
public SubjectgetSubject(] returnsubject;}

abstracaspectAuthorization{
abstracpointcutchecledMethods();
before():checledMethods({
Authenticationau = Authentication.aspectOf();
Subjectsubject= au.getSubject();
<check access>
}
}

2.2 Confidentiality

The taget of confidentialitytypically emegesin differentforms. For example,ob-
jectscontainingsensitve informationrequireencryptionwheneer they arewritten to
a stream(e.qg. to afile or to a connection).A particularcommunicatiorink between
differentpartsof an applicationmight be unsafe.Here, it is usefulto encryptall the
traffic overthis connectionPerhapdessobvious,sensitve objectsresidingin memory
mightbeswappedoutto disk by the operatingsystemandassuchcausesecurityleaks.
To avoid this, it is necessaryo obfuscatehe sensitve internalsof the particularobject
atall times. Dueto spacdimitations,we will only addresghefirst one. Othertargets
couldbehandledn asimilar manner

Analogouslyto the previousexample thefollowing conceptsanbeidentified:the
object(or object-structure)hatmustremainconfidentiat, the ownerof the objectand
thekey materialusedfor this purpose Theresultingcodehasthe samestructureasin
1. Theimplementatiorrelieson Java objectserializatiorto addencryption.A pointcut
is declaredfor the point wherea sessiomeedingconfidentialitystarts. At that point,
theappropriatekey is constructediccordingo somekey agreementechanism.

3Anotherimportantissueis the specificaccessontrol policy. Configurationfiles provide the necessary
flexibility. In ourimplementationwe uselAAS [4].

4The locationand mechanisnthoserto performthe encryptionaredependenon the particulartaget.
For theobject-centri@pproachwe rely on Java Cryptography[9] andthe serializatiormechanism.
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Figurel: Securityframework

2.3 Aspectframeworks

Thetwo distinctsecurityrequirement®f the previous sectionscaneachbe painlessly
deployedfor a concreteapplication. However, often a combinationof differentprop-

ertiesis required.Ratherthanmixing all aspectsogetherandendup with chaosem-

beddingthemin a genericstructureleadsto a betterresult. This is whereframeawork

technologyreally comesinto play.

To generalizehe aspectsnto a framewvork, we have to identify the pointswhere
aspectustomizatioris desirable(the so calledhot spots).Firstly, we wantto support
variationof the placeswherethe aspectsareto be applied. This canbe achieved by
specifyingthe pointcutsabstractandthenlet an aspectdeployer overridethem. For
aspectodethataddsadditionalbehaiour or datato applicationobjects the deployer
shouldalsospecifyhow instancef the aspectareattachedo the application.These
techniquesverealreadyappliedin theaspectodeof thepreviousexamples.Secondly
whenfunctionalinterchangeabilitys desired(e.g. the specificlogin mechanisnfor
Authentication) the implementatiorof thatfunctionality is extractedfrom the aspect
codeinto anabstracmechanismaccordingo the Stratgy designpattern[5].

The powerful techniquesf abstractpointcutspecificationandinheritanceof As-
pectJhave enabledusto designa genericframework with a clearstructure,asshavn
in figure 1. The coreof theframewvork containghe bareaspectsThe policy partcon-
sistsof the abstracipointcuts,andthusprovidesthe way to specifythedeploymentin
an application. For eachabstractmechanismgseveral concreteimplementationsan
be availablewithin the frameawork. In orderto instantiatethis framework, a security
engineewill haveto defineaconcretegolicy accordingo the needof theapplication.
Furthermorehe or shecanimplementadditionalmechanisms.

Combiningthe securityconcerndn the framavork hasadditionalbenefits. Some
securityrequirementare not totally independenbf others(e.g. non-repudiatiorre-
quiresauthentication). Thosedependenciesan be insertedand enforcedwithin the
framavork. Consequentlythe securityengineerdoesnot needto worry aboutthem
ary longer Moreover, by choosingagoodrepresentatiofor thevariouspolicies,more



genericpoliciescanbe built (e.g. securesessiorinsteadof authenticationgonfiden-
tiality andintegrity). The endresultis compareabléo a specificaspectanguageor
security but without the costof a specialpurposeveaver.

3 Discussion

The two examplesin the previous sectiondemonstratedhatit is possibleto designa
framework of aspectsisingthe AspectJlanguage.Constructssuchasabstracipoint-
cutsandaspect-inheritancarevery helpful for generalizationHowever, therearestill
a numberof difficulties, especiallyif the framevork becomesnorecomplex. Some
of thesecould be or alreadyhave beeneasilyamendedy small changesn the lan-
guageandweaver. A numberof difficultiesaremorefundamentalbecaus¢hey reveal
limitationsof the currentmodelof AspectJ.

Within theimplementatiorof anadvice we oftenneedaccesgo runtimeinforma-
tion in the pointcut. Normally, this is availablethroughparameterization However,
whenthepointcutdefinitionis partof theframework, it canoftennotbeforeseerwhat
type of parametersvill be required. For this purposeanintrospectionAPI is acces-
sible within adviceimplementationsUnfortunately this approachtendsto look more
like runtime meta-programmingThe compleity of writing meta-programss oneof
thereasonsheaspect-orientedpproactwasdeveloped.A moreopenmechanisnthan
parametepassingcouldbetheanswerhere.

A moreprofoundproblemis the useof pointcutdefinitions. As thesedefinitions
arestatic,they canonly bereferencedndextendedn a staticway. This restrictionfor
instancemalkesit impossibleto isolatean abstractpointcutdefinition into a separate
construct,andrely on deleyationto selectone of mary concreteversions,depending
on wherethe original pointcutis used. The sourceof this problemis the fact that
theexpressie powerin definingpointcutsis limited to a combinationof pointcutdes-
ignatorsas definedby the AspectJimplementers.We suggest more openweaving
processsuchthatpointcutdefinitionscanbetheresultof a functionevaluationover a
representationf theapplicationstructure.

Aspecttechnologiesvith aframevork approach3] insteadof basednalanguage
canhandlethesecongointmuchbetter asthey alreadyprovide arepresentatioof the
applicationstructure However, we feel thatprogrammingn theseframeworksis more
difficult, partly becausehe flexibility is oftentoo high. A mix of a languagebased
approachwith aframework basedranslatorcould perhapgield the bestresult.

It is alsointerestingto look at the developmentprocessof aspectframewnorks. A
critical point is the definition of the main conceptsandtheir interplay The bestap-
proachis to startfrom a concretesolutionandthentry to abstraceway thecrosscutting
points. However, this generalizationis far from easy mainly becauseeasoningn
termsof aspectss still new andnot sowell understood.Supportfor aspect-oriented
developmenwould behighly beneficial.
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