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Abstract

This paper gives an short overview of anonymity enabling tech-
niques used in existing electronic cash payment systems.
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The paper inits current form is meant to be an essay, written as part of the evaluation of the students that participated in
the IPICS2000 summer school. Later it will probably be reused to write amore detailed technical report about this matter.
Therefore, please take into account that it sometimes resembles more like the latter.

1. Introduction

Nowadays electronic commerce on the Internet is more than just a buzzword. The number of commerce transactions
performed electronically actually grows every day. While it all started with very simple web shops that could merely
display a product catalogue, modern electronic commerce applications are quite powerful and different application types
are being used (think for example of an electronic auction). If we can trust statistics, there seemsto be aslow, but certain
shift from regular stores towards their electronic counterpart. Of course the applicability of such applications remains
limited if customers cannot pay for the requested services or products with electronic payment systems. Therefore
electronic payment systems are a very important research topic since several years.

In real life severa types of payment systems are used frequently. Cash payment is probably the most frequently used
money transfer system in the world. Coins and notes can be exchanged easily between customers and it requires no
intervention from a financial institution. Because it is quite awkward to use cash when amounts get larger, banks have
created checks that represent money. From a customer point of view checks are easier to carry, but cashing a check
requires intervention from a financial ingtitution. Since the 1950's payment cards were introduced to tackle the
considerable risk of using checks. For a further overview of the properties of these different payment systems and for a
good comparison, we invite you to read [9].

This document will focus on one of the properties of electronic cash systems: its anonymity. Some cash systems provide
perfect anonymity for the customer and respect as such his privacy. Other systems reveal the identity only when the
system is misused (e.g. in the case of double spending). And yet other systems always reveal the identity of their users.
This paper will try to present an overview of the different techniques used to provide this anonymity from a technical
point of view. It is not our intention to discuss the ethics of this matter.

The structure of this document is as follows. Thefirst section provides some clear definitions on what we want to discuss
in this paper. It will discuss the anonymity property in more detail and as such form a basis for the rest of the paper. After
that we present an overview of the different techniques used to obtain such anonymity. This overview isthen followed by
adiscussion. Finally we end this paper with a conclusion.

2. Definitions



Firstitisimportant to identify the different partiesthat are involved in atypical electronic cash payment scenario. We can
distinguish three players here:

« the payer or customer, which wants to buy certain products or use particular services

e the payee or merchant, which delivers the products/services

e abank that playstherole of afinancial institution

Now, what do we mean exactly when we talk about the anonymity of a payment system? Based on the literature ([8]) we
define payment system anonymity to consist of the following properties:

e payer anonymity: guarantees that by using that particular payment system, the identity of the payer cannot be
revealed to any other party.

e payeeanonymity: this property isthe same as the previous property, except for the party that isinvolved init. In
this case it is the identity of the payee that should not be revealed.

e payment untraceability: this property ensuresthat nor the bank nor any other party can find out whose money is
spent in a particular payment. Moreover, one cannot determine whether any two payment transactions originate
from the same user or not. The latter makes it impossible to keep track of the buying habits of the payer.

In a practical system however it is often not advisable to have payee anonymity. Customers don’t want to spend their
money to an anonymous identity, since therisk of being deceived istoo high. Therefore from now on, when we talk about
anonymity we only have in mind payer anonymity and payment untraceability.
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A last important issue is the different sub steps of an electronic cash payment scenario (see figure). We can distinguish
three different sub steps. First during the withdrawal phase, the payer will contact the bank in order to receive a certain
amount of electronic coins. After that the payer will transfer some of these coins to the payee in the payment phase.
Finally, during the deposit phase, the payee will ask the bank to cash the coins and transfer the value of them onto his
account.

3. Overview
This section discusses several techniques to introduce anonymity into a cash payment system. Note that this is not an
exhaustive list. We discuss the most important techniques, but others might be available.

Before presenting the overview, we will first briefly discuss the anonymity properties of regular cash payment systems.
During the withdrawal phase the payer contacts abank for new coins. These coins are generated by the bank and consist of
a random number and possibly some extra information. The bank actually mints a coin by singing this information,



normally with his secret key. The random information of the coin is either introduced by the customer (by sending the
bank random numbers) or by the bank. If we analyze this scenario, we can easily seethat in either case the bank knowsthe
contents of the coinsit issigning. Therefore it always knows which coins are given to which payer. By maintaining good
logs, the bank can link every incoming coin to a payer. This means that normal electronic cash schemes don’t provide
anonymity of the payer towards the bank. Whether they provide anonymity of the payer towards other parties (e.g. the
payee) actually depends on the extra information that is part of the coin. If this information includes the identity of the
payer, then of course it does not provide payer anonymity. Otherwise, a payee cannot extract that information fromacoin.
And what about the untraceability of the purchases? In the supposition that coins are not exchanged between payers
without contacting the bank®, the bank can track the payer’s buying habits, since it knows where the coins came from and
to whom the coins were given. So untraceability isalso not provided. The following paragraphs discuss several techniques
to add this anonymity property to electronic cash systems.

3.1. Blind Signatures

The concept of blind signature schemes was introduced by Chaum. It is a protocol for obtaining a signature on a message
such that no information about the message or its signature is revealed to the signer. This technique is being used by
anonymous electronic cash payment systems in the following manner. During the withdrawal phase the payer sends
blinded random numbers to the bank after which the bank signs them and sends them back. After reception of these
blinded coins, the payer unblinds the signed messages and can now use them as regular coins. This procedure ensures that
the bank is no longer able to link the coinsto the customer. It knows that a particular payer requested some coins, but the
exact content of the coinsis not revealed. It is therefore not difficult to see that this scheme provides payer anonymity
towards all party’s and purchase untraceability.

I will not go into detail about the mathematics of these blind signing techniques. | will only discuss some of them very
briefly. Thefirst and probably the most famous blind signing technique isthe one proposed by Chaum and now used in the
DigiCash payment system ([4]). It is based on the principals of RSA and on the fact that in afinite field exponentiation is
associative towards multiplication. More details about this technique can be found in [11] and [9]. Another system,
introduced by David Wagner, provides a more lightweight solution. [5] gives an explanation of his system based on
elliptic curve cryptography, but it should also be applicable to systems using exponentiation in a finite field?. For the
generation of ablinded cain, this system only requires a multiplication (instead of a exponentiation for Chaum'’s system).
Some other blind signature schemes can be found in [3].

The blind signature schemes described above provide perfect anonymity. Since criminals could misuse this, fair blind
signatures were proposed as aweaker form of blind signature schemes. These schemes have the additional property that a
trusted entity can provide extra information allowing the signer to link his blinded signed coins to the actual used ones.
[12] proposes three such systems, including one system where a combination of pseudonyms is used to protect the
identity and only one trusted party (e.g. ajudge) knows the link between these pseudonyms. The other systems described
in this paper are more mathematical systems, based on techniques such as cut-and-choose or oblivious transfer. Several
other blind signature schemes with special properties have been proposed (like for example [7]). A thorough explanation

1 This is a perfectly reasonable assumption, because otherwise both payers should trust each other blindly, since they
might not be able to establish certainty about the value of the coins. Moreover, they cannot know whether the coin was
aready used or not.

2 Unfortunately, | haven't found any further literature on this.



of these techniques would be out of the scope of this paper.

3.2. Misuse Control

A different anonymity control system isused in CAFE. It is an off-line payment system, which means that the bank must
not be contacted during the payment phase. It uses tramper-resistant hardware to protect the security and the correctness
of the system. In CAFE, the identity of the payer isencoded into the coin number, whichis constructed of two parts. When
the coin is used in a payment, the payer must reveal only one part of the coin. If the same coin is used again, the user will
have to reveal the second part of the coin. The coin is constructed especially such that revealing a single part of the coin
will not identify the payer, but revealing both parts will. The details of this technique can be found in [9].

Under normal circumstances this system is fully anonymous and purchase untraceable, since the coin does not reveal the
identity of the payer. The strength of this system liesin the payer’s responsibility for its own anonymity. Hisidentity will
be revealed when he double spends his coins. By doing so, CAFE combines the anonymity properties and the double
spending prevention in a powerful combination. However, CAFE does not guarantee the correctness of the system when
the hardware has been tampered with. By doing so a payer might use the same part of the coin twice, such that hisidentity
cannot be revealed. In our opinion this is the weakest part of the system. Using a software only solution in which a
challenge-response method is used during the payment phase could solve this weakness. When the coin is used in more
than one transaction, the randomness of the challenge-response protocol ensures that the identity of the payer will be
revealed.

This system resembles very much the system proposed by Stefan Brands, which has more or less the same properties as
CAFE. It uses the notion of restrictive blind signatures, a blind signature scheme with specia properties. More
information on this system can be found in [6].

3.3. Exchange

NetCash [9] normally does not provide anonymity. The coins consist of a serial number and some additional information,
signed by the bank. Since the identity of the payer is known to the bank during the withdrawal phase and since the
contents of each coin are known to the bank, NetCash does not provide payer anonymity towards the bank, nor does it
provide untraceability. It does however provide payer anonymity towards the payee, unless the bank and the payee
cooperate with each other.

Thelevel of anonymity in the NetCash system can be augmented using the following technique®. Normal coins consist of
aserial number that isknown to the bank. If the payer takes these coins to another bank and exchanges them for new coins,
then the second bank doesn’t know the identity of the payer and the first bank doesn’t know the serial number of the new
coins. Therefore, the payer can safely spend these new coins without revealing hisidentity. There are two remarksto this
technique. First, the second bank knows the network address, which might reveal his identity. Using a secure proxy in
between the payer and the bank easily solves this problem. Second, this technique only provides a limited kind of
anonymity, since the involved banks can cooperate and as such trace the purchases. Thisis easy to understand as follows.
Thefirst bank is ableto link the identity of the payer with the first serial number. The other banks know the relationship
between two consecutive serial numbers. Thus, by working together they can trace back the history serial numbers of the
coin and find out the identity of the payer. Note that in practice this situation is very unlikely to happen, but it is not
impossible.

® Note that this technique is applicable to all systems where coins can be exchanged.



3.4. Anonymous Accounts

Another anonymous electronic payment system is based on the use of anonymous accounts. It was introduced in [1] by
Camenisch and works as follows. The bank has two types of accounts: personal and anonymous. The former are just
regular accounts while the latter are special accounts created to transfer money anonymously. The system consists of four
phases. First the customer opens an anonymous account without revealing hisidentity. Then, the customer identifiesitself
to the bank and withdraws money from his personal account. In this phase it is important that blind signature techniques
are applied in such manner that the withdrawn money cannot be linked to the identity of the payer. In a third phase the
money is deposited onto the anonymous account. Finally, this anonymous account is used to actually transfer the money
from the payer to the account (personal or anonymous) of the payee.

Asafirst remark, we should notethat it is not really a cash system, since the payer does not directly hand over coinsto the
payee. Instead it works with accounts and money is transferred from one account to another. However, the transfer of
money from the payer’s personal account to his anonymous account resembles a cash payment. Therefore, the system is
comparable to an electronic cash payment system. Moreover, the anonymity properties of this system are good. First the
system isfully payer anonymous, since the bank cannot reveal the identity of the payer. Second, when a new anonymous
account is used for every transaction, the system provides perfect untraceability.

To cope with the perfect anonymity problems as mentioned earlier, fair extensions of this system have al so been proposed
in[3].

3.5. Pseudonyms

A last technique we will be discussing is the use of secure pseudonyms. In this system, payers do not use their real identity
to perform transactions, but a pseudonym. Some third party first creates a pseudonym and after that it can be used in a
electronic cash payment scheme. This method provides payer’s anonymity towards the payee and the bank, but not to the
third party. His purchases can be traced if the different parties cooperate.

The level of anonymity in such schemes can be augmented by a technique in which pseudonyms can be exchanged in a
secure way, such that no one knows the link between the different pseudonyms. Unfortunately | haven’t found any
literature that provides more details about this technique. Therefore, | cannot discuss the anonymity properties of this
system in more detail.

4. Discussion

When comparing these different techniques, we can distinguish very different anonymity properties. First, it isimportant
to realize that many electronic cash systems provide neither payer anonymity nor untraceability. Systems like NetCash
include the payer’s identity into the coin such that both the payee and the bank can reveal it. Moreover, the bank or any
other party can log the buying habits of the payer. At the other end of the balance, systems using blind signatures
(DigiCash or the anonymous accounts) provide perfect anonymity and untraceability. This often calls forth the remark
that it offers the possibility to commit a perfect crime [13]. Clearly, this poses a serious problem, but it is out of the scope
of this paper to discuss this here. Moreover, good technical solutions have been provided to cope with this problem. In
between these two extremes, we find systems with moderate anonymity properties. Here, the identity of the payer might
be revealed, but in practice it is very hard to perform. An example of such a system is the exchange system. A particular
interesting technique is the misuse control system proposed in CAFE. Here the system has different levels of anonymity
and the payer isresponsible for it.



Besides the anonymity properties of the systems, it is useful to look at the practical applicability of these systems. Here,
the rule clearly applies that the safer the system is constructed, the harder it will be to use. This is especialy true for
systems like DigiCash that require an unmanageable double spending list. The anonymous accounts system leverages the
problem considerable, but it still should be taken into account. Some systems also require special hardware, which isin
our opinion adisadvantage, because customers don’t like to get forced to buy such devices and they often don’t trust them.

A last important issue concerns several patents that limit the applicability of such systems. The very powerful blind
signature scheme proposed by Chaum was patented. DigiCash, which wasinvented by Chaum, isable to use them without
aproblem, but any other electronic cash system must pay for them. Unfortunately this system is the only one that really
providestrue anonymity. Of course other perfect blind signature schemes were proposed, but they often risk to be covered
by this patent. Another patent is the one that Microsoft received concerning anonymous electronic cash [10]. | haven't
seen the contents of it yet, but | certainly hope that its coverage is not very wide.

5. Conclusion

This paper presented different anonymity control techniques used in electronic cash system. Each system was discussed
briefly and we compared them based on several issues, among which the anonymity properties, the practical applicability
and others.
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