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ABSTRACT
Complex systems often behave in unexpected ways that are not eas-
ily predictable from the behavior of their components; this is known
as emergent behavior. As software systems grow in complexity, in-
terconnectedness, and geographic distribution, we will increasingly
face unwanted emergent behavior.
Unpredictable software systems are hard to debug and hard to

manage. We need better tools and methods for anticipating, detect-
ing, diagnosing, and ameliorating emergent misbehavior. These
tools and methods will require research into the causes and nature
of emergent misbehavior in software systems.

Categories and Subject Descriptors
D.2.m [Software Engineering]: Miscellaneous

General Terms
Design, Performance, Reliability

Keywords
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1. INTRODUCTION
Most systems research papers describe new or better ways to do

things. This should not be surprising; computer science is primarily
an engineering science, not a natural science, and so our focus is
usually on innovation, not on understanding the world as it is.
Some computer systems researchers have, however, looked at

understanding and predicting system behavior, rather than design-
ing and optimizing it. Why this shift in emphasis? One could argue
that we have perhaps innovated too freely; the world seems not
to urgently need another OS kernel, or another distributed shared
memory protocol. And most of our optimizations are either too
minor or too disruptive to influence widespread practice.
But another explanation for the shift lies in the complexity of the

systems we build. The behavior of a simple system is often easy to
understand as the sum of the behavior of its component parts; good
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engineering practice is to design components with well-defined and
reliable behaviors for precisely this reason. As systems become
more complex, this reductionist way of understanding them fails;
they behave in ways that cannot feasibly be predicted from under-
standing of the individual parts, or were not expected by the system
designer who assembled the parts, or both.
The term “emergent behavior” (or sometimes “emergence” or

“ensemble behavior”) has been used to describe how complex be-
haviors arise out of simpler ones:

Emergent behavior is that which cannot be pre-
dicted through analysis at any level simpler than that
of the system as a whole. Explanations of emergence,
like simplifications of complexity, are inherently illus-
ory and can only be achieved by sleight of hand. This
does not mean that emergence is not real. Emergent
behavior, by definition, is what's left after everything
else has been explained. – George Dyson [14, p. 9]

Dyson's definition is not the only one, and it oversimplifies; for
example, how does one define the boundaries of “the system as a
whole,” when networks connect virtually all of our systems at some
level? However, this definition captures the central concept.
Emergent behavior can be beneficial. (Individual ants are dumb;

ant colonies are smarter.) But it is not always beneficial. For ex-
ample, stock market panics are a form of unwanted emergent beha-
vior in which the irrational behavior of many individual investors
makes things worse for everyone. London's newish Millennium
Footbridge had to be closed after “unexpected excessive lateral vi-
brations” on its opening day, which were due to an unexpected syn-
chronization that built up between the footfalls of pedestrians and
the motion of the bridge [13].
I will use the term “emergent misbehavior” 1 to focus on prob-

lematic behavior. I exclude the problem of intentionally malicious
misbehavior from this definition; although attackers could exploit
emergent behavior, that should be considered as a separate prob-
lem. This paper will also avoid discussing situations involving
game theory, in which multiple non-malicious actors are trying to
exploit their knowledge of each other' s behavior; this is a topic for
future consideration.
Even when emergent behavior is not inherently bad, it is (by

Dyson's definition) unpredictable, and unpredictability is bad in
many computer system contexts – especially when it comes to per-
formance. If one cannot predict the useful bandwidth of a network,
or the number of transactions per second from a server, this makes
it hard to design and manage computer systems. While emergent
behavior is not the only cause of unpredictability, it is a central

1The term has been used before by others; for example, Nisley [38].
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challenge for systems researchers. We are responsible for design-
ing many of the mechanisms that maintain the performance “of the
system as a whole,” both on single computers and in distributed
systems.
This paper will also argue that we need better tools and methods

for anticipating, detecting, diagnosing, and ameliorating emergent
behavior. Although Dyson's definition suggests that such tools and
methods will always be imperfect, that should not stop us from
trying.

2. EXAMPLES OF EMERGENT MISBE-
HAVIOR

To motivate the rest of this paper, this section presents a few ex-
amples of emergent misbehavior, in both non-computer and com-
puter systems. Other examples are scattered throughout the paper.

2.1 Non-computer examples
On the first day that the Millennium Footbridge was opened to

significant pedestrian traffic, “unexpected excessive lateral vibra-
tions occurred,” causing “a significant number of pedestrians ... to
have difficulty in walking” [13]. The bridge had to be closed until
its engineers analyzed and fixed the problem. The designers had
failed to anticipate an effect that could cause the synchronization
of individual footfalls, both with each other and with the bridge's
natural swaying frequency: pedestrians on a swaying surface tend
to synchronize their footsteps with the sway, even if the amplitude
is initially quite small. The bridge would not have behaved in an
unexpected way had not the pedestrians also shown unexpected be-
havior.
The Millennium Footbridge problem is somewhat surprising,

since we expect bridge designers to understand this general kind
of problem. In particular, the infamous failure of the Tacoma Nar-
rows Bridge, four months after it opened in 1940, must surely be
well known to every bridge designer in the world [49]. That bridge
failed not because it was too heavy, but because in high winds its
shape generated enough lift to induce major oscillations, and it was
insufficiently resistant to torsional forces.
So even in a well-regulated engineering profession with decades

or centuries of experience with unexpected dynamic failures, and
with regular use of computer modelling, modern designs such as
the Millennium Footbridge still suffer from emergent misbehavior.
That should keep us humble.
The civil engineering literature shows an awareness of the pos-

sibility of emergent behavior on the part of people who use their
systems. For example, “[automotive traffic] is emergent behavior,
i.e. the result of the individual decisions of drivers, pedestrians,
traffic controllers and other individuals” [15]. Many traffic jams
are emergent misbehavior; traffic slows or stops even when there is
no inherent impediment to its flow.

2.2 Computer hardware examples
We tend to treat disk drives as components that interact with each

other, if at all, through storage controllers and storage protocols
such as SCSI. In large installations, however, large numbers of disk
drives are mounted on racks. It turns out that the performance of
a drive can be adversely affected by the vibrations caused by seek
activity on neighboring drives [2]. Disk drive manufacturers have
learned to engineer “enterprise” drives to resist this behavior, which
is one reason why they cost more than consumer-market drives.

2.3 Examples from computer networking
Computer network offers many examples of emergent misbeha-

vior, perhaps because networks often achieve large scale and their

performance problems have widespread effects. However, several
of the examples that follow occur at the smallest possible scale:
two-node networks.

2.3.1 Ethernet capture effect
The “Ethernet capture effect” [42] is a clear case of emergent

misbehavior. The capture effect creates significant unfairness in
certain CSMA/CD environments.
Consider the case of a short LAN with exactly two hosts A and

B, both with a lot of packets to send, when a third host sends its
last packet for a while. A and B will simultaneously detect that
the channel is now free, both will send, and the collision will cause
both to calculate a random backoff.
Suppose that A chooses a smaller backoff than B. Then A will

send, after which both hosts again see the channel become free, and
both send again, resulting in another collision. However, since A
“won” the first collision, its collision counter has been reset, and
the expected value of B' s random backoff is larger than A's. So A
will probably win again, and B's chances get progressively worse.
This problem was not seen until Ethernet hardware had been in

significant commercial use for many years. It only appeared once
Ethernet chips were fast enough to fully exploit the timing allowed
by the specification. Thus, the capture effect appeared not because
of a “problem” with any of the components, but because they were
improved (in this local sense) to an optimal point. The solution
was to require a host to insert a little extra delay if it might be the
winning host in a capture-effect situation [42].

2.3.2 Router synchronization
Routers periodically exchange routing protocol messages. One

would hope that, in a large network, there is a fairly constant back-
ground level of routing protocol message traffic. However, Floyd
and Jacobson showed that in a network with “many apparently-
independent periodic processes ... these processes can inadvert-
ently become synchronized” [17]. The transition is not gradual
but abrupt, and is therefore hard to anticipate if one is not care-
fully looking for it. They also showed that synchronization can be
avoided by injecting a sufficiently large random component into the
routing protocol update period.

2.3.3 Route flap damping in BGP
The Border Gateway Protocol (BGP) [44] forms the basis for

routing between ISPs in the Internet. Internet links go up and
down all the time, potentially generating lots of BGP update traffic,
and this instability can overload the processing capacities of Inter-
net routers. BGP therefore includes a route flap damping (RFD)
mechanism to limit the propagation of routing information [50].
However, we also want routers to converge relatively rapidly to a
useful set of routes to all reachable destinations. Mao et al. have
shown that the standard RFD mechanism can “significantly exacer-
bate the convergence times of relatively stable routes” [34]. The
resulting convergence times can be up to 60 minutes, even after
just one route withdrawal.
The problem that Mao et al. identify stems from an “interac-

tion ... between two BGP mechanisms: the route withdrawal pro-
cess ... and the mechanism to ensure stability of the overall infra-
structure.” They show that the more common case of this problem,
called withdrawal-triggered suppression, does not appear in topo-
logies below a certain critical size (e.g., in a clique topology and
given certain assumptions about parameters, at least 5 nodes are
necessary). That is, this problem is a consequence of the global
network topology (or at least a moderately large subgraph) and its
interactions with local implementation choices.
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The analysis done by Mao et al. of simple topologies enabled
them to estimate the frequency of withdrawal-triggered suppression
in the real Internet. Although existing BGP traces do not directly
indicate instances of this problem, Mao et al. realized that they
could infer probable instances of withdrawal-triggered suppression
from a characteristic signature that it creates in the sequence of
routing messages. They found that it “may actually occur relatively
frequently.”

2.3.4 TCP's Nagle algorithm
Two hosts exchanging data using TCP can experience a bad in-

teraction between the TCP sender' s Nagle algorithm and the re-
ceiver's delayed-acknowledgment algorithm; the interaction is ex-
acerbated by the traditional design of the network stack [36]. The
problem is not just academic; users regularly encounter this, espe-
cially when communicating over networks whose maximum packet
size is larger than that of Ethernet.

2.4 Examples from distributed systems and
operating systems

This section presents several examples of emergent misbehavior
in distributed systems and operating systems.

2.4.1 A misconfigured load balancer
Figure 1 shows the structure of a simple multi-tiered distributed

application, with numerous clients spread throughout the Internet,
a front-end server, a load-balancer, two application servers, and two
database servers. The overall application involves collecting peri-
odic measurement reports from the clients, doing some processing
at the application servers, and then storing the processed reports in
the replicated database.

Load Balancer

App Server 2App Server 1

DB server 1 DB server 2

Front−End

Internet with lots of clients

Figure 1: Example multi-tiered distributed system

The load balancer in this system has two jobs: it spread the work-
load evenly among the available application servers, and it detects
the failure of an application server and stops sending it work. The

load balancer detects failure when an application server fails to re-
spond to a request within a certain threshold latency (timeout).
Suppose that the system appears to be working perfectly when

it is first put into service. However, as months go by, the data-
base latency increases; perhaps the index efficiency gets worse as
it gets larger, or perhaps the working set starts to exceed the size of
the database' s cache. Suppose also that the load balancer has been
configured to use a relatively short timeout for detecting that one of
the application servers has failed.
At some point, the system stops responding to requests. The

database latency has increased to the point where the application
servers are no longer responding to the load balancer within its
configured timeout, and the load balancer ends up declaring both
application servers dead. In a variant of this problem, the load
balancer alternates between application servers; as each server is
forced to handle the full load, its latency exceeds the timeout, while
the other, now unloaded server appears to recover.
Clearly the system as a whole is misbehaving. However, none

of the components have failed, per se. One could argue that the
database servers should not slow down over time, but this could
be hard to guarantee. Or one could argue that someone chose the
wrong timeout for the load balancer, but that error might not have
been obvious when the system was first tested.
Note that this example is simplified and has been constructed

from several real-world examples (which cannot be further de-
scribed for reasons of confidentiality).

2.4.2 Herd behavior among clients
The Planetary-Scale Event Propagation and Routing (PsEPR)

system is an event-based publish/subscribe system layered over
instant-messaging (IM) servers running on PlanetLab [5]. Success-
ful scalability of this system requires that clients are distributed
relatively evenly among servers. An early version of the Distrib-
uted Service Management Toolkit (DSMT) client for PsEPR led to
the set of all clients exhibiting an emergent misbehavior that un-
dermined this load balancing. (I am indebted to Mic Bowman for
bringing this example to my attention, and for his description of the
problem; what follows is my own paraphrase.)
The DSMT client selected servers based on the assumption that

it would be more reliable, in general, to connect to servers that are
nearby in the network, based on “all-pairs-ping” network latency
data. Each client maintained a list of servers, with a preference
ordering based on several heuristics.
Although a client would prefer a server with which it had re-

cently had a successful connection, if the client had no previous
history, or if that server was not responding, the client would con-
nect with a nearby server. However, when a client attempted to
connect to a server and found it unavailable, it would promote some
other server in its preference list, and connect instead to that one.
The order of servers in a preference list was based on a combination
of the time since the last successful connection, and the duration of
that connection.
Initially, the clients did tend to connect to nearby servers, gen-

erally balancing the server load. However, as servers and network
paths went up and down (as they do), the preference lists on many
clients converged, so that these clients had similar or identical pref-
erence lists. Convergence occurred because unreliable servers ten-
ded to bubble down in many lists at the same time, while reliable
ones tended to bubble up.
Once a significant number of client preference lists had con-

verged to favor the same servers, many clients would attempt to
connect to one of these favored servers, overloading that server. A
response-time watchdog at the overloaded server would, at some
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point, force the server to restart. These clients would then all fall
back to the next server on their lists, overloading that server in turn.
This sequence would continue through the set of servers. Also, as
the gang of converged clients attacked otherwise healthy servers,
the resulting overloads would cause other clients to demote those
servers in their preference lists, leading to further convergence.
The clients and servers ultimately could become fully synchron-

ized, with the clients cycling through the servers at a rate governed
by the server's restart times.
Note that the emergent misbehavior in this case arises because

the PsEPR system was designed with assumptions that client beha-
viors were mostly local and independent, and so the system could
(in theory) be designed and analyzed as a collection of these local
behaviors. However, the coupling of the clients through their ef-
fect on the servers led to inadvertent global “agreements” between
the clients (on the ordering of their preference lists and on their
increasingly synchronized behavior).
Once this problem was recognized and understood, the solu-

tion was straightforward. First, instead of simply demoting a
failed server to the end of a client's preference list, the ordering
is weighted by the number of successful connections that the cli-
ent had made in the past. This greatly reduces the tendency of all
clients to agree on an ordering, because during normal (non-failed)
operation, different clients will build up a history of success with
different servers, while during times of frequent server failures, the
lack of successful connections means that the clients will not sig-
nificantly change their weightings, and so will not converge their
orderings. Second, some randomization was added so that clients
do not always attempt to connect to their top-weighted server. This
should both reduce convergence, and also prevent a client from be-
ing too faithful to a previously reliable server.

2.4.3 Other operating systems problems
It might be useful to view several well-known operating system

problems as instances of emergent misbehavior. For example, in
a priority inversion scenario, a high priority task is blocked be-
cause it needs a resource held by a lower-priority task. There are
well-known solutions to priority inversion, such as priority inherit-
ance [47], but these are often perceived (perhaps wrongly) to have
drawbacks that outweigh their benefits.
System failures caused by priority inversion can involve mul-

tiple tasks with no other obvious relationships (for example, when
a long-running medium-priority task is scheduled instead of a
blocked high-priority task) and so the recognition that the prob-
lem exists (and hence is worth mitigating) can require system-level
analysis. For example, Mike Jones wrote of the priority-inversion
bug that afflicted the Mars Pathfinder lander [26]:

[diagnosing] this problem as a black box would
have been impossible. Only detailed traces of actual
system behavior enabled the faulty execution sequence
to be captured and identified.

The Mars Pathfinder case was exacerbated because other parts of
the lander performed better than expected and generated a higher
data rate than had been anticipated as the “best case” during pre-
launch testing [43].
Several other well-known operating systems problems, such as

starvation and data races, could be viewed as examples of emergent
behavior.

2.5 Complex behavior in more-complex sys-
tems

While the focus of this paper is on emergent misbehavior in com-
plex systems, many of the examples show that emergent misbeha-
vior can happen in extremely simple systems. For example, the
Ethernet capture effect and the interaction between TCP's Nagle
and delayed-ACK algorithms both can arise in two-computer sys-
tems with trivial applications. Perhaps the best example of a simple
system exhibiting complex behavior is John Conway's game of
Life [19], in which three simple rules govern cellular automata on
a grid. It is nearly impossible to predict the long-term behavior of
even a small initial configuration in Life.
If we cannot avoid unexpected behavior in such simple systems,

we are very unlikely to avoid it in complex computer systems. And
while emergent behavior might be “fascinating” in the game of
Life, it is usually undesirable in computer systems.

3. RELATEDWORK
In 2001, Steven Gribble argued “against a seemingly common

design paradigm that attempts to achieve robustness by predicting
the conditions in which a system will operate, and then carefully
architecting the system to operate well in those (and only those)
conditions” [20]. Gribble's observations and conclusions overlap
considerably with mine, but his proposed solutions focussed on
“design strategies that help to make systems more robust in the
face of the unexpected.” My focus, in what follows, is on gain-
ing better understanding of emergent misbehavior in complex soft-
ware systems, which I believe is a prerequisite for improved design
strategies, as well as for improvements in system management.
Gribble specifically identified the problem of “unpredictable

behavior in the face of small perturbation,” or, more concisely,
the “butterfly effect.” (The term is generally ascribed to Edward
Lorenz.) However, emergent behavior need not necessarily arise
from a small perturbation; it might be inherent in the unperturbed
behavior of the system as it is designed or implemented. For ex-
ample, both of us refer to the example of livelock (see Section 5.1),
but it is hard to see this as an example of the “butterfly effect” (al-
though it does have a sudden onset).
Another way to look at this is that the butterfly effect applies to

chaotic systems, where even if one can deduce the cause of one in-
stance of misbehavior, one still has no more ability to predict the
next instance. In many cases of emergent behavior (including most
of the examples in Gribble's paper), it might well be possible to
gain sufficient insight into a past unexpected behavior to be able to
predict or prevent it in the future. (In fact, while many complex
systems misbehave, it is hard to argue that all of these systems are
actually chaotic.) Therefore, I believe the issue of “small perturba-
tions” is a red herring, leading to excessive pessimism.
Others have looked at the issue of emergent behavior in enter-

prise systems. For example, the emphasis on self-management in
IBM's autonomic computing vision clearly leads to emergent be-
havior, as pointed out by Kephart and Chess [28], although they
focussed more on how to encourage (“design”) emergent good be-
havior, rather than to detect, diagnose, or prevent emergent misbe-
havior.
In another field of computer systems, the issue of emergent be-

havior has been raised as part of a US National Research Coun-
cil report on the prospects for networked systems of embedded
computers (EmNets) [48]. This report stated that “[EmNets] are
likely to exhibit emergent or unintended behaviors. Analyzing and
designing such systems with regard for safety considerations is a
challenge.”
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4. WHAT IS/IS NOT EMERGENT MISBE-
HAVIOR?

A concept such as “emergent misbehavior” runs the risk of being
applied both too broadly (“everything can be seen as emergent be-
havior”) and too narrowly (“that's not emergent behavior, because
I can explain it as a simple, deterministic process”). So in order
for it to be useful, we need some test for what constitutes emergent
misbehavior and what does not.
Given the definition of emergent behavior as that “cannot be pre-

dicted through analysis at any level simpler than that of the system
as a whole,” we can easily describe certain kinds of misbehavior
that are clearly not emergent:

Single-component bugs that break the whole system: If a
critical component of the system simply stops working, one
expects the system to fail, unless it is designed to survive com-
ponent failure.
Inherently inefficient algorithms: Some algorithmic choices
are predictably inefficient. For example, a replicated file sys-
tem that contacts replicas serially rather than in parallel will
likely have sub-optimal performance. One could make this pre-
diction without knowing how the replicas behave.
Insufficient resources: The primitive resources (e.g., CPU,
memory, network latency and bandwidth, storage capacity,
latency, and bandwidth) inherently prevent the system from
performing at the required level. For example, you cannot send
a gigabyte of data over a 56 Kbit/sec dialup in 1 minute.
While Dyson wrote that “emergent behavior, by definition, is

what's left after everything else has been explained,” it seems un-
satisfactory to define emergent misbehavior simply as that which
does not fit into one of the categories of predictable misbehavior.
Approaching the question from the other direction, we can try to
list properties common to some or all instances of emergent misbe-
havior2:
1. Inherently hard-to-predict behavior: Even when the rules
governing a system's behavior are fully known and determ-
inistic, it can be hard to predict how it behaves as a whole;
if the system also includes probabilistic or non-linear com-
ponents, has a large state space, or its scale is quite large, the
prediction problem becomes much harder.

2. Sudden changes in behavior: If a system's behavior can
change rapidly between modes with greatly different per-
formance characteristics, its behavior will be hard to predict
when the parameters that control this mode switch are near
their critical point. For example, the Ethernet capture effect
arose “suddenly” when chip designers managed to reduce the
inter-packet gap to the minimum allowed by the specifica-
tion.

3. Amplification of seemingly minor behaviors: Prediction is
easier when we can ignore minor deviations from expected
behaviors, especially in larger-scale systems where we hope
these individual deviations are swamped by the law of large
numbers. If, however, these minor deviations can be ampli-
fied through effects such as resonances or coincidences, they
can lead to unpredictable behavior unless the amplification
mechanisms are understood.

One hard-to-resolve question is whether chaotic misbehavior is
best understood as emergent or not. A defining characteristic, al-
though not the only one, of a chaotic system is that its global be-
havior, while deterministic, is so sensitive to initial conditions that
it appears to be random (and hence unpredictable) even though it
is actually deterministic [51]. This might seem to clash with Dyso-

2Steven Gribble suggested this approach [21]

n's definition, which suggests that emergent behavior is ultimately
predictable if understood at a system-wide scale. However, another
definition of emergence:

I'l l not call a phenomenon emergent unless it is
recognizable and recurring: when this is the case, I'l l
say the phenomenon is regular. That a phenomenon is
regular does not mean that it is easy to recognize or
explain. – John Holland [23]

does seem to include chaotic behavior, if it is recurring. Also,
Parunak and VanderBok [39] explicitly separate “emergent chaos”
from true randomness.
Not all emergent behavior is chaotic. For example, in both the

router synchronization (Section 2.3.2) and PsEPR (Section 2.4.2)
examples, the problem was that convergent behavior arose without
regard to the initial conditions, not because of them.

5. A RESEARCH AGENDA
The main goal of this paper is to propose a research agenda to

deal with emergent misbehavior in complex software systems, with
an initial focus on the operating system aspects of the problem.
This agenda parallels one that has been proposed in the context

of distributed control systems for manufacturing systems, in a paper
by Parunak and VanderBok [39]. Their paper described examples
of emergent misbehavior in a specific domain, the use of automated
welding systems. Several of the ideas presented here are based on
their paper, somewhat transposed for the different problem domain.
There are also some interesting intersections between the agenda

that follows and that proposed by Edward Lee for research on em-
bedded software [31]. (The National Research Council report on
networked systems of embedded computers [48] explicitly sugges-
ted doing research on emergent behavior.)
Major issues on the proposed agenda include:
1. Creating a taxonomy of emergent misbehavior: What
general kinds of emergent misbehavior do we see in software
systems? Experience suggests that many, if not most, kinds
of emergent misbehavior could indeed be put into a reason-
ably small number of categories, although it is not yet clear
whether there is a large set of possible idiosyncratic emergent
misbehaviors that are hard to categorize.

2. Creating a taxonomy of typical causes: We also need a
taxonomy of frequent causes of emergent misbehavior, tied
to specific instances of the taxonomy of misbehaviors.

3. Developing detection and diagnosis techniques: Given
that emergent misbehavior is, almost by definition, unexpec-
ted, detection and diagnosis are the key steps in dealing with
it. We should develop techniques both to detect generic kinds
of misbehavior, based on the taxonomy of misbehaviors, and
to allow programmers and system maintainers to look for
application-specific misbehaviors.
We also need methods and tools to support accurate dia-
gnosis of emergent misbehavior, so that programmers can
eliminate the underlying causes whenever possible.

4. Develop prediction techniques: Even if emergent misbe-
havior is inherently hard to predict from first principles,
that should not keep us developing techniques to predict it
whenever possible, perhaps from advance symptoms.

5. Develop amelioration techniques: It might be impossible
to fully eliminate emergent misbehavior, but it is certainly
possible to reduce the chances that it will occur, both through
careful system design and through generic techniques that
address well-known causes.
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6. Develop testing techniques: While improved detection
mechanisms are useful in debugging an undeployed applic-
ation and in monitoring a deployed application, most signi-
ficant systems go through a testing phase between debugging
and deployment. One goal of testing is to expose problems
sooner than they would appear in real-life use; we need tech-
niques to probe for plausible emergent misbehaviors during
testing.

Each of these steps is covered in more detail below.

5.1 Create an emergent misbehavior tax-
onomy

As a first step, we need to understand general categories of emer-
gent misbehavior in software systems. The list could include:

Thrashing: Competition over a multiplexed scarce resource
in which the costs of switching between the sharing parties
dominates the useful work that can be performed. It is useful
to distinguish this form of thrashing, which could be avoided
through better scheduling or coordination, from unavoidable
cases where a system is simply underprovisioned for the task
at hand.
Unwanted synchronization: A set of systems whose time-
varying behavior should be uncorrelated instead ends up cor-
related. This means that resource allocations based on statist-
ical multiplexing can fail. (The Millennium Footbridge prob-
lem (Section 2.1), the routing-message synchronization de-
scribed by Floyd and Jacobson (Section 2.3.2), and the PsEPR
problem (Section 2.4.2) all fall into this category, as does the
possibly apocryphal story of municipal water systems failing
when too many people flush their toilets during a commercial
break in a popular TV program.)
Unwanted oscillation or periodicity: A system oscillates
between states because of an accidental or poorly-designed
feedback loop between multiple components. Parunak and
VanderBok describe an example from a collection of spot-
welding robots [39].
Deadlock: Progress stalls because of a circular set of depend-
encies. Deadlock can clearly result in a system where each
component functions “correctly” except with respect to an ar-
bitrary protocol for avoiding deadlocks, and deadlock depends
on interactions between multiple components.
Livelock: Progress stalls because two or more threads fail to
make net progress while constantly changing in response to the
other processes [52].
Receive livelock is a specific case in which the throughput of

a system decreases, perhaps to zero, as the input rate increases
past a certain point. Receive livelock differs from deadlock in
that throughput is restored if the input rate decreases. Receive
livelock can result when a system with multiple components,
each of which is necessary for the complete processing of a
request, gives too much priority to one of the components and
hences starves another component as the system becomes sat-
urated [37].
Phase change: The behavior of a system changes radically
as the result of an incremental change in some variable. In
other fields, such as physics, such sudden changes can often
be modelled as phase changes. Some computer systems can
also exhibit phase change. For example, ad-hoc wireless net-
works often have critical thresholds, for local parameters such
as per-node power levels, that control certain global properties,
such as whether the network is mostly-connected or mostly-
disconnected [30].
As we develop systems of large numbers of relatively simple

nodes (such as DHTs, sensor networks, in addition to ad-hoc
wireless networks) where the nodes interact with each other,
rather than with a global coordinator (e.g., a Web server), we
might see additional examples of critical thresholds and dens-
ities that lead to phase changes.
Chaotic behavior: as discussed in Section 4.

This taxonomy does not include “faults” or “component failures.”
In fact, none of the misbehavior examples in this paper stem from
component failures. Their causes are inherent in the design or im-
plementation of the system. Of course, a component failure could
trigger a manifestation of system-level design failure.
It might be useful to arrange this taxonomy into a hierarchy.

Parunak and VanderBok categorize three kinds of emergent beha-
vior [39]:
1. Systems attracted to a fixed, stable point (perhaps not the
desired operating point)

2. Oscillation
3. Chaotic operation

but these meta-categories might be specific to control systems,
and insufficient for complex distributed systems. For example, we
could add “sudden changes in behavior.”

5.2 Create a taxonomy of causes
Recognizing an instance of emergent misbehavior as a member

of one of the categories listed above is simply a first step towards
solving the problem. We also need a taxonomy of frequent causes
of emergent misbehavior, tied to specific instances of the taxonomy
of misbehaviors.
For example, the ultimate cause of a thrashing problem might be

as simple as a memory leak (causing a program's address space to
grow in a way that destroys locality). It might be failure to perform
admission control, allowing too many otherwise well-behaved jobs
into a system with limited resources. It might be an implementation
bug in a scheduling algorithm, which in attempting to avoid poor
scheduling decisions does exactly the opposite.
For each category from Section 5.1, it should be possible to build

up a list of commonly-occurring generic causes. That list then can
be applied in the search for the cause(s) of a specific emergent mis-
behavior problem. Such a list probably cannot be exhaustive – sys-
tems can exhibit sui generis emergent misbehavior – but it could
still cover a considerable number of cases.
Note that because emergent misbehavior is an aspect of an en-

tire system, not of just one component, many or most of the causes
in this list will themselves involve multiple components. For ex-
ample, the cause of the receive livelock problem in an interrupt-
driven network stack [37] was traced to the use of multiple, finite-
length queues in the network protocol stack, alongwith the decision
to give processing priority to the wrong queue.
In the context of control systems, Parunak and VanderBok state

that nonlinearity causes emergent behavior, and that “[three] of the
most common sources of nonlinearity are capacity limits, feedback
loops, and temporal delays” [39]. All of these causes apply to soft-
ware systems more generally, but there are other causes of emergent
misbehavior, such as:

Unexpected resource sharing: The system designer assumed
that separate components had access to separate resources,
when in fact the resources are shared and insufficient.
Note that while we usually think of resources as computer-

science abstractions such as computation, memory, and com-
munication media, real-world systems also experience unex-
pected couplings through resolutely non-abstract resources,
such as power supplies, cooling systems, and human users.
Massive scale: The number of communicating components in
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the system is large enough to give rise to complex global beha-
vior, even if individual components have simple behaviors.
Decentralized control: We generally value decentralized sys-
tem designs over centralized ones, even as we recognize that
centralization often makes it easier to implement and manage a
system. Huberman and Hogg [24] have provided a theoretical
analysis of how distributed systems that lack central controls,
and hence suffer from incomplete knowledge and delayed in-
formation, can exhibit oscillations and chaos.
Lack of composability: Much of software engineering in-
volves the use of modularity to decrease complexity, with the
assumption that independently developed modules (compon-
ents) can be composed to generate entire systems. The un-
derlying assumption (and hope) is that someone constructing
a system from components need not understand their internal
details.
However, components are not always or inherently compos-

able. As Lee writes of one kind of component:

[As] a component technology, processes and
threads are extremely weak. A composition of two
processes is not a process (it no longer exposes at
its interface an ordered sequence of external inter-
actions). Worse, a composition of two processes is
not a component of any sort that we can easily char-
acterize. It is for this reason that concurrent pro-
grams built from processes or threads are so hard to
get right. It is very difficult to talk about the proper-
ties of the aggregate because we have no ontology
for the aggregate. We don't know what it is. There
is no (understandable) interface definition. [31]

Lee also points ought that while objects are usually thought
to be more inherently composable than processes, the object
approach “says nothing about their concurrency or dynamics.”
Would guaranteed-composable components eliminate the

risk of emergent misbehavior? It seems obvious that such a
guarantee would help, but my intuition is that the risk would
remain. For example, in Conway's game of Life [19], the rules
for cell evolution are trivial and clear, yet the results are often
unpredictable.
Misconfiguration: Many errors in complex systems, such as
inconsistent network routing policies or backup systems that
fail to work when primaries fail, can be traced to misconfigur-
ation. While one could argue that misconfiguration is simply a
form of implementation error, in reality it is often simply too
difficult for operators to understand the global consequences
of their local configuration choices. Centralized configuration
management can sometimes avoid this problem, but might not
be feasible for systems composed of multiple administrative
domains.
Unexpected inputs or loads: Many systems react badly to
unexpected inputs [35] or unexpected loads [9]. Not all such
misbehavior is emergent. Remember, however, the point raised
in Section 1 that it might be hard to define the boundaries of
“the system as a whole,” and sometimes implementors draw it
too close to what they are responsible for implementing.3
Both Parunak and VanderBok and Huberman and Hogg point

out that delay is one of the principle contributors of emergent mis-

3In the 1970s, a BBC film crew caused mainframe computers to
crash at the Library of Congress, because their photo flashes caused
all of the tape drives to simultaneously sense an erroneous end-of-
tape error [4], but this might not be a good example of emergent
misbehavior.

behavior. Delay is inherent in distributed and networked systems.
While it might seem that the primary undesired consequence of
latency is simply that the system will run slower, latency might be
even more pernicious because it makes a system harder to under-
stand and harder to control. As Huberman and Hogg point out,
delay (possibly aggravated by incomplete knowledge as the result
of message loss) means that no single viewpoint can have a fully
consistent and up-to-date view of global system state; this is what
leads to oscillations and chaos.
Delay also creates emergent misbehavior for more mundane

reasons. For example, system implementors often use timeouts to
detect failure. Choosing the right timeout is seldom easy; static
choices almost always fail sooner or later, and adaptive schemes
are hard to design even for relatively simple cases such as TCP
retransmissions.

5.3 Scale, scope, and form of taxonomies
Creating the taxonomies described in the previous two sections

will require significant effort and judgement. One reviewer raised
the question of whether these taxonomies could be kept to “a reas-
onably small number of categories.” A taxonomy is only useful as
an organizing tool if it is concise enough to support useful general-
izations. While I did not intend the lists in Sections 5.1 and 5.2 to
be exhaustive, my intuition is that there are relatively few categor-
ies missing from either list.
The reviewer also pointed out that attempting to create taxonom-

ies that cover all of computer science would be too ambitious as an
initial step. It might make more sense to start by independently cre-
ating preliminary taxonomies specific to several sub-domains (such
as “distributed systems” and “network protocols”). The process of
attempting to merge several such taxonomies is likely to expose
some opportunities for generalization and for clarification.
Ultimately we would want to use these taxonomies to support

automated processes for detection and diagnosis. That will require
the conversion of the taxonomies into some symbolic, formal lan-
guage. I do not know if existing formalisms are appropriate for
this.

5.4 Develop detection and diagnosis tech-
niques

Given taxonomies of emergent misbehaviors and their causes,
we can then develop techniques to detect emergent misbehavior,
and perhaps even to diagnose their causes. In many cases, this
might be the best that we can do, if emergent behavior is that which
is inherently unpredictable.
To support detection, an operating system or distributed systems

infrastructure could monitor its applications for generic patterns of
behavior consistent with thrashing, livelock, unwanted periodicity,
etc. This approach has shown success, with techniques such as the
one described by Romer et al. for dynamic page mapping [46].
Parunak and VanderBok describe a number of general-purpose

techniques for detecting emergent behavior in control systems,
based on their division of causes [39]. For example, periodic be-
havior can be detected through Fourier analysis; similar techniques
could be employed by operating systems and their associated man-
agement systems.
The diagnosis problem will be harder to solve. One approach

might be to expose the system designer's expectations to the dia-
gnosis system. Patrick Reynolds (with Charles Killian, Mehul
Shah, Janet Wiener, Amin Vahdat, and myself) has developed a
system, called Pip, for diagnosing behavior problems in distributed
systems [45]. In the Pip approach, the programmer expresses ex-
pectations about system performance and causal structure, includ-
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ing both local and path-based global expectations. A middleware
layer then monitors application behavior (including communica-
tion between nodes) to detect violated expectations. This approach
builds on Perl and Weihl's “performance assertion checking” tech-
nique for parallel applications [41].
Note that the Pip approach does not depend on the ability of

programmers to write formal (and correct) specifications, nor does
it result in any proof of correctness. We expect programmers
to initially create incorrect expectations, and then to evolve both
these and the distributed system implementation, until the behavior
seems correct and no violations remain. Pip does not attempt to
eliminate the trial-and-error approach, only to make it less pain-
ful, and to gently force programmers to confront the possibility of
unexpected behavior.
Systems designers can help the diagnosis effort by including

enough monitoring and logging that diagnosis tools could construct
a global view of system behavior, and at levels of detail so that
unanticipated behavior can be captured. System designers tend to
resist adding such “superfluous” monitoring because of its added
runtime cost, but the costs of system failure can be even larger and
certainly less predictable. (The Space Shuttle program provides an
illuminating example: the Shuttle was deployed for two decades
before NASA decided to use on-board cameras to see that foam
was breaking off. 4)
Recent research aimed at the development of playback tools (for

example, ReVirt [29]) and analysis tools (for example, Pinpoint [8],
Cohen et al. [10], and Pip) increases the benefit of ubiquitous log-
ging. Perhaps as the benefits become more broadly accepted as
way to reduce the overall costs of managing complex systems, the
minor operational costs of logging will become more acceptable.

5.5 Develop prediction techniques
In many contexts, it can be more important to have predictable

performance than to have optimal performance. If performance is
predictable but suboptimal, one can budget for the anticipated inef-
ficiency (especially given that hardware costs are increasingly dom-
inated by system administration costs). However, if performance
is normally optimal but sometimes unpredictably bad, the system
owner might be forced to plan for an arbitrary worst case. This, for
example, would make it hard to set a competitive price for a service
offering. Prediction therefore complements detection; presumably
one would prefer to know about a potential problem in advance, not
just after it has started.
Performance prediction covers many areas. For example, if there

are no controls on the load imposed on the system (e.g., a Web
server on the public Internet) then it might suffice to predict the
patterns of load. But in many cases, the ability to predict emergent
misbehavior could be quite useful.
The very concept of “predicting emergent behavior” might seem

oxymoronic, given Dyson' s definition of emergent behavior as in-
herently unpredictable. This apparent paradox has two possible
resolutions. First, Dyson' s definition describes behavior “unpre-
dictable through analysis at any level simpler than that of the sys-
tem as a whole.” This leaves open the possibility of prediction
4It is unclear whether the prior decision not to use cameras to look
for foam problems was because NASA was trying to avoid the ex-
tra weight of 1980s-vintage cameras, or whether they were already
in place but there was insufficient downlink bandwidth. The latter
hypothesis is supported by a news report that the Columbia Acci-
dent Investigation Board recommended that that NASA “make the
shuttle's on-board cameras, which capture images of the external
tank after separation, available during the ascent, rather than just
post-flight. That way, data may be used to assess debris strikes or
other ascent anomalies earlier in the process.” [32].

techniques that operate at the whole-system level. Second, while
it might not be possible to predict specific emergent misbehavior,
it might still be possible to predict that a system could be prone to
some unspecified form of emergent misbehavior. Third, it might be
possible to predict the onset of serious emergent misbehavior from
advance symptoms.
Given that emergent misbehavior might often not be the result of

component failure, traditional failure prediction techniques, such
as those based on Mean Times Between Failures (MTBFs) or fault
trees, might be inapplicable. MTBF data would only be useful if
system-wide failures were primarily caused by component failures.
One cannot build a fault tree that incorporates the probability of an
unanticipated event. John Wilkes suggests, however, that it might
be possible to work backwards from a bound on misbehavior, per-
haps as imposed by a detection mechanism, to derive limits on the
events that could provoke such misbehavior [53]. That is, while tra-
ditional techniques might not be able to solve the prediction prob-
lem, they might be able to constrain the space of possible causes.
One possible approach to onset prediction would be the creation

of a corpus of “signatures” based on observed events leading up to
detected emergent misbehavior in real systems. When one or more
such signatures are recognized in a running system, this could serve
as an indicator that misbehavior is about to appear. For example,
suppose one does a spectral analysis of response times at regular
intervals. If the spectrum starts to include stronger frequency com-
ponents than in the past, this could indicate the onset of oscillation
before it becomes harmful.
The creation of such signatures could be guided by a taxonomy

of causes, as described in Section 5.2. Of course, this approach
cannot predict all misbehavior, and might not always generate pre-
dictions far in advance of real problems.
Cohen et al. [11] described a technique, based on statistical mod-

elling and inference, that automatically extracts signatures from
system metrics, especially during problem events. These signatures
are constructed so that they can be matched against signatures for
similar previous events; if the previous events are labelled with dia-
gnoses, the matching events can suggest a diagnosis for a current
problem. So far, they have only experimented with detection of
component failure or overload, not with emergent misbehavior.

5.6 Develop amelioration techniques
In some cases, an emergent misbehavior might either be im-

possible to diagnose, or a valid diagnosis might point to a cause that
cannot be fixed directly. In these cases, techniques for ameliorating
or working around emergent misbehavior might be necessary.
For example, Floyd and Jacobson show how the injection of

some extra randomness in the timing of routing updates can break
up unwanted synchronization; they even “quantify how much ran-
domization is necessary” [17]. The injection of randomization
seems to be a common strategy: it helped solved the PsEPR load-
balance problem (Section 2.4.2), and Parunak and VanderBok de-
scribe how randomization in timing can solve problems with de-
fective welds from automated spot-welding guns [39].
Similarly, although it is possible in theory to modify a network

stack to avoid livelock [37], in practice one might not have access
to the source code. In this case, livelock can still be prevented by
placing a rate-limiting box upstream from the system(s) subject to
livelock; this box can discard excessive traffic soon enough that the
remainder can be processed appropriately by the protected system.
Mary Baker [3] has pointed out that civil, structural, and mech-

anical engineers strive to avoid sudden failures. Their designs often
sacrifice efficiency in favor of guaranteeing gradual failure, which
gives time to react, and in favor of making it possible to regularly
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inspect for signs of impending failures. In an analogous distributed-
system context, Maniatis et al. described how their peer-to-peer
system explicitly uses rate-limiting “to prevent our adversary' s un-
limited resources from overwhelming the system quickly, and in-
tegrated intrusion detection to preempt unrecoverable failure” [33].
Gribble [20] suggested several design strategies, including the

use of systematic overprovisioning, admission control, introspec-
tion, and closed control loops for adaptation. (However, experience
such as reported by Parunak and VanderBok suggest that adding
control loops might not solve the emergent behavior problem. Fur-
ther, Brown and Hellerstein point out that adding automation, such
as feedback control, to a simpler system can itself lead to unexpec-
ted behavior [6].) Gribble also suggested designing systems that
expect failures and recover rapidly from them, rather than simply
trying to design systems that never fail.
George Candea [7] points out that overall system dependabil-

ity can be reduced by components that behave unpredictably, espe-
cially when buggy, stressed, or compromised. He suggests that sys-
tem predictability can be improved by either by preventing unpre-
dicted component behavior from propagating throughout the sys-
tem, or by protecting components against unexpected inputs. For
example, “software fuses” (such as firewalls) drop out-of-bounds
inputs before they reach a vulnerable component; “output guards”
detect apparent component failure and stop the suspect module,
“thus coercing Byzantine into fail-stop behavior.” However, Can-
dea's proposal assumes that misbehavior is apparent at either the
input or the output of a component; system-wide (emergent) mis-
behavior might either be invisible at this level, or might be so per-
vasive that software fuses or guards would effectively shut down
the entire system. A defense against emergent misbehavior is more
likely to take the form of “damping” (to slow the propagation of
problems) or “clamping” (to limit the amount of damage they can
cause).
The goal of much distributed systems research has been the cre-

ation of complex systems that always work, both through funda-
mental design principles (e.g., two-phase commit and replication)
and through better engineering (e.g., model checking and type-safe
languages). However, the challenge of emergent misbehavior is
that this “correct by construction” goal, while a worthy pursuit,
probably will never be achieved, and we will always need amelior-
ation techniques. (Of course, anyone who intends to work on issues
of emergent misbehavior ought to be deeply familiar with the work
on correct-by-construction methods.)

5.7 Develop testing techniques
No matter how good we are at developing techniques to avoid,

diagnose, repair, and ameliorate emergent misbehavior, the com-
plexity of any given situation could well confound these efforts.
One might believe that an emergent misbehavior problem has been
solved, when it has only been driven temporarily into hiding.
Therefore we will need techniques to test systems for emer-

gent misbehavior. Testing for complex systems always poses chal-
lenges. For example, Armando Fox [18] suggests that the condi-
tions that lead to emergent misbehavior are not always knowable or
anticipated during testing.
A solution could include techniques for reproducing previously

encountered emergent misbehavior, or rather the stimuli and con-
figurations that led to them. It might also be possible to generate
the conditions for emergent misbehavior automatically, based on
the taxonomy of causes described in Section 5.2.
Other challenges include the need for automatic detection of

emergent misbehavior (see Section 5.4), because extensive testing
protocols must be automated and cannot rely on humans to detect

if a test has failed.
Of course, domain-specific techniques can be the most expedi-

ent approach to testing. As demonstrated in Section 2.3.3, rout-
ing protocols such as BGP can exhibit complex and undesirable
behavior, some of which could be categorized as emergent. Nick
Feamster and Hari Balakrishnan [16] have show that static analysis
of BGP configuration information, when analyzed across an entire
ISP rather than at each router, can detect many kinds of BGP con-
figuration faults. They write that “[these] faults ranged from simple
single-router faults ... to complex, network-wide faults involving
interactions between multiple routers.”
Feamster and Balakrishnan explicitly rejected an approach based

on formal specifications of correct BGP policy, because ISP oper-
ators are unlikely to be willing or able to generate specifications,
and because specifications themselves can be “wrong” in an oper-
ational sense. Instead, their checker (called “rcc”) “assumes that
the network abides by some best common practices and constructs
beliefs about a network operator' s intended policy” before look-
ing for deviations from these practices and beliefs. This approach
of focussing on operationally correct behavior, instead of formally
specified behavior, could be useful in other contexts for detecting,
predicting, and testing for emergent misbehavior.

6. POTHOLES ON THE ROADS TO THE
FUTURE

Several computer companies have articulated ambitious visions
for the future of complex computing systems, motivated by the in-
creasing inability of unassisted humans to manage or comprehend
these systems. These visions will have to confront the problem of
emergent misbehavior. This is not an insurmountable problem, but
it is an inevitable one.
For example, IBM has articulated a vision of autonomic com-

puting, in which systems self-configure, self-optimize, and self-
heal [28]. HP has articulated an Adaptive Enterprise vision, in
which the IT environment supports rapid changes in business-level
strategies and tactics [22]. In many ways, these two initiatives (and
those from other companies) overlap, but they differ somewhat in
emphasis.

6.1 Automated control
One potential concern about self-optimizing and self-healing

systems is that they add additional automated control loops to ex-
isting systems with complex behavior. These extra control loops
might themselves lead to emergent misbehavior, especially during
self-healing actions, which might not be as easily tested as those
used in normal situations.
Feedback control loops have “observables” (measurable depend-

ent variables) and “actuators” (independent variables that can be
adjusted to control the system). In some cases, the observables are
at best indirect; for example, in TCP's original congestion control
algorithm [25], we want to affect the number of packets in router
queues, but all we can observe are packet losses. In computer sys-
tems, the actuators often are non-continuous or non-linear, which
makes the control system design much harder to analyze, and we
might need to adjust several actuators in concert (for example, both
CPU scheduling and physical memory allocation). Complex com-
puter systems often have several independent control systems, op-
erating at different layers or as peers, which can interact in un-
expected ways. These issues all seem likely to lead to emergent
misbehavior as we increase the level of automatic control.
Conversely, Armando Fox points out [18] that the use of con-

trol loops inherently exposes measurements of important aspects
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of system state, which could be used both to detect controller satur-
ation and as partial input to a detector for system-wide misbehavior.

6.2 Service-Oriented Architectures
Many companies (including HP, IBM, Microsoft, and others)

are eagerly adopting the concept of Service-Oriented Architectures
(SOAs), in which a set of potentially interchangeable compon-
ent services (self-contained software agents that interact via net-
work communication) can be composed rapidly to address novel
IT requirements. The vision assumes that implementation details
of the individual services are irrelevant to the composer, and thus
SOAs reduce the explicit complexity of a composed application.
However, as Gribble points out, “low-level interaction between in-
dependently built components can have profound implications on
the overall behavior of the system.” As a result, an SOA applica-
tion might still exhibit unexpected complex behavior.
The SOA vision of the future seems to be based on three con-

cepts:
Construction by composition: Complex systems can be con-
structed by composing well-defined, well-documented, and
well-tested components (services).
Correctness by construction: Each composition step is
simple enough that it is easy to be sure that the step meets its
specification, either by informal inspection or by formal veri-
fication.
Loose coupling via networks: component services can be in
administratively and geographically distinct places.

These concepts have obvious benefits, which is why SOAs are
attractive. However, the “correctness by construction” property
might be valid only locally, rather than globally throughout a com-
plex system, once the system has been composed out of independ-
ent pieces. The “composition assumption” – that one can build a
system with a desired behavior knowing only the behaviors of the
components – ignores the possibility of emergent behavior.
In the Millennium Footbridge case, for example, the bridge itself

was a carefully designed “component” (and the implementation
did, in fact, meet the design specification). The people who walk on
it were also thought to be reasonably well-understood components.
The interaction between the bridge design and little-known aspects
of human behavior was not expected, however. (The tendency of
people to synchronize their footsteps with small lateral motions had
been reported before, but without any useful quantification [13].)
SOAs will probably introduce distribution and loose coupling

into many applications that are currently relatively centralized and
tightly integrated. As discussed in Section 5.2, the use of networks,
especially when they span significant distances, may increase the
likelihood of emergent misbehavior, by adding latency to the inter-
service interactions.

6.3 Declarative approaches
Coleman and Thompson [12] describe the use of Model-Based

Automation (MBA) for the management and construction of IT ser-
vices. Also, see [22, page 9] for a description of the use of MBA
for application construction. In contrast to the use of imperative
scripts for managing systems, MBA uses declarative models for
components and their composition. The expected advantage of a
declarative approach, as opposed to the traditional procedural ap-
proach, is that designers in theory need specify only what they want
done, not how to do it.
The paradox of the declarative approach is that, while it should

be a more direct way to express the desired goals, it can be quite
hard to predict the result of a large number of rules. This can lead
to the declarative analog of “spaghetti code,” where the declarative

programmer has layered rule upon rule in an attempt to elicit the
desired behavior, whereas a procedural programmer would more
directly tell the system “do it this way.”
Thus the declarative approach runs the risk of allowing the con-

struction of complex model-driven systems whose behavior is both
unpredictable and opaque. Anyone who has tried to debug a set of
sendmail [1] rules should understand this problem. Similar prob-
lems have been observed in the context of active database sys-
tems [27, 40]; Kappel et al. observed “while each single rule is
easy to understand, complexity arises from the interdependencies
among rules ...” [27]. This is not to say that declarative program-
ming or MBA is a bad idea, but we will have to anticipate and react
to the potential for emergent misbehavior in such systems.
One might speculate that there is a critical level of behavioral

complexity below which it is feasible to program declaratively, but
above which the attempt to do so becomes, in effect, an increas-
ingly unmanageable process of “programming by emergent beha-
vior;” that is, an attempt to reach the desired results by manipu-
lating declarative rules, without a predictable connection between
rules and results. In other words, there might be limits to system
design techniques that attempt to hide the complexity of the under-
lying problem.

7. SUMMARY
We will never be able to solve all emergent misbehavior prob-

lems, especially as system complexity increases. However, we can
and should be able to recognize recurring patterns of misbehavior,
and to learn enough from past experience to be able to avoid or re-
pair many of the common patterns. Computer systems research has
an important role to play, especially in the detection and diagnosis
of emergent misbehavior, because of the need for and difficulty of
constructing a global view.
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